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Key Featuresof TCP

1 Connection oriented

0 Point-to-point communication: Two end-points
0 Reliabletransfer: Dataisdelivered in order

0 Full duplex communication

0 Stream interface: Continuous sequence of octets

1 Reliableconnection startup: Dataon old connection
does not confuse new connections

1 Graceful connection shutdown: Datasent before
closing aconnectionisnot lost.
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End-to-end Service
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Reliable Transmission

Events at Host 1 Events at Host 2

gend message 1 =
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— send ack 1

receive ack 1 —j==
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1 Datanot acked isretransmitted.
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Adaptive Retransmission
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Window Flow Contr ol

Sender Evenls

send data octels 1=-1000 —
aend data octets 10041 -2000 —
send data actets 2001 -2500 —

reaelve ack far 1000 —
receive ack for 2000 —
receive ack for 2500 —

gend data octets 2501-3500 =
send date octets A501-4500 —

receive ack for 3500 —
receive ack for 4500

receive ack for 4500 —

A AL
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Receiver Events

e Adweriize windows2500
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— ack up to 2500, window=2000
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Silly Window Syndrome

W=1000
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1 Thesystem operates at asmall window evenif the
recelver grantsalargewindow.

1 Ref: RFC0813
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Transport Control Protocol (TCP)

1 Key Services:.
0 Send: Please send when convenient
0 Datastream push: Please send it all now

0 Urgent datasignaling: Destination TCP! please
givethisurgent datato the user
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TCPHeader Format

ourcqd Dest T Seq ACK ‘L)ata 4/\/
6 16 32 32 4 6 6 16
nger%K_Urgent}Dptions} Pad | Data
16 16 X y <— Sizein bits
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[]
[]
[]

TCPHeader

Source Port (16 bits): Identifies source user process
Destination Port (16 bits)

Segquence Number (32 bits): Sequence number of the
first bytein the segment. If SY N Ispresent, thisis
theinitial sequence number (ISN) and thefirst data
byteisISN+1.

0 Ack number (32 bits): Next byte expected

[]

Data offset (4 bits): Number of 32-bit wordsinthe
neader

Reserved (6 bits)
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TCPHeader (Cont)

0 Flags (6 bits):  Urgent pointer field significant,
ack field significant,
push function, reset the connection,
synchronizethe sequence numbers,
no more datafrom sender

10 Window (16 bits): Will accept [Ack] to
[Ack]+[window]
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TCPHeader (Cont)

1 Checksum (16 bits): coversthe segment plusapseudo
header
Includesthefollowing fieldsfrom | P header: source
and dest adr, protocol, segment length. Protectsfrom
|P misdelivery.

0 Urgent pointer (16 bits): Pointsto the bytefollowing
urgent data. L etsreceiver know how much urgent data
Iscoming.

1 Options (variable):

Max TPDU size (Default 536 bytes)
Window scale, SACK permitted
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TCP Checksum

1 Checksum isthe 16-bit one's complement of the one's
complement sum of apseudo header of information
from the IP header, the TCP header, and the data,
padded with zero octets at theend (if necessary) to
make amultiple of two octets.

1 Checksum fieldisfilled with zerosinitially

0 TCPlength (in octet) isnot transmitted but used in
caI culations

__________________________________________________________________________________

TCPHeader | TCPdata
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TCP ServiceRequests

1 Unspecified passiveopen:

_isten for connection requestsfrom any user

0 Full passive open:

_isten for connection requestsfrom specified user

1 Activeopen: Reguest connection

0 Activeopen with data: Request connection and
transmit data

1 Send: Send data

0 Allocate: Issueincremental allocation for receive data

1 Close: Closethe connection gracefully

1 Abort: Closethe connection abruptly

1 Status. Report connection status

TheOhio State University
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TCP ServiceResponses

1 Open ID: Informsthe name assigned to the pending
request

1 Open Failure: Y our open request failed

1 Open Success: Y our open request succeeded

0 Deliver: Reportsarrival of data

1 Closing: Remote TCP hasissued aclose reguest

0 Terminate: Connection hasbeenterminated

1 Status Response: Hereisthe connection status

0 Error: Reportsservicereguest or internal error
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TCP Mechanisms

1 Connection Establishment
0 Threeway handshake

0 SYN flag set P Request for connection
SYN, ISN =100

1 Connection Termination
0 Closewith FIN flag set
0 Abort
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Three-Way Handshake

0 3-way handshakefor opening and closing connections.
Necessary and sufficient for unambiguity despiteloss,

duplication, and delay

Events at Host 1

send FIN +« ACK —

receive FIN «+ ACK —j=——

send ACK —__

I neovnio statevniversity

Events at Host 2

T —mi— receive FIN + ACK
_—+— send FIN + ACK

st receive ACK

Y

Fig20.5
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T/TCP: Transaction Oriented TCP

1 Three-way handshakebP Long delaysfor transaction-
oriented (client-server) applications.
T/TCPavoids3-way handshakes[ RFC 1644].

Client Server

I

Request

)

%
|
B

Ack+FIN
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Data Transfer

Stream: Every byteis numbered modulo 222
Header contains the sequence number of thefirst byte
~low control: Credit = number of bytes

Datatransmitted at intervalsdetermined by TCP
Push P Send now

1 Urgent: Send thisdatain ordinary datastream with
urgent pointer

0 1f TPDU not intended for this connection isreceived,
the“reset” flag s set in the outgoing segment
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| mplementation Policies (Choices)

1 SendPolicy:
Toolittlep Moreoverhead. ToolargeP Delay
Push b Send now.

0 Delivery Policy:
May storeor deliver each in-order segment.
Push P Send now.

1 Accept Policy:
May or May not discard out-of-order segments
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| mplementation Policies (Cont)

1 Retransmit Policy:

—irst only

Retransmit all

Retransmit individual

(maintain separatetimer for each segment)

1 Ack Policy:
|mmediate (no piggybacking)
Cumulative (wait for outgoing data or timeout)
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0 Window

Slow Start Flow Control

= Flow Control Avoidsrecelver overrun

1 Need congestion control to avoid network overrun

0 Thesender maintainstwo windows:;
Creditsfromtherecelver

Congesti
Congesti
window

onwindow from the network
on window isalwayslessthan thereceiver

0 Startswith acongestion window of 1 segment

(onemax segment size)
P Do not disturb existing connectionstoo much.

0 Increase

TheOhio State University

CWND by 1 every timean ack isreceived
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Slow Start (Cont)

0 If packetslost, remember slow start threshold to
CWND/2
Set CWNDto1l
Increment by 1 per ack until SSthreshold
Increment by 1/CWND per ack afterwards

A Receiver Window

Time - Raj Jain
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Fast Retransmit and Recovery

0
500 —

Ack 500

Ack 500
Ack 500
Ack 500
Ack 500

0 If the same packet isacked 3 times, assume that the
next packet has been last. Retransmit it right away.
Retransmit only one packet.

1 Helpsif asingle packet islost.
0 Doesnot help if multiple packets|ost.
1 Ref: Stevens, Internet draft

TheOhio State University Ra] Jain

20-25



Selective Ack (SACK)

0 Initial Negotiation: Sender toreceiver: “ sack permitted”

SYN| [Kind=4[Length=2
1 g g <—— Sizeinbhits
1 Selective Ack: Variablelength. Recelver to sender

Kind = 5[Length
L eft edge of 1st block

Right edge of 1st block

L eft edge of nth block
Right edge of nth block
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SACK (Cont)

0 Left edge = 1st sequence number in this block

0 Right edge = sequence number immediately after the

ast sequence number inthisblock

1 Ack field meaning issame as before.

It isthe next bytethereceiver is expecting.

10 When missing segmentsarereceived, ack field is
advanced.

1 Receiver can send SACK only if sender has* sack
permitted” option inthe SY N segment of the
connection.

0 Option Length = 8*n+2 bytefor n blocks.

40 Bytes max optionsP Maxn=4
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SACK (Cont)

1 Datareceiver candiscard SACKed (queued) data
Sender must not discard datauntil acked.

1 Example: 500 byte segments

Ack 5000

“5000

T

5500
005"
\

L —
Ack 5500
SACK =6000-6500
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Window Scaling Option

0 Long Fat Pipe Networks(LFN): Satellitelinks
Pronounced el ephan(t)

1 Needvery largewindow sizes.
0 Normally, Max window = 216 = 64 KBytes
1 Window scaleoption: W =W*2"Scale

Kind=3 |Length=3 | Scale

0 Max window = 216 x 2255
0 Optionsent only in SYN an SYN + Ack
0 RFC 1323
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TCP/IP Tools

1 nslookup
0 ping

0 finger

1 traceroute

[]
[]
[]

People: whois, knowbot, netfind
~iles: archie, gopher, WWW

Ref: RFC 1739, RFC 1470
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User Datagram Protocol (UDP)

11 Connectionless end-to-end service
1 Noflow control. No error recovery (no acks)
1 Providesport addressing

1 Error detection (Checksum) optional. Appliesto
pseudo-header (sameas TCP) and UDP segment. If
not used, it IS set to zero.

1 Used by network management

Source| Dest L enath Check-
Port Port J sum

16 16 16 16 <«—Sizeinhits
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Summary

ii
1 TCPprovidesreliablefull-duplex connections.
1 TCP Streams, credit flow control, 3-way handshake

0 Slow-start, Fast retransmit/recovery, SACK, Scaling

1 UDPisconnectionlessand simple. No flow/error
control.
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Homewor k

1 Read RFCs0768 (UDP) 0793 (TCP), 1323 (Large
Windows), 1470+1739 (TCP/IPTools), 2018 (SACK)

0 All RFCsupto 1949 are on the CD-ROM in the book
Otherscan befound on http://ds.internic.net/

1 Readinternet draft:
Stevens, “ TCP Slow Start, Congestion Avoidance,
Fast Retransmit, and Fast Recovery Algorithms’,
03/15/1996, ftp://cnri.reston.va.udinternet-drafts/
draft-stevens-tcpca-spec-01.txt
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