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Abstract

Quantum communication is becoming more and more practical based on recent research. This
paper introduces simple quantum systems and the active/potential applications of quantum
communication systems. Mathematics preliminaries and quantum information theory will be
presented first. Then several simple applications of quantum systems in communication
including quantum key distribution (QKD) will be mentioned. We can see that quantum
information has completely different features compared to classical information. Th latest
improvement based on satellite quantum channels allows us to expect a global qguantum network.
The inherent characteristic of quantum communication makes it theoretically immune to
traditional eavesdropping.
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1 Introduction

From the beginning of the 20th century, quantum physics is always an attractive discipline. The
group of experiments about the unpredictable position of a particle and superposition of
distribution density makes most of the people confused and surprised when they see such a
phenomenon for the first time. An electron knows whether there is a wall before it hit the wall!
Also, we can even not regard an electron as a particle before we see it detected because
interacting with any piece of space where the wave function has non-zero value will change the
state of an electron [Carnal91]. Quantum mechanics describes the states of a quantum system by
vectors in Hilbert space, which will be defined below. All the observables can be represented by
matrices or operators, which could be applied to a state vector or a density operator of a mixed
state.

Quantum communication is a new field, in terms of communication, where people send or
receive messages by transmitting quantum states of a specific quantum system, for example, a
photon. Photons can be sent through free space or optical fibers. The quantum states are the
physical characteristics of the photons, such as polarization. A 45-degree linearly polarized beam
could penetrate a vertical polarizer with 50 percent energy loss. However, if people send photons
in the same polarization state one by one to the polarizer, either zero or one photon will be
observed with probability both 50 percent. Such a phenomenon can only interpreted by quantum
mechanics with probability. The difference between quantum communication and classical
communication is that the characteristics of quantum systems allow people to detect any
traditional eavesdropping theoretically [Wilde13]. As eavesdropping on a mixed state of a
quantum system will certainly destroy the state, we could design protocols where we have ways
to detect adversaries by checking whether a mixed state is changed.

In Section 2, the fundamental knowledge of mathematics and information theory is necessary for
quantum communication. From the quantum information theory, we could find some
extraordinary features of quantum systems. Then quantum teleportation (QT), which is the
transmission of a pure state with the help of classical channels [Pathak13], and superdense
coding (SDC), which allows us to encode m bits of classical information with n qubit, where n <
m [Pathak13], will be introduced. In Section 5, the basic concepts of QKD will be presented.
QKD is a hot topic these years, but the first protocol of QKD can date back to 1984 [Bennett84].
QKD allows us to share a key used to encrypt information which can be transmitted in classical
channels. The point is that once there is an adversary who eavesdropped on the key, it will be
detected definitely (with probability arbitrarily close to 1). In the last section, some recent
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advances of quantum communication will be presented including satellite-based QKD [Lia0ol7]
and free-space quantum channel in daylight [Liaol7a].

2 Mathematics Preliminary

In this section, some basic mathematics tools for dealing with quantum systems will be
introduced. The Hilbert space where all the possible quantum states are vectors on it is the most
important concept. Then, all the physics observables such as spin, position, and polarization
direction are Hermitian matrices. Next, a density operator for a mixed state contains all the
information of such a state. It is easy to calculate the expectation of an observable of a mixed
state by its density operator. Then the most popular implementation of a qubit will be given.

2.1 Hilbert space and state vector of qubits
Hilbert space is very similar to Euclidean space, but the elements of Hilbert space could be
complex, and there is an inner product defined on it.
Definition: An element of a d-dimensional Hilbert space H is a d-tuple
[2"-1, To, ... ...,I(E}T; e Cvi e {1. ,d}

, Which is also called a vector in H.

The inner project defined in such a space is that

(ﬂ-, b) = Z a.:'bi

)

where a,b € H are both vectors. a" represents the conjugate transpose of a.. In matrix form, it is

(a,b) = [a.‘i' as ... a.:;]

Obviously, (a,a)e R and is non-negative for any vector a in H.

Definition: The valid quantum states is the following set of vectors

{a € H|{a,a) =1}
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For example, almost the simplest quantum system is called a quantum bit or a qubit, whose
state can be represented by a vector in 2-dimensional Hilbert space.

E.g. [10]" is a state vector for a single qubit.

A state vector of a single qubit has a general form

[j] a,Be€Cla*+|8%=1

Where |a| is the magnitude of a complex number a. The diagram below shows a qubit with real
coefficients, but actually o, can be complex.

lo) = [cosB , sin8]”

[1,01"

Fig. 1: A qubit with real coefficients

A qubit is an analog to a classical bit, such as a bit in our PCs’ memory. The states of a qubit
corresponding to the two states of a classical bit are [10]",[01]", which represents classical 0 and
classical 1.

1]
1
However, a qubit could be in a state as a superposition of classical states, for example V’E([“ +
1
HREImEREHI
gl ¥3 ¥3
1): andiﬂ+21: 2 J
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In quantum mechanics, we usually use |¢) to represent a state vector and (¢| to represent the
conjugate transpose of the same state vector. They are called the Dirac notation. And we write
the inner product of two state vector |¢) and |y) as (¢|y) The joint state of two systems could be
written as |@, ) = |#)Q|w) Where & is the tensor product. In matrix form,

ST

Sy — |2 o |92 aibg
rf)) B [51] “ [52] N biasz

bibsy

T R

Hilbert space is the playground of quantum mechanics and quantum communications.

2.2 Quantum measurement and observables

When measuring such states not corresponding to classical 0 ( 0 )and 1 ( 1 ) are measured, the

possibility of getting 0 and getting 1 are both non-zero, which means sometimes 0 could be
observed, and sometimes 1 could be observed from the devices. For the general form of a state of

ﬂ.

a qubit, L] the probability of getting O is |a?, and the probability getting 1 is |5

When we are talking about measurement, there is always a group of orthonormal basis
{bl, ...,bd}bi = H:, {bh bj) — 5”\?{?,_’} = {1, - d}

where o; = 1ifi=jand 9; = 0 if i#

This set of basis depends on the observable being measured. When we measure the position of a
particle, we will have a set of basis that is different to the basis used to measure the momentum.
The measurement will always make a quantum system be into a basis state. Besides, a state that
IS not a basis state, but the weighted sum of multiple bases states is measured, the superposition
will be destroyed.

1 1
For example, if state [;ﬁ /2] is measured with computational bases [10]7,[01]". [10] or [01]"

with probability both 2will be observed. This indicated that the measurement makes the state of a
guantum system collapse into one of the bases related to the measurement, and we could observe
that the basis it collapsed into after measurement. Quantum measurement will change the state if
a system but classical measurement will not. From next part, it shows that the measurement
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result is the eigenvalue corresponding to the basis state, of a matrix.

Observables are physical quantities that can be measured, such as position, momentum, and spin
of a particle. The value of a qubit is also an observable because we could measure to see that it is
classical 0 or classical 1. In quantum mechanics, an observable is always related to a hermitian
operator, which actually is a hermitian matrix when we are using linear algebra.

Definition: A is a hermitian matrix, if

A=A"  whereM' = conjugate transpose of M

and vice verse, which is easy to prove that A’s eigenvalues are all real numbers and eigenvectors
all orthonormal.

If A is a hermitian matrix and / is an eigenvalue of A with corresponding unit length eigenvector
Vv, we have

Av = Av

So the product of A and v is v itself times /. Here the 1 is the measured value corresponding to
basis state v.

The measured value of a qubit is again a good example to an observable. The two bases of the
measurement of a qubit here are the computational basis

o= -

The measurement outcome 1 corresponds to classical 0, and the measurement outcome -1
corresponds to classical 1. So the operator of computational measurement is

1 0
o=l 4

C'l0)=1and C|1)= -1

We could trivially check that

The expectation of an observable A for a specific state |¢) is
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(@A) = O aw)(Q_adiv) =Y aazhivlv; = a;

i i i i

We could check this for a qubit in state

1
[+) = ﬁ{lﬂHII)}
We have
(+C|+) =0

so the expected value of measuring a qubit in |+) state is 0. The corresponding classical value is
0.5.

Operators are important tools for the analysis of a state.

2.3 Density operator of a quantum system

If we know that a quantum system is in a certain state, this system is called in a pure state. For
1 1 1 1

example, a qubit could be in [+) = [VZv2] or |-) = [V2 -v'Z]. Both |+) and |-) are superpositions
of bases states, but the state is determined to us, so they are called pure states.

If we cannot determine the state of a system, we say that this system is in a mixed state. For

1 1
example, if we can only know that a qubit is in |[+) with probability Zand in|1) with probability 2
as well, we say that this qubit is in a mixed state. Obviously, the set of pure states is a subset of
the set of mixed states.

To conveniently represent a mixed state, we usually use a density operator. If we know the
possible pure state |#:)i = 1,2,... and corresponding probability p;, we have the density operator
for this mixed state

P = ZP; i) (i
i
here |#)(¢| is the outer product of vector |¢), resulting in a rank-one matrix.

The expectation of an observable A of a mixed state p is Tr(4p), where Tr(M) is the trace of M
[Cariolarol5].
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The density operators are useful when we are talking about the entropy of a quantum system.

2.4 Physical implementations and transmission of a qubit

There are several ways to implement a qubit quantum system. The most popular approach is to
use the polarization states of photons. We could code |0) into horizontal polarization and code |1)
into vertical polarization. A photon can be in a superposition state of horizontal and vertical
polarization. Here the 45-degree tilted linear polarized photons are in the |+) or |-) state. We
could also use the spin of an electron or a nuclear to represent a qubit. The spin of a nuclear can
be measured by the magnetic field. The nuclears with different spin will hit distinct spots after
going through a magnetic field.

When it comes to the transmission of a qubit, there are many approaches, as well. Here only
photon-based implementation will be discussed. We could use the optical fiber [Lucamarinil18]
or free-space [Liaol7a] as the medium of the quantum transmission. The optical fiber is
commonly used for the internet. Lasers are handy sources of photons because the spectrums of
lasers are super narrow (~ 0.02nm) [King77]. We can use optical devices such as polarizers,
beam splitters, and photon detectors, to modulate and detected photons.

2.5 Summary

Generally speaking, we use unit vectors in Hilbert space H to represent quantum states. The
observables are hermitian matrices, which could be applied to a state vector to get the possible
measured values or the expectation value corresponding to the states. A density matrix/operator
is used to represent a mixed state. When we are implementing a qubit, we could usually use the
polarized photons and transmit them in optical fibers or free space. In the next section, the
amount of information contained in a qubit will be elaborated. Actually, it depends on the state
of the qubits.

3 Quantum Information Fundamental

When people are talking about classical communication, the Shannon information theory plays
an indispensable role in calculating the channel capacities the minimum number of bits for
transmitting a message. In quantum communications, we use quantum entropy to calculate the
amount of information contained in a qubit. There are also some interesting features of quantum
information. A classical system does not have the counterpart of the features.

3.1 Classical entropy and quantum entropy
Shannon entropy [Shannon48] is a critical concept in classical communications. It is used to

measure the amount of information contained in the uncertainty of a symbol, a word, or a
sequence.
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Definition: If there is an alphabet X and for each element a; in this alphabet there is a
corresponding probability p; to it, the classical entropy of a symbol ¢ from this alphabet is

H(c) = (—pilog(p:))

If we choose base 2 logarithm, the Shannon entropy tells us that how many classical bits do we
need, on average, to contain the information in such a symbol.

The quantum entropy, or Von Neumann entropy [Cariolaro15], is very similar to Shannon
entropy. If, for a quantum system, we do not exactly know the state of it but a distribution of all
the possible states, we could have its density matrix. The Von Neumann entropy is defined on
the density matrix of a system.

Definition: If there is a quantum system whose density matrix is p, the Von Neumann entropy of
this system is

S(p) = =Tr[plog(p)]

Here the log function applied to a matrix is just the matrix logarithm. As we know that the outer
product of a vector and itself is a Hermitian matrix, according to the definition of the density
matrix, we know that all the eigenvalues of p are real numbers and all the eigenvectors of it are
orthogonal. After a series of algebraic transform, we have

S@=—mew}

Where / is the i, eigenvalue of p.

1 1
For example, [Cariolaro15], let us consider a qubit with probability zin the state |0) and 2in the
state [+). The density matrix of this mixed state is

1 1 _1f1 0 11 1] 1 [y241 1
p_2|ﬂ){“|+2|+}{+|_2[0 {J]Jrgv@ [1 1]_2\@[ 1 1]
It is easy to calculate the eigenvalues and corresponding eigenvectors, which are

o T . Lo M . T T
cos® —. cos — |0} +sin — |1} fand{sin® —. sin — |0} — cos — |1
{cos® T, cos = [0) + sin T 1) Jand{sin? T, sin Z-[0) — cos T|1)}

According to the formula above, we could calculate that the entropy of this qubit, which is
approximately 0.6009 qubits. Here we see the intrinsic difference between a classical bit and a
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1
qubit. If a classical system has 2 possible states with both possibility Z, its entropy will be 1 bit.

But for a quantum system, it is not necessarily 1 qubit.
3.2 Negative conditional quantum entropy
Definition: Conditional entropy
H(A|B) = H(AB) — H(B)
Where H(AB) is the joint entropy, and H(B) is marginal entropy [Wilde13].
This formula tells us that, in a joint system AB, if we have already known the state of system B,
the total information from this system will decrease and the remaining part is H(A|B). The more

correlated A and B are, the less information there is after knowing B. People will have a good
guess of symbol A after people know symbol B is these two symbols are strongly correlated.

In a classical joint system, a part of the system will never tell us the amount of information more
than the information in the entire joint system, which could be expressed a non-negative
conditional entropy

H(A

B) =0
[Wilde13].

However, in a quantum system, the conditional quantum entropy could be negative, which
implies that knowing a part of a system could make a system more uncertain [Wilde13].

The definition of quantum joint entropy, quantum marginal entropy and quantum conditional
entropy are Joint quantum entropy:

S(AB) = —Tr[paplog(pap)]

Marginal quantum entropy:

S(A) = ~Trlpalog(pa)] S(B) = ~Trlpslog(ps)]

Conditional quantum entropy:

S(A

B) = S(AB) — S(B)

Here pa = Tre[pse] and ps = Tra[pas]. Trif] is the partial trace operator.
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Definition: Bell state is

| 1
ﬂgﬁdiz.gﬁ{mu)+lln}

Assume there is a 2-qubit system in Bell state, the density matrix of this system is

10 0 1

) 110 0 0 0

pan = 5(100) (00] + [00) (11 + [12) (00] + 1) (1) = 5 | ¢ ¢ o ¢
10 0 1

As we know that the density matrix of a pure state is a rank 1 matrix, there is only one non-zero
eigenvalue in the spectrum of p.s, which is just 1. So according to the definition, the Von
Neumann entropy of a pure state is 0.

1
Then we know that the p, = 21 and it is easy to know that the Von Neumann entropy of qubit B is

1 qubit. According to the formula S(A|B) = S(AB) - S(B), we have S(A|B) = -1.

The negative conditional quantum entropy is anti-intuitive, and the Nocloning theorem even tells
us that a qubit cannot be copied.

3.3 Nocloning theorem

In quantum information theory, we have the Nocloning theorem, saying that we cannot copy a
quantum state of a system to another system without destroying the original version.

Theorem [Wildel3]: In a Hilbert space H, there is not a unitary transformation U : H @ H — H
&® H such that there exists a state |s)e H satisfying

Ulry|sy) = |r)|r),¥|r) e H

H @ H is the Hilbert space for a 2-qubit system. A unitary transform is just like an operator
applied to qubits, and it could change the state of a system. We can also say that U is a quantum
gate. Quantum gates will be discussed in the next section.

Proof: Assume that there is such a unitary matrix U realizing
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And

Then we will have

(rlt) = (r| (s|s)|t) = {r| {s| Uty s)lty = (rr|t, t) = {?‘|i)2

, which implies that |r) and |t) are either orthogonal or identical. This result indicates that U
cannot copy arbitrary state we want, so the initial assumption is wrong.

This theorem tells us that an eavesdropper cannot copy a state and forward it without destroying
the original version. In some aspects, this theorem reveals that quantum communication cannot
be eavesdropped on in any traditional way.

3.4 Summary

In this section, some basic knowledge about quantum information theory is mentioned. The
Shannon entropy measures the uncertainty of a classical symbol, and the Von Neumann entropy
measures the information contained in a mixed state of a quantum system. We saw that a qubit
having 2 equally possible states could contain less than 1 qubit of quantum information. Next,
the conditional quantum entropy could be negative, which is a typical quantum characteristic and
there is no classical counterpart. Finally, the state of a quantum system cannot be copied without
destroying the original version. This quantum information feature guarantees the security of the
guantum communication systems in some aspects. The extraordinary features of a quantum
system enable us to realize many amazing applications such as QT, SDC, and QKD.

4 Quantum teleportation and superdense coding

QT [Bennett93] and SDC [Bennett92] are two well-known applications of quantum mechanics.
QT allows two people to transmit an unknown state of a qubit with the help of classical channels,
but the sender (Alice) and the receiver (Bob) must initially share an entangled pair of qubits.
SDC enables us to encode 2 bits of classical information with 1 qubit, but priorly it also needs
entangled pairs. In the beginning, quantum gates and the concept of entanglement will be
introduced which are indispensable for the following applications.

4.1 Quantum gates and entanglement
Quantum gates are just matrices like the operators introduced in Section 1. A quantum gate must
be a unitary matrix mapping one unit vector into another unit vector. When we apply a quantum

gate to a qubit, the state of the involved qubits will change. Below are several common quantum
gates used in quantum communication and quantum computing [KayeQ7].
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Identity gate:

Pauli X, Y, Z gates:

01 [0 =] , [ 0
X:L 4 }_li{J Z—L]—J

Hadamard gate:

Controlled-Not (CNOT) gate:

10 0 0
o100
CNOT=15 0 0 1
0 0 1 0

Example: If we apply a Hadamard gate onto a qubit in state |0), we have

0= 1 b =75 ] = e

The entanglement states are a group of joint states of multiple quantum systems, for example, 2
qubits. If the joint state vector of 2 qubits cannot be written into the tensor product of two
individual state vectors for single qubits, we say that these 2 qubits are entangled. For example,
if we know that qubit g, is in |0) state and qubit g, is in |0) state, then the joint state vector for g,
and g. is |00), in matrix form

I FI I PR (1
W@W—H@H—U_wm
0

So g. and g. are not entangled.

If we apply Hadamard gate to g, we have
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1
H |0 — (|0} +
0) = 7 (10} +11))
Now the joint state is

ok

1,1 o, [1] 1 |0

b+ el - 7 :

0

Then, If we apply CNOT gate onto g and g at the same time, we have

17 100 0 1 1
or (o] _ ot oof 1 jo| _ 1 fof 1
CNOT= 11 = (o 0 o 1| B |1 =7 o = FU0+ 1)
o] oo 1 0] o 1

We find out that

1
Lo
/2 |0

1

cannot be written as the tensor product of 2 single-qubit state vectors, so now g, and g, are
entangled.

Next, we will use a diagram to show how does QT work.

4.2 Quantum teleportation

QT allows us to transmit an unknown state of a qubit without really sending qubits in quantum

channels. However, Alice and Bob must previously share a pair of entangled qubits. I will give
an example here to interpret the entire transmission process [Wilde13].
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Alice
Step 7

qm: «|0)+f[1 E

Measurement | 00" o1 /3071w

ql
3 El: Hadamard gate

q1:10) @
' : CNOT gate

qz10) —
! r
| o
loy oy} log) - q2:a|0)+p(1)

q2 ‘10 XZ

abpssam [Do1SSD[D

Bob Step 8
lo oy log)

Fig. 2: Quantum circuit for a QT system [Wildel3]

Figure 2 shows the quantum circuit used for teleportation. I will show the effect of applying
guantum gates onto the qubit step by step. The joint states of all the qubits will be shown after

each step, like |4.), |4.) ...

(1) Here we have two independent qubits both in |0) state.
|¢1) = [00) .
(2) After the Hadamard gate is applied to g, the joint state of g, and a2 becomes
1
V2

(3) Then we apply a CNOT gate to the two qubits.

o) = H|0) @ [0) = —(|0) +|1)) & |0) = —=(]00) + |10))

SE

2

1 1
by = CNOT |y = CNOT—=[1010]T = —[1001
|'-r-.-f".3) |"r-.“"2) '\/E[ ] \/E[

]T

which is just the Bell state.
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(4) Then we send g. to Alice and g, to Bob with the joint state not changed. We introduce g., the
qubit we want to transmit whose state. As we do not know the state of g., we assume that its state
could be written as a|0) + £ |1), where |a* + |5 = 1. The joint state of these three qubits is

6a) = (@|0) + B|1)) @ |dha) = %mmun) +a|011) + 3]100) + 3 [111))

(5) Then we apply the CNOT gate to g. and g, we have

ds) = CNOT |da) = ——(a[000) + @ [011) + 3[110) + 3]101))

V2

(6) Next, we apply a Hadamard gate to g., we have

[a(]0) +-[1)) 00) + ([0) + [1)) [11) + B(|0) — [1)) [10) + 5(|0) — [1)) [OL)]

66) =

bt | =

= %HUU} (|0} + 3|1)) + [01) (e |1} + 3]0}) + |10} (|0} — 3|1)) + [11) (ex |1} — 3|0

(7) If Alice measures g, and g, she will have 4 possible outcomes 00, 01, 10, or 11. I call the
result of Alice’s measurement K.

(8) Alice tells Bob the K she got through a classical channel, for example an email. Bob applies a
corresponding quantum gate to ¢.. Table 1 gives the state of g after step 7 and the corresponding
gates.

Table. 1: The states after step 7 and the corresponding gates [Wilde13]

K State of q, after step 7 The gate applied to g, by Bob The final state of g,
00 al0) + £ 11) | al0) + £ 1)
01 a|1) + B |0) X a|0) + B |1)
10 al0)- B |1) Z al0) + £ 11)
11 al1)- B 10) ZX a|0) + B |1)
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Now we find out that the state of g. has become the same as the original state of .. Certainly, the
state of q. has changed because of the Nocloning theorem. This is what we called QT. Below
SDC could realize information compression impossible in a classical communication system.

4.3 Superdense coding

In this example of SDC, | will show that Alice could send Bob two classical bits with sending
only one qubit. They must previously share a pair of entangled qubits [Wildel3].

1
Firstly, we prepare two qubits g, and g., which are jointly in Bell state: +/2(|00) + [11)), and send
. to Alice, g, to Bob.

The two classical bits Alice want to send will be one of the following 4 values: ‘00’, ‘01°, 10’,
‘11’. For each value Alice wants to send, there is a corresponding single-qubit unitary matrix that
can be applied to Q..

Then Alice applies the gate to q., so we have the corresponding joint state of g. and q.. For
example, if Alice wants to send “10’, she will use the gate iY.
1 1
V2 V2

Table 2 shows all the joint state after applying the corresponding gate.

(iY @ I)—(|00) + |11)) = —=(|01) — |10))

Table. 2: The gates applied to g, and the corresponding final joint state [Wilde13]

Value Gate The final joint state
1
00 I V/E(|OO) +|11))
1
01 X V'2(j10) + o1))
1
10 iY \/E(|01)-|10))
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1
11 y4 v'2(00)-111))

It is easy to check that the four possible final joint states, in the right column, of g, and q., are
orthogonal to each other, which compose a group of bases of the Hilbert space for 2 qubits. Now
Alice will send g, to Bob. Then Bob has both g, and ..

Bob uses this group of bases to measure the g.-g. system, and he will get one from the 4 bases
with possibility one, which is just like measuring a photon, either horizontally polarized or
vertically polarized, by using a polarizer in the horizontal direction.

As the result can be completely determined, Bob will know the value of two classical bits that
Alice wants to send. In this process, Alice only sent one qubit to Bob after she determines her
message, so this is called SDC. In total, Alice sends Bob 2 qubits, but the information could be
coded into the first bit even after the first bit has been sent to Bob, which is amazing. This
communication method could only be realized with quantum system.

4.4 Summary

In this section, two typical applications of quantum communications are described, QT and SDC.
The former could send an unknown state from Alice to Bob with an existing pair of entangled
qubits. The latter could encode two classical bits into one qubit with an existing pair of entangled
qubits. In the next section, there is an overview of the most popular application of quantum
cryptography, which is called quantum key distribution.

5 QKD and its Recent Advances

QKD allows us to share a common key for encrypting classical information, without being
eavesdropped by the adversary in any traditional way. Eavesdropping the qubits in the quantum
channel while distributing a key could be detected with probability arbitrarily close to 1. In some
countries, banks have already deployed QKD systems for encrypting important messages
transmitted between two cities [Zhangl18]. Furthermore, recently there are lots of researches on
QKD. A team has realized satellite-based QKD over thousands of miles [Liaol7]. Others
realized QKD in the noise background of sunlight [Liaol7a].

5.1 BB84 protocol part 1: How to send, receive, and measure qubits

BB84 protocol is a well-known protocol for QKD developed by Charles Bennett and Gilles
Brassard in 1984 [Bennett84]. The below figure shows the diagram of a BB84 QKD system.
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Alice: the 58th qubit is measured with group 1, right?
Bob: No. (then Bob drops this qubit)
Alice: the 743th qubit is measured with group 2, right?
Bob: Yes. (then Bob keeps this qubit)
. Group 1:0), [1)
Group 2:|+),|-) |

Alice A quantum Channel Bob

|+>r |1>r I+>r |+>| I'); |O>, aee

- .

|+>| |1>r |1>r I+)| I+); |'>, wes

|

Measurement group:
2, 1, 1, 1, 2 1,..

|

Eavesdropper
Measuring the qubit in the [+), 11), 12}, 10), |+), |1}, ...
channel by two groups of
bases randomly

Fig. 3: BB84 QKD system diagram

The example [Bennett84] of sending and receiving qubits are elaborated in the table below.

Table. 3: A BB84 example [Bennett84]

Index 1 2| 3] 4] 5] 6| 7| 8 9[10]|11]12]13([14
Alice’s group 21 1| 212 1) 1) 1) 2| 2| 2] 1] 2| 2] 1
State sent [ L1 [ [ [10) 1O [JA) I ) I+ 11O) | 1) | 1+) | 10D
Bob’s group 1 1| 21 2| 2| 11| 2| 1] 1| 1] 2| 1
Alice’s reply FI| T| T|F| F[ F| T|F|[T| F| T| F| T| T
State received 1) | x 1) |-) |0) [+) | 10)
Shared qubits |1) l-) |0)
Unshared secret 1) |0) [+)

T: True, F: False, x: Loss
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In this protocol, Alice sends a series of qubits to Bob in two groups of bases. Each basis in group
1 is not orthogonal to each basis in group 2.

Group 1: |0)and|1)

Group 2: [+)and|-)

1 1
where |+) = ¥/2(|0) + [1)) and |-) = +/2(|0)-]1)) We can see that in total there are 4 states in two

1
groups of bases. Alice will randomly choose one state from the 4, with probability all 4, to
modulate a photon into corresponding polarization direction.

Alice will send such photons one by one through a quantum channel to Bob. The quantum
channel here can be any type of physical system discussed before, which can encode a qubit and
transmit it. After receiving the qubit, Bob randomly chooses group 1 or 2 as the bases to measure
all the qubit. The quantum channel of lossy so some photons will be lost in the transmission. So
sometimes Bob detects nothing when he measures a photon.

After Bob’s measurement, Bob will tell Alice all the basis he used in the measurement in public
classical channels. Alice will reply to Bob that which bases Bob used are right. They drop all the
qubits processed with inconsistent bases.

Next, Alice and Bob will share a portion of the states with consistent bases. Here is the critical
point, if there is no eavesdrop, all the results of Bob’s measurement will be the same as the states
Alice used. However, if the qubits are eavesdropped, with large probability, some of the shared
states will be different. The probability could be arbitrarily close to 1 with the increment of the
number of qubits they transmitted.

5.2 BB84 protocol part 2: How to detect the eavesdropper
Here I will show that at least one of the shared states will be different from a very large

possibility if the transmission is eavesdropped on [Cariolarol15].

Assume that Eve is going to measure the qubits in the midway. As Eve does not know the group
1

of bases used by Alice, she could only randomly choose a group. So for each qubit, with 2
possibility, she chooses the right bases, and the other half is wrong.

If Eve chooses the right bases, the state of the qubit keeps. If she chooses the wrong bases, she
will certainly change the state of the qubit. Bob measures the qubit, whose state has been
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1
changed, and he will have 2possibility to get the inconsistent state as Alice. Here are all the
circumstances where Eve chooses the wrong bases.

Table. 4: BB84 Eavesdropper detection

Principles of Quantum Communications and its Recent Advances

Alice sends After Eve measures After Bob measures

0)
[0)
0)
[0)
1)
1)
1)
1)
[+)
[+)
[+)
[+)

)
)
)
)

1
So for each qubit shared by Alice and Bob publicly, with the possibility 4, the measurement
result of Bob will be different from the state sent by Alice. If there are n qu

eavesdropped on, the possibility that all of them are consistent is (1 -4)" = (4)". This probability
could be arbitrarily small. So, in reality, it is impossible that Eve can eavesdrop without being

detected.

If Alice and Bob do not find any adversary, they could use the qubits unreleased in the public

[+)
[+)
)
)
[+)
[+)
)
)
|0)
|0)
|1)
1)
[0)
[0)
|1)
1)

0)
1)
0)
1)
[0)
1)
[0)
1)
[+)
)
[+)
)
[+)
)
[+)
)

1

bits that are
3

channel as the secret key encrypting the messages. BB84 is simple and effective. Many advanced
quantum communication experiments use BB84 to test the communication quality.

5.3 Recent advances in QKD

The early approaches to QKD are based on optical fibers. Even for the ultra-low loss optical
fibers, the attenuation coefficient is 0.2 dB/km. Usually, people need to insert a quantum

repeater, which is used to recover corrupted quantum states, about every 60 km in the midway of
the quantum channels. However, because of the Nocloning theorem, a state cannot be amplified

without any noise. So the optical-fiber-based QKD can only transmit quantum states for
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hundreds of kilometers.

A team developed satellite-based QKD that can overcome the disadvantages of optical fibers
[Liaol7]. They use a green laser (A = 532 nm) to transmit photons between a ground station and
a satellite in a sun-synchronous orbit. They tested BB84 protocol on such a system and achieved
a kilohertz key rate, which means that such a system could transmit thousands of qubits per
second, over more than one thousand kilometers. Such a key rate achieved by using satellite is
about 10* times higher than the key rate we can reach with optical fibers in the same length. This
QKD approach has the potential to be used to build an intercontinental quantum network.

However, the traditional satellite-based QKD experiments are conducted when the satellites are
covered by the shadow of the earth in order to avoid being influenced by the sunlight, which is a
strong noise source. Another team achieved long-distance free-space QKD in daylight by
changing the working wavelength and photon detectors [Liaol7a]. According to the radiation
spectrum of the sun, the power of sunlight is stronger at 800 nm than 1550 nm. So the team
selected 1550 nm as the working wavelength. In such wavelength, the Rayleigh scattering is only
7% of it in 800 nm, which dramatically increases the signal-to-noise ratio. They developed a new
single-photon detector whose total detection efficiency is 8% under 200 mW pump power. The
team transmitted standard BB84 bases with a key rate from 20 to 400 bits per second from one to
the other side of a natural lake over 53 km. The total channel loss is 48 dB in local time from
15:30 to 17:00 on sunny days.

Such a result gives us confidence in inter-satellite quantum communication in daylight. As we
know that geosynchronous orbit satellites are in the sunlight zone with a probability of about
99%, the daylight quantum QKD will improve the efficiency of the geosynchronous orbit
satellite significantly.

5.4 Summary

In this section, we see how the BB84 protocol encrypts classical messages and prevent the qubits
from being eavesdropped on. Then two recent works overcoming the disadvantages of optical
fibers and night-time quantum communication are introduced. QKD is potentially the most
popular encryption approach in the new era. We could also expect a global quantum network
based on QKD from the satellites.

6 Summary

This paper shows a new type of communication method based on the quantum phenomenon.
Starting with mathematics fundamental for understanding the representation of a quantum state
and its revolution, it shows the differences between the classical and quantum information theory
are presented. The state vectors of quantum systems can be expressed as unit vectors in Hilbert
space. The density matrix is introduced to express a mixed state and to calculate the quantum
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entropy of a qubit. Quantum measurement is one of the most critical concepts of quantum
communication because the measurement introduces uncertainty into a quantum communication
system. The uncertainty guarantee that measurement is not invertible.

We can see that there are many features to which we cannot find analogs in the classical world,
for example, negative conditional quantum entropy. A quantum system could become more
uncertain if a part of it is known. The Nocloning theorem prevents an eavesdropper from coping
a qubit and forwarding the original one.

Next, QT and SDC show two anti-intuitive communication approaches. Actually, the shared
entangled pair of qubits is the key to these two applications. The entanglement guarantees the
relationship between two distant qubits so a state could be “transported” based on such
relationship. In terms of physics, no information could be transmitted by operating an entangled
pair because if so the information will have a speed exceeding the light speed. For SDC, in total
there are 2 qubits sent, so the overall efficiency of transmission is the same as the classical
channel. But with quantum entangled pair, a qubit could be encoded even after it has been sent
out! This is the most amazing part of SDC.

Finally, QKD is described with its most famous BB84 protocol. From that example, it is shown
that if the number of qubits sent is large enough, it is impossible to keep the state unchanged
after measurement. In other words, any eavesdropping will definitely be detected. QKD also
needs the assistant of classical channel.

In the end, we see that satellite-based daytime QKD is gradually becoming a reality. Sending
qubits from satellite to ground and between satellite is exciting technology because it avoids the
optical loss of optical fiber. The satellite link will become the most applicable implementation of
QKD.
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CNOT Controlled-NOT

QKD Quantum Kry Distribution
QT  Quantum Teleportation
SDC Superdense Coding
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