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Overview

Data Encryption Standard (DES)

International Data Encryption Algorithm (IDEA)
Advanced Encryption Standard (AES)

Ron’s Cipher 4 (RC4)

B~ w e

Ref: Chapter 3 of the textbook.
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Encryption Schemes

Symmetric Ciphers Asymmetric Ciphers
|

Block Ciphers Stream Ciphers

Synchronous Self-Synchronous

a Symmetric = 1 Key/2 users = Secret Key

2 Asymmetric = Public Key = Public and Private Keys

2 Block: Message broken in to fixed size blocks

a Synchronous: Key stream depends on the key and IV

2 Asynchronous: Key stream depends on key, 1V, and previous

cipher text
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Secret Key Encryption

2 Also known as symmetric encryption “
2 Encrypted Message = Encrypt(Key, Message
0 Message = Decrypt(Key, Encrypted Message)
2 Example: Encrypt = division

0 433 =48 R 1 (using divisor of 9)

Secret key shared by Secret key shared by
sender and recipient sender and recipient

V Y

Transmitted
ciphertext
| — >

Pli?,: nLe{xt Encryption algorithm Decryption algorithm Péiptﬁrt
P (e.g., DES) (reverse of encryption P
algorithm)
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Secret Key Cryptography

2 Block Encryption

64-bit input

ST

8 bits | |8 bits | | 8 bits | |8b:tsl ]ab;ts1 |smts| {Bbls

OO 6 O

b
>

@@7’

| 8 bits | [ 8 bits | |8 bits | [amts] [Btnts| [ 8 bits | | 8 bits | | 8 bits |

Loop for n rounds

e

Y

64-bit intermediate

[ [

64-bit output
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Divide input
into eight
8-bit pieces

Eight 8-bit
subsfitution
functions
derived from
the key

Permute
the bits,
possibly
based on
the key

[KPS Fig 3-1]
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Block Encryption (Cont)

2 Short block length = tabular attack
2 64-bit block
2 Transformations:

> Substitution: replace k-bit input blocks with k-bit
output blocks

> Permutation: move input bits around.
1—> 13,2 — 61, etc.

2 Round: Substitution round followed by permutation
round and so on
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Data Encryption Standard (DEYS)

2 Published by National Bureau of Standards in 1977

2 For commercial and unclassified government
applications

2 8 octet (64 bit) key.
Each octet with 1 odd parity bit = 56-bit key

2 Efficient hardware implementation

2 Used in most financial transactions

2 Computing power goes up 1 bit every 2 years

2 56-bit was secure In 1977 but Is not secure today

2 Now we use DES three times = Triple DES = 3DES
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DES Steps

2 Total 18 steps: Initial permutation, 16 mangler rounds,
Inverse of Initial permutation

l 64-bit input _l __ it key §
B G o
)ﬁ%\ Initial Permutation I_f"';{__‘;éﬁerate _1_5‘_\\"

[ [ ]

T

b per-round keys_~
—n__'_._-—'—f

- ¥ 48-bit K,
. Round 1 ————— i
e —
e | |
i =
(Round 2)) K e

B t Kig
|
rap le g
]
N\ Final Permutation
A I .
[KPS Fig 3-2]
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Initial Permutation (IP)

58 50 42 34 26 18 10 2 40
60 52 44 36 28 20 12 4 39
62 54 46 38 30 22 14 6 38
64 56 48 40 32 24 16 8 37
57 49 41 33 25 17 9 1 36
59 51 43 35 27 19 11 3 35
61 53 45 37 29 21 13 5 34
63 55 47 39 31 23 15 7 33

2 Input bit 58 goes to output bit 1

Washington University in St. Louis CSE571S

Final Permutation (IP~)

8

- N WA O~

Input bit 50 goes to output bit 2, ...

48
47
46
45
44
43
42
41

16
15
14
13
12
11
10
9

56
99
54
53
52
51
50
49

Initial and Final Permutation

24
23
22
21
20
19
18
17

64
63
62
61
60
59
o8
S7
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DES Round

64-bil input

/

X

32-bit L,

32-bit R,

angler
Function

l

32-bit Ly,4

32-bit R, 1

N\

-

64-bit output

Encryption

Washington University in St. Louis

64-bit output

/

N\

32-bit L,

32-bit A,

Mangler
Function

32-bit L), 4

32-bit R,,.+

AN

/

64-bit input

Decryption

[KPS Fig 3-6]
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Mangler Function

a 32-bit R, and 48 bit K,
Q 32 bit R, =8 x 4 bits = 8 x 6 bits
2 48 bit key = 8 x 6 bits

—

= =" /[ / T \\n:ﬁ\"i‘*-—-ﬁ
= T

|

Washington University in St. Louis

[KPS Fig 3-7]
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DES Substitution Box

a Xor and S-Box

chunk i of R chunk ; of K

|
S

S-Box i
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!
00
01
10
11

0000

0 S-Box

0001

Input bits 1 and 6

0010

DES S-Box (Cont)

0011

0100

Input bits 2 thru 5

0101|0110

0111

1000

1001

1010

1011

1100

1101

1110

1111

1110
0000
0100

1111

0100
1111
0001
1100

1101
0111
1110
1000

0001
0100
1000
0010

2 3. Permutation

0010
1110
1101
0100

1111|1011
0010|1101
0110|0010
1001|0001

1000
0001
1011
0111

0011
1010
1111
0101

1010
0110
1100
1011

0110
1100
1001
0011

1100
1011
0111
1110

0101
1001
0011
1010

1001
0101
1010
0000

0000
0011
0101
0110

0111
1000
0000
1101

[KPS Fig 3-9]

16| 7

20121

29|12|28[17| 1 |1523]26| 5 |18/31

10{ 2

8 24

1432

27| 3

9 19|13|30| 6 |22|11] 4 |25

Washington University in St. Louis
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16t input bit is the 15t output bit, ...

[KPS Fig 3-17]
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Generation of Per-Round Keys

2 Divide in to 28-bit halves
2 Initial permutation:

Co Dy
57 49 41 33 25 17 9 B3 55 47 39 31 23 15
1 58 50 42 34 26 18 7 62 54 46 38 30 22
10 2 59 51 43 35 27 14 6 61 53 45 37 29
19 11 3 60 52 44 36 21 13 5 28 20 12 4

57 bit of key becomes the 15t bit of output
491 bit of key becomes the 2" bit of output, ...

Washington University in St. Louis CSE571S ©2007 Raj Jain
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Generation of Per-Round Keys (Cont)

0 Rotate left by 1 or 2 bits:

In rounds 1, 2, 9, and 16 rotate 1-bit left,
INn other rounds rotate 2-bit left

o

]

L
P

S 1 ¥ 3
g 2 S
E = rotate left rotate left )
S
L
L2 i/f
i 2l B | . e
\_{ 4 Ci D; 9 P
i\ f_,_,-'"'
K
[KPS Fig 3-5]
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Generation of Per-Round Keys (Cont)

2 Final permutation: 4 bits are discarded from each half
= 24 bits

Left-Half Right-Half

14 17 11 24 1 5 41 52 31 37 47 55
3 28015 6 21 10 30 40 51 45 33 48
23 19 12 4 26 8 44 49 39 56 34 53
16 7 27 20 13 2 46 42 50 36 29 32

14t input bit becomes the 15t output bit, ...

a Bits 9, 18, 22, 25 of left half are discarded
Bits 35, 38, 53, and 54 of right half are discarded.

Washington University in St. Louis CSES571S ©2007 Raj Jain
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DES Decryption

2 ldentical to Encryption
2 Keys are used In reverse order

Washington University in St. Louis CSE571S ©2007 Raj Jain
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International Data Encryption Algorithm

2 IDEA. Designed for software implementation
2 Encryption and Decryption are identical as in DES

| 128-bit key

o
e
o
— =
5
=
=

Ky Ko Ka Ky

K K

aond 17 Kao Kso Ksq Ksa

g4-bit output | [KPS Flg 3'18]
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International Data Encryption Algorithm

0 128-bit key Is converted to 52 16-bit keys

2 Inverse of the encryption key is used for decryption in
the reverse order

0 Has patent protection

Washington University in St. Louis CSES571S ©2007 Raj Jain
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Advanced Encryption Standard (AES)

2 Published by NIST in Nov 2001

2 Based on a competition won by Rijmen and Daemen
(Rijndael)

2 Rijndael allows many block sizes and key sizes

a AES restricts it to:
> Block Size: 128 bits

> Key sizes: 128, 192, 256 (AES-128, AES-192,
AES-256)

Washington University in St. Louis CSES571S ©2007 Raj Jain
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Basic Structure of Rijndael

2 Number of Rounds e T
N, = 6 + max{N,, N, } > T

a N, =32-bitwords inthe 5
the block i H

0 N, =32-bitwordsinkey -+

a 4 rows x N, columns (N,
= 4 for AES)

[KPS Fig 3-23]
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Key Expansion

2 Key flows in octet by octet in 4-octet columns.

a (N,+1)N, columns

0 Key expansion uses the same kind of primitive
operations as the rounds

2 Rows, columns, round keys are numbered starting at
0, round numbers start at 1

Washington University in St. Louis CSES571S ©2007 Raj Jain
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AES Primitive Operations

a Xor
2 Substitution box
a Rotation: column or row

2 MixColumn:
Replace 32-bit word with another 32-bit word

Washington University in St. Louis CSES571S ©2007 Raj Jain
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Rijndael S-Box

right (low-order) nibble
6 1 2 3 4 5 6 7 8 9 a b ¢ d4d e f
52|09 |6a|d5|30(|36|a5|38|bf |40 |a3 |9 (81 |£f3|47|fb
7c|e3|39|82 |9 |2f | E£f|87 (34 |8e |43 |44 |c4|de|ef|cbh
54 |7b | 94 |32 |a6|c2|23|3d|ee|(4c |95 |0b |42 | fa|c3 |4e

08 |2e|a1|66|28|as|24|b2|76|5b]a2|49|6d|sb|a1lzs
72 | £8 | f6 |64 |86 |68 |98|16|da|asa|5¢c|cc|5d]|65|b6 |92

6c|70)|48 | 50| fd|ed|bS|da|5e|15(46 (57 |a7 |8d|9d |84

90(d8|ab|00|8c|bc|d3|0a|f7|e4 |58 |05 |b8|b3 |45 |06
dO|(2c|le|8f|ca|3f|0f|02|cl|af|bd|03]|01|13|8a]|6b
3a (91|11 |41 |4£|67|dc|ea |97 |f2|cEf|ce|f0|bd |e6 |73

o o N o N e W bR o

96 |ac |74 |22 |e7|ad | 35|85 |e2|f9 |37 |e8|1lc|75|df | 6e

left (high-order) nibble

47 [£f1(1la|(71(1d|29|c5 |89 |6£|b7 |62 |0e|aa|1l8 |be|lb
fc |56 |(3e(4b|c6|d2|(79|20|9%a|db|c0|fe|78|cd|5a|f4
1£|/dd | a8|33|88|07|c7|31|bl|12|10|59|27|80|ec|5f
60|51 |7f(a9 (19 |b5|4a|0d|(2d|e5|7a|9£|93 |c9|9c|ef
a0 |e0|3b|(4d|ae|2a|f5|b0|c8|eb|bb|3c |83 53|99 (61

17| 2b |04 |7e|ba |77 |d6|26|el|69|14 |63 (55|21 |0c|7d [KPS Flg 3_27]
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right {low-order) nibble

[
g 1 2 3 4 5 ] LR, | § a b e 4 = £
00|02 |04 |06 |0E[0a|oe[oe]20 12|14 15]1: 1a[1le| e
oolorloz|oa|oa|es|oe|ov|oe|os|0a|Cbloc|od|te|BE

oolor|oz]loz|oalos|oe|o7|ce |09 0a|0b|oc|0d| 0n|BE
oo foalo6|os|ocfof|oalof]ie|ib|le|2d]14 |27} 22 )31
aofai (242628 |2alicf2e |30 (22 |34 |36 ]38 |24l e
tola1faz|afaslas|2sfa7 |28 |25 |ia|ib]|1c|2d] ln |12
o112z |13 |2a {28 |26 {27 |28 (15| 2a|1b|lc|id]le | 1L
golaxfae|as|3c |22 (3a)20(20 20|20 ad| 34127123133

40 |42 |44 |46 |48 [da[dc|de S0 |52 |54 |56 |58 ] 2a | 5e | Se
n u OC e S are use a a0 |zilaz|23 |24 |as 26|27 (28|28 |2a|2b|2e|2d]|2a| 2L
20 a2 fzz|2a|aa|as|ae]|av |20 |9 |2a|7b|2c|2d|3e |28

60|63 |65 |es|sc|seloal6a ({70l Th|Te | T4 T4 7772171

¥

G0 |62 |64 |66 |68 | 6a|dc |6n |70 |72 | T4 76|78 |Ta|Te| Te

-
- e Er e R e B e E B R B B B B R
an In eX O re rleve o fa1 2333|3028 |36 |37 38|28 | 3a|3b |32 | 3d] 30 32
wo |53 |se|sslse]se|salss|ae]an]selaalaa]arfaz|a

Bo |82 |64 |66 [ |Ba|[Bc|Be |50 |53 |54 |26 | 98 | 5a | 52 | Se
40 |41 |4z |43 |aa |4s |46 |47 (40 |45 ] da|db|dc |4d] e | 4L

a0 |41 |4z |43 |4a|as |45 |47 (48 |45 | da|4b|dc | 4d) 4o | 4L
CO UIlln rOIll e ta e oo |e3 |ct ez |eo|ctlcalcs a8 ldn]|de]da]as | asiar
a0 |az |ad |[ab |af[ne|ac|ae b0 b3 |4 |bé|bA [ba | be | be
so (51|82 |sy|5e |59 )56 |87 |58 )50 |5 |5 5c|5d] 5e |5
spfsylsa|safue 5556 |57 58|59 |5a|5h|5c|5d]| e |5
eoleales|enfec || fa|f5 o8 labloa|ed|ed |a7 |ed]|el
cOlca |24 [c6|ce|oa|ce|ca|d0 [d2 |84 |d6 |46 |da|dc |de
golsy |6z |calea|es |66 |67 |58 |65 |Ea|fb| 6o |6d] e | EE
golg1 |6z |ealea|an|ae|67 |68 |62 ca|db|6e|6d| ée ||
at |ad|aglas|ac|af|anlas b8 kb be |bhd|bd |7 | b2 |bL
20 w2 |ed | a6 |o8 |oa|ec|ee | 20| £2 ] €4 | £6 | £0 | £a | fc | fa
sol7r )23l Ta |7l e 77|78 |79 | 7a| TR | Ta|Td | Ta | TE
solTalr2l7alrelss |26 77|70 78| Ta|70| Ta|7d |70 | TE
9a|up |80 |6k |6afBed |84 (87|82 |81
wlisl1e|idfiafaifa7fisfob|oa|OE|jod |03 |01 |07 |05
go sy |ez|ealeé|es|os a7 |ee |69 |Ba)ib|fe|Bd | fa Bl
go &1 |82 |83 |es|esas| a7 |88 |85 | Ba)8b |8 | 6d]| Bo| 8L
shisf [sdlvmlis7|9afor|a]83 |60 B |06 |AEfB=]BT | On
I35 [3f|3d|33 |32 27|38 |2b|2® |20 |2 23|21 |27 | 3%
" so(s1|salen|sa|os|oé |57 |90]| 99| %a|5h| 5| 5d|de | BE
oo |sy|s2lsa|oa|s5)| 56|57 |9n| 99| 5a|9h | 5c|5d] b | B
ab |ag|ad|asla7|adlal|ad (b3 |bo|bS|BE DY |bhe |bS|ba
Sk (55 |52 8d |83 |50 |57 (55 [4b |48 | 45 | 4d | 43 | 41 47 | 45
at nlla2 a3 |as|as|né|a7|a|ad|an|ab|ac|ad)|an|af
ablal|az|ad|ad|as5|as|a7|ad|ad|aa|ab|ac|ad|an | af
e |ealee ey | 2a |22 |£2 |0) |nd (a5 |eé|ef |ec]|ed|an
TEl78 |TE|TA|Ta|TL[ 77|75 [éb| e | aE] 6a |63 €1 | &7 | &5
balbl ez b3 |bd b5 |bs b7 b8 |b% |ba|bh|be|bd|be | bE
ba bl |e2 |e3 |bd |65 |bé | b7 (b8 | b8 |ba |bb [ be | bd | be | BE
chlegledlenlet et ler|et|da|do|ds |d6 |&f lde |d% jda
b |65 |9t | od |53 (51|57 |95 |8b| 69 | 8¢ |8d | BY | BL | 87 | BS
eo et |ca|ed|et|es|cE|c?|ch|ed|calch|oz|ed|cn|cE
ed|er|cz]|ct|ct|es |6 |c?|ch|ch |ca|ch|oco|od]|cn|aE
s lsalsd|se|s7sa 51|82 j40 )40 (45 |46 |40 |do) 48 | 4a
bBh (b9 [bE[kd D3 b1 | b7 [0S jab | ad | af | ad | ad al |a? [ a5
dojay|da]da|ad |45 |de |47 |48 |49 [ da | adb | dc dd | da | 4
a0 (a1 |43 |43 | a4 |45 | ¢6 | 4T | dB | 49 | da | db | do | dd | de | dE
sblés|caleal ey | 6a o2 |62 |73 | 70|75 |TE|TE|Tc |0 |Ta
db |d9 [de [S8d [d3 |dL [d7 |d5 |cb | c% (of | ad | 23 2l o7 | oS
ot el ez | a3 |od | a5 | a6 a7 |2 | a9 | ea |ah | ec|ad)es ) et
ad |el|e2led|ed|es|as|e?|ee|ad|on|ob|ec|ad]|an|at
- ab|3s|3alaela7|aélnalaz )23 ]3035 | 2638 |3 |39]2a
K e £5 [ £ £a | €3 | EL|£7 | £5| b |5 |of |ud| a3 el |7 |es
Ig - £ eoley|ea ey | eq | g5 | ge | £7 | €8 |29 | fa| fh| £c| £d ) In £
g0 | g1 | £ | £ | £4 | £S5 | EE | £ | £B | £D tllth fo |td| te | ££

Ob |08 | 04| 0a 0T |04 ]402 DI‘

left {high-order) nibble
H
5
-4

13]10f35]16 |1f]|1c|l®|ln
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MixColumn (Cont)

2 Retrieved column is rotated vertically so that its top
octet Is in the same row as the input octet

2 Four rotated columns are xor'ed

L
2b ¥ 56 —FG‘—:) 42
d4 v b3 & 2b > P > 4c¢
de — a7 —@—aal—a@— 9 L@—r b4
ad [ 1 —P— de —P— 4 —@—{7d I
lookups ad ® de & 67
ad £ 79
ec

[KPS Fig 3-25]
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AES Decryption

2 Inverse MixColumn
a Inverse S-Box
a Inverse Xor = Xor

Washington University in St. Louis CSE571S ©2007 Raj Jain
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AES Key Expansion

2 Column O of the ith set is obtained by rotating the last column
of (i-1)th set upward by one cell, applying the S-Box to each
octet, then Xor'ing a constant based on I into octet 0, and
Xoring it with 0th column of (i-1)th set.

a Column j of the ith set is obtained by Xor'ing (jJ-1)th column
with jth column of (i-1)th set

Set -1 . :_*@rﬂ
1) B
= ]

||

J

[ 1T 11

||J|

1
S

Set | H_@}

Washington University in St. Louis

[KPS Fig 3-30]
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AES Key Expansion (Cont)

a If N, > 6, then Column 4 is generated by applying S-

L

box to each octet of the column

|

ReVas

|

LS b B

0O Constants: [KPS Fig 3-31]

{ = ] thru 10: 1

i =11 thru 20: 6c

[ = 2] thru 30: 97

Washington University in St. Louis

2 4 8 10
d8 ab 44 9a

35 6a d4 b3

CSE571S

O -

e

[KPS Fig 3-32]

20 40 80 1b 38
2f 5e bc 63 c6

7d fa ef <5 (91)
©2007 Raj Jain
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Rounds

2 1. Each octet of the state has S-box applied to it
2 2. Rotation:

> Row 1 Is rotated left 1 column
> Row 2 is rotated left 2+ | N,/8. columns

> Row 3 is rotated left 3: LN,/7] columns
In AES-128, N,=4 = i row is rotated i columns

2 3. Each column of state has MixColumn applied to it.
a Round N, omits this operation.

Washington University in St. Louis CSES571S ©2007 Raj Jain
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Ron's Cipher 4 (RC4)

2 Stream Cipher

> A pseudo-random stream is generated using a given

key and xor'ed with the input
0 Pseudo-random stream is called One-Time pad
0 Key can be 1 to 256 octet
2 See the C code in the book.

Washington University in St. Louis CSE571S
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Summary

AR
Block ciphers divide the input in fixed size blocks
pefore encryption.
DES uses rotation, substitution, and mangler
DES uses 56-bit keys => No longer secure.
IDEA is international but protected by patent.
AES allows 128-bit, 192-bit, 256-bit keys.
RC4 is a stream cipher.

Washington University in St. Louis CSES571S ©2007 Raj Jain
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Homework 5

0 Read chapter 3 of the textbook.
a Submit answer to Exercise 3.5 on page 92

0 Exercise 3.5: Suppose the DES mangler function mapped every
32-bit value to zero, regardless of the value of its input. What
function would DES compute?

a Hint:
»> 1. What is the net result of each round?
» 2. What Is the net result of 16 rounds?

» 3. DES = Initial Permutation+16 rounds+Swap halves+Final
Permutation

> 4. Determine the bit positions 1..64 based after the above 4
operations.
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