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Abstract

Internet users use different login passwords to prevent against the vulnerability of having one password for all existing accounts. Managing multiple
passwords is often troublesome and even insecure for users who do not handle their passwords well. E-ZeePass is a web based username and password hash
service. It facilitates users by requiring them to remember a single master password, which generates different secure passwords for different login accounts
by secure hashing algorithms. Passwords generated for different web addresses will be unique, while the ones generated within same domain will be
identical for each login site. The goal of this project isto provide a convenient password management system for users even when they are communicating
across public networks. Users can be assured of the security of our website by the Secure Sockets Layer (SSL) cryptographic protocol.

Keywords
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Description

A web based password management system facilitating users by requiring them to remember a single master password, which generates different secure
passwords for different login accounts by secure hashing algorithms.
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1 Introduction

Internet users often have different login passwords to prevent against the vulnerability of having one password for all existing accounts. Thisis
recommended because when a user's password from a less secured site is compromised, other accountswill be in danger of being compromised as well if all
the login passwords are the same. However, writing down your passwords (let alone different usernames) or encrypting them in some "secure” filesis not
very secure, and people try to recite the passwords in their minds and forget about them later. Some open new accounts every time they revisit the site thus
wasting resources. Putting afile of passwordsin a computer is also inconvenient when you are using public computers away from your own machine. Asa
solution, we provide you with E-ZeePass, a web based username and password hash. A user only needs to remember one single password, and paste the
address of the login page to our program. We provide a hashed password from the two inputs, and the hashed value is different every time with different
login addresses. Passwords generated for the same domain will be identical for each login site. In addition, users have the capability to choose the length of
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the passwords they desire. The goal of this project isto provide a convenient password management system for users even when they are using public
computers.

) E-7eePass - Mozilla Firefox

Fle Edit View Hitory Bookmarks Tools Help
@ - C' (n Ii_|:]‘hﬁp:f;"cadlrancHan.br\ni&ster.ne_f{'Defaullt.aspx

& Engadget & | Hack a Day

Step 1: GM ” Welcome to Gmail

boogle

Web Address: |mawl.goog\e com ‘

A Google approach to email.

Gmail is a new kind of webmail, built on the idea that email can be more intuitive, efficient, and

Password: | ‘ useful. And maybe even fun After all, Gmail has- Signin to Gmail with your
Google Account
Step 2: Less spam L
Keep unwanted messages out of your inbasx with Google’s innovative Usemame: | |
technalogy. ’—
Choose the length of hashed password, and click e Password:| :
‘Hashnow': |3 v Mobile access [] Remember me on this
: Read Gmail on your mabile phone by pointing your phone’s web browser to computer.
http://gmail.com/app. Leam more
" Sign in
() Hash Function] ) Hash Function2
I Lots of space
Over 2757 272164 megabytes (and counting] of free storage so you'll never need Lcannot access my account

Hashed Username: ‘EkDchFb | to delete another message.

Hashed Password: %aSHMkKIt | Latest News from the Gmail Blog £l New to Gmail? It's free and easy.

Create an account »

Step 3:
About Gmail  Mew features!

Copy your password and,

Go To Website! 2009 Gangle - Gmail for Organizations - Gmail Blog - Terms - Help

Done

Figure 1 Logging in user account using E-ZeePass

1.1 Theory

The main propellant of our project is the secure hash algorithms that are used to generate our hashed passwords and user names. We have implemented 7
hash algorithms, including 2 which are our own, and 5 which are modified from industry standards: Message-Digest algorithm 5 (MD5), Secure Hash
Algorithm (SHA-1, SHA-256, SHA-384, SHA-512). In this class project, we have decided to use four of these algorithms, two for both the hashed
passwords and hashed usernames. They are MD5, SHA-1, SHA-384 and SHA-512. The four chosen algorithms are all industry standards, so users can rest
assured the provided hashed outputs are safe and non-reversible.

There are two inputs to each hash algorithm: the desired login address and the master password. We concatenate these two inputs, which gets fed into the
chosen algorithm. The output is a non-reversible hashed value. From this value, we extract the output hash for the user according to their desired length of
password characters. As we mentioned above, the user can choose their desired hash algorithm, and the hashed password will be available to the user with
an extra option of a hashed user name.
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Input 1: Input 2:
Web Address Master Password
Secure Hash
Algorithm

¥

Hashed Password

Haszhed User Name

Figure 2 Flow diagram of hashed password generation

In addition, for the user's convenience, we have a function which lets a user navigate to his desired login website within our iframe. Thisis made possible
because the domain name of the web addressinput is recorded while the user enters his desired login address.

1.2 Hash Algorithms

A hash algorithm is a function that takes inputs and converts them into a fix sized bit string, which is called the cryptographic hash value or message digest.
There are several properties of hash algorithms which make it ideal to use with our service [Kaufmann02]:

1) It is easy to compute the hash value from any given inputs.

2) It isaone-way function which is not practical to figure out what input corresponds to a given output.
3) It iscomputationally infeasible to find a message that has a given pre-specified message digest.

4) It is computationally infeasible to find two messages that have the same message digest.

The four hash algorithms chosen for implementation in our website are all industry standards, and are cryptographically secure. In addition, through the use
of hash algorithms, the output hash passwords generated are random enough for security concerns.

1.3 Project Features

The project will be implemented using Microsoft Active Server Pages .NET (ASP.NET) technology with the Visual Basic .NET (VB.NET) language.
Basic Functionalities

- User remembers one master password for logging into different websites using different hashed passwords.

- The per-website password is the output of a secure hash algorithm, using the master password and the web address as inputs.
- Passwords generated for the same domain will be identical for each login site.

- Portability: web based service allows users to access our service on-the-go.

- Variable password length.

- Security: Hashed passwords are randomly generated to provide maximum security.

- Extra option of giving user a 2nd hash value as the username.

- Convenience: User can navigate to their login accounts using our iframe design and copy & paste their password easily.

- Protection against keylogger: users are not required to type in password by hand.

Advanced functionalities

- Compatibility with mobile phone/device.

- L ogging on to websites automatically.

- Security and data integrity provided by implementing SSL certificates.

These advanced features are not part of the class project due to money/time constraints, but will be featured in the commercial version.

1.4 Passwor d Concepts
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Over time, passwords may be compromised in many ways. E-ZeePass recommends users to change their master password regularly, at most every 90 days.
For the same reasons, users should not reuse old passwords, as they may already have been compromised. We recommend usersto use at least two different
passwords when using this service, for different level of security importance of their login accounts.

When a user changes his master password, all the per-website passwords will be updated to new ones, since the master password is one of the inputs of the
hash algorithms. Thisis one of the conveniences of using our password management system.

2 Project Organization

Our group consists of two members: Cadrian Chan and Liwen Zhang. Our plan was to implement our project according to the following model and
techniques:

2.1 Softwar e Process M odel

We have implemented our design according to a sequential development process, which consists of the following milestones:
1) Requirement Specification

- The environment and required software were identified.

2) Design

- The design of our web application, architecture, algorithms and web site were chosen.

3) Implementation

- Our code was written in the ASP.NET environment using the Visual Basic language.

4)  Integration

- Code and design from the two members was integrated. Documents were tracked using a simple wiki.

5)  Testing and debugging

- Extensive testing was done inside the .NET framework, using the built in server from Visual Sudio 2005. Additional testing was done using different
browsers and Operating Systems.

6) Deployment
- The code was migrated to afree ASP.NET hosting service for further testing.
7) Maintenance

- Feedback was gathered from professor, TA, classmates and friends. Updates were done according the opinions gathered.

2.2 Environment and Tools

The following environment and tools were used during the implementation of our project:
Microsoft Visual Studio 2005:

- Microsoft Visual Sudio 2005 Professional Edition isa complete environment for individual developers building Microsoft Windows, Web, or mobile
solutions.

- Usersare able to easily create and deploy client applications. Automatically publish and maintain applications and their dependencies with integrated
ClickOnce support [Microsoft09].

Microsoft .NET Framework Version 2.0.50727

- The Microsoft .NET Framework is a software framework available with several Microsoft Windows operating systems. It includes a large library of coded
solutions to prevent common programming problems and a virtual machine that manages the execution of programs written specifically for the framework.
The .NET Framework is a key Microsoft offering and is intended to be used by most new applications created for the Windows platform [Wikipedia09].

ASP.NET
- We used ASP.NET as a web application framework to assist usin building the web application, web form and services.
Visual Basic

- Visual Basic is an active scripting language which is designed to provide functionalities for easy web form and application design. Our internal hash
algorithms are designed in Visual Basic, including the two hash algorithms designed by our own members.
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Dreamweaver

- Dreamweaver was used to design the appearance of our main webpage, including the designing of our logo.

3 Project Management Plan

Here is the breakdown of our workflow for the project:

3.1 Tasks

- Decide what kind of programming language and integrated development environment (IDE) to use for the project. Architecture of the web application
(database VS stateless).

- Select hash functions (our own design VSindustrial standards). Studies on the properties of different hash algorithms and their security.
- Write program using ASP.NET in Visual Studio 2005. Develop a prototype for our web application with basic functionalities.

- Integrate separately developed code by our members. Graphical user interface (GUI) for usersto enter their inputs added to website.

- Test and debug all functionalities and combinations of the application.

- Deploy our code from .NET framework to actual website.

- Gather ideas from professor and friends who tried using the actual website.

- Update application according to user opinions.

- Release of final version.

3.2 Milestone

Table 1 Milestone

Milestone Status
Brainstorming Completed
Building prototype Completed

Integration & GUI for users |Completed

Beta version in Visual
Sudio with built-in server | Completed
through .NET framework

Deployment to actual

website Completed

User review, update and

release of final version Completed

3.3 Resour ces needed for development

Softwar e resour ces:
Microsoft Visual Studio 2005
.NET framework 2.0
Dreamweaver

Windows 98 or newer OS

Browser that supports asp service
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Har dwar e resour ces:
Pentium 111 or newer CPU
512MB RAM or above

1GB hard disk space

3.4 User's concer ns and solutions

The following concerns are gotten from surveying users and peer reviews from class:
Q: What if an attacker triesto intercept your packet while the server sends you the hashed password?

Ans: This project is a solution for password management, rather than solving the problem of establishing a secure connection. We can solve this problem by
adding a SS_/Transport Layer Security (TLS) certificate on our web site if we are going to commercialize our project (since adding the certificate requires
payment for the service). We can also improve the security by using browser side scripting like JavaScript. If the user'sinternet connection isinsecure, his
password might be intercepted during the login anyway. (Although websites such as Bank of America has SSL certificate, majority of other websiteslike
Hotmail and Facebook etc do not).

Q: Isyour service going to record my entered master password/domain info (and use or sell it later)?

Ans: Our service does not log user data of any kind, and this can be verified from the source code that we have uploaded with this document. We agree
there is a need to address this issue on our website and convince users on our policy if we want to make it a popular service.

Q: Some login sites require special character mixes?

Ans: Currently we let the users choose the length of their hashed passwords, and options for special character requirements will be a future improvement.
On the side note, special characters generated by our hash algorithms, Eg. ~! @#$%"& * etc. are accepted by most common email accounts like Gmail and
Y ahoo! Mail, and generating "regular" password characters will be added as an extra option.

3.5Timeline
Table 2 Timeline

Milestone Deadline Status
Project outline and
evaluation 3/2 Completed
Prototype 3/15 Completed
Integration and
GUI 3/20 Completed
Betaversionin
Visual Sudio with
built-in server 3/25 Completed
through .NET
framework
Deployment to
actual website 3/27 Completed
User review,
update and Finalize |4/4 Completed
code

4 User Manual

The user manual walks a user through all the necessary steps, procedures and requirements for using the E-ZeePass service.

4.1 User Requirements

ASP compatible browsers, such as Internet Explorer, Firefox, Chrome.
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E-ZeePassis a web-based application. The required software and hardware specifications are minimal.

4.2 Procedures

Step 1)

a) Go to the E-ZeePass website from your favourite browser.

b) Enter the web address of your login account. It will be automatically converted to its domain name.

) E-ZeePass - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools  Help

i_El Most: Visited ’ Getting Started (5| Latest Headlines [V] Gmail - Inbox {71) - ca...

Step 1:

Web Address: |www.faceb00k.cu | |

MANUAL

Password: | |

Step 2:

Choose the length of hashed password, and click

Hashnow' |Length v
& Hash Function]l O Hash Function2

Hashed Usernarne: | ‘

Hashed Password: ‘ |

Step 3:

Copy your password and,

Go To Website!

THEORY

E-ZeePass

FEATURES

CONTACT

Figure 3 Entering web address

¢) The following example shows the address www.facebook.com is converted to facebook.com

d) Create and enter your master password. This is the single password you need to remember from now on.
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) E-ZeePass - Mozilla Firefox

Fle Edt Wew History EBookmarks Tools  Help

@ i e .&@ (ot I: |j |http:,i,l’cadrianchan‘brinkster‘net,l’DefauIt.aspx

@ Most Yisited ’ Getting Started |5 | Latest Headines [+ Gmail - Inbox (71) - ca...

E-ZeePass

FEATURES
E Z
|
CONTACT

Figure 4 Entering password

Step 1:
Web Address |fa:ebuok com ‘
MANUAL
Password: |"""“ ‘
Step 2:
Choose the length of hashed password, and click
Hashnew" | Length v
& Hash Functionl O Hash Function?
Hashed Username: ‘ |
Hashed Password: | |
Step 3:
Copy your password and,
Go To Website!
THEORY
Step 2)

a) Variable password length: Use the dropdown list to choose the desired length of your hashed password, such as"10" in the following example.

b) Select your hash function - "Hash Function 1" uses MD5 and "Hash Function 2" uses SHA-512. The actual algorithm is not displayed for security

reasons.

¢) Click the "Hash now" button, and the hashed username and password will be generated as shown:
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) E-ZeePass - Mozilla Firefox

Fle Edit Wiew History Bookmarks  Tools  Help

é i c A o |: |j !http:,l’,l’cadr\anchan.brinkster.netJ‘DefauIt‘aspx

rﬁj IMost Yisited . Getting Started |5 | Latest Headines [] Gmail - Inbox (71) - ca..

Step 1:

Web Address: |faceb00k cam |

MANUAL

Password: | |

Step 2:

Choose the length of hashed password, and chek

Hash now", 10 v
(®Hash Function]  © Hash Function2

Hashed Usernarne: ‘E!ZZbeAspP |

Hashed Password: |4ESBVEE|J? ‘

Step 3:

Copy your password and,

Go To Website!

THEORY

E-ZeePass

Figur e 5 Generating hashed password and username

Step 3)

a) Click on "Go to Website!" to navigate to your desired login page using the frame on the right hand side.

b) Copy and paste your password into the corresponding field of the login site:
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) [-Zaafuss - Mozilla Firadoo:

Ble [l Yow Hgny [feomuls Tk ek
ﬁ = c i L L kg mdriarn s, beindater, rost oed il g

W Mot vsted I cattng Started o Labest Hesdines V] mad - Inbian (71 - ¢

facebook
Web Addrear: fecebook.com
Fasgword Facebook helps you connect and share with Sign Up
Sy the people in your life. It's free and anyone can join
Pl Mame:
Chpose the length of kashed paseword, and chek x a i
Huhpsw' (10 & 1l & e ] oy
- i K a — (e —
& Hath Funchen]  C'Hash Fanction® PrE— .I 1l ._._. - Dt | Sedere v

Bellxlmy | Monkh: 3 | [one a2 || Year
Hashed Temnams | &dyb TAspF B ] 4 1 Py s Foteial 15 Srn-ssls el

. 5 o 7
Hushed Pisswond  [TES0VEELY Foerrate o page for a relehety, hamd or bosiness, ©

Brep 3t

Copy sour password and,

Go To Website!

Figure 6 Navigating to login page

That isall thereisto using E-ZeePasdl It is meant to be a quick and easy way for usersto manage their passwords. User can navigate their login account
within the iframe, or in a new tab/window if they prefer.

5 Summary and Future Il mprovements

In this section we will talk about the summary of our findings and achievements, and also our future work planned to improve our service based on user
opinions.

5.1 Summary

Infosecurity professionals continually fight against evolving threats, but one problem that just won't go away isthe vulnerabilities that arise through using
passwords for authentication. In this project, we hope to provide a smple and elegant password management system for the public. There is similar software
out there in the market, but they seem to lack portability when the user is away from his own machine. Our main objective isto provide mobile usersa
quick and reliable web based solution on-the-go when they are on a public network.

5.2 Future I mprovements

The following advanced features are not part of the class project due to money/time constraints, but will be featured in the commercial version:

- Compatibility with mobile phone/device will be implemented, eg. Some mobile phone browsers do not support the copy and paste function.
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- SS9 certificates will be added to our website to provide security and data integrity when we publish the website in public, since this feature requires
payment for the service, and our own domain name.

- Optionsfor special password character requirements.

- Automatic login of websites.

5.3 Related Products

As mentioned above, there is similar software in the market related to password management, with some of the popular ones being RoboForm
[RoboForm09] and KeePass [KeePass09]. E-ZeePass is different from these productsin that it provides a portable and simple to use solution which can be
accessed everywhere through internet. The use of cryptographic hash algorithmsis another major difference between E-Ze?Pass and the above products.
The current password management programs in the market generally use cryptographic algorithms for encrypting stored passwords, and generate
randomized passwords for users. E-ZeePass make use of hash algorithms to achieve both of these features.

Aswe are not as established as the above products, the biggest obstacle we face are gaining trust from the users and assuring them their password
information is not being logged. We plan to include this paper, related documents and source code in the E-ZeePass website to convince users regarding this
issue.
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Acronyms

ASP Active Server Pages

GUI  Graphical User Interface

IDE Integrated Development Environment

MD5 Message-Digest algorithm 5

SHA Secure Hash Algorithm

SSL Secure Sockets Layer

TLS Transport Layer Security

VB Visua Basic

XML Extensible Markup Language

XSLT Extensible Stylesheet Language Transformation
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