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Abstract— Key predistribution is a popular technique for key other stationary sensor nodes on the ground and guide the
distribution in sensor networks. The schemes available in current truck to the exact location of the fire. Several other mijitar
literature using this approach are for nodes with no or limited applications can be thought of where these mobile nodesl coul

mobility. In this paper we present two key predistribution based b ful. Anoth ibl licati . iqati
scheme for heterogeneous networks i.e. networks which consistP?€ VEry Uselul. Another possibie application IS navigation

of nodes which are stationary as well as highly mobile. The Using these networks. We envisage many applications where
existing schemes make use of only one key pool to establish linkspeople could navigate through sensor networks using common
between the staionary and the mobile nodes. This restricts the omnipresent devices like cellular phones. For e.g. a maikstu
mobility of nodes to one specific network. If the same key pool ;i 5 yjiding on fire may use his cellular phone to interachwit
is used in multiple networks, the compromise of keys in one the stati tworks deploved in the buildi fi
network would lead to compromise of keys in all the networks. e stationary sensor networks deployed in the buildingrim fi
We present two different solutions to this problem. The first the best escape route. All these problems can be modelled as
approach uses a separate disjoint key pool to establish links mobile nodes interacting with stationary nodes in a sensor
between the stationary and mobile nodes of the network. In the network.
second approach we take a large key pool and segment it into  pany of these applications transmit critical data over the
smaller key pools. Each of these segments acts as the key pool . L.
for different stationary sensor networks. The mobile nodes get network which makes security important. The resour(_:e edal_rv
keys from the aggregate of all these Segments_ The aggregaté']ature Of these nodes and the fact that they communicate in th
key pool can have some segments which can be used for futurewireless medium makes data confidentiality and integrity-no
deployments. We compare the two schemes and analyze theirtrivial. Traditional schemes involving asymmetric key piyg-
performance. The_ schemes o_nly deal with secure key distribution raphy are not feasible because of their energy requirefi@nts
between the mobile and stationary nodes. It is assumed that the In such an environment, key distribution is one of the makt di
stationary nodes of the sensor networks are securely connedte 2 > g
ficult tasks because it has to be accomplished in an unsecured
|. INTRODUCTION environment. The limited power and computation power make
A Distributed Sensor Network (DSN) consists of a largechemes like Diffie-Hellman[6] and RSA[12] undesirable.
number of autonomous, self-organizing sensors with lichiteThese limitations make key predistribution a viable, pradt
battery power, computational power, communication ranged scalable alternative [4], [5], [7], [8], [9], [10], [14]t
and memory. These nodes communicate through the wirel@sglves loading of key information before their deployrhen
medium. Each node is equipped with integrated sensors, date main disadvantage of key predistribution is that when a
processing capabilities and short-range radio commuaitat node is physically captured all the keys present in that node
Sensor Networks can be used in a variety of applicatioase known to the adversary. This not only compromises the
like military sensing and tracking, environmental moriitgr  links established by the captured nodes but also compramise
patient monitoring and tracking, smart environments, §tisa links between uncompromised nodes.
Management etc. The sensor nodes are deployed in largdll existing schemes make use of the same key pool for
numbers in or close to the phenomenon [1]. These nodaationary and mobile nodes. Although this approach works
typically sense the physical environment and send relevdime when the mobile nodes are restricted to one network, they
data to a base station. In many applications like protectidail when the mobile nodes need to move through multiple
from forest fires, chemical attacks, military surveillanbeme networks a great geographical distances. The use of the same
automation [2], [11] etc the use of mobile sensor nodes key pool in all networks is not possible because the capture
fundamental. The nodes themselves may not move, but mafynodes in one scheme would compromise the secure links
be placed on the mobile objects which move in the networ&stablished in other networks. To address these problems we
For e.g. sensor nodes on a mobile tank of hazardous chemigalspose two schemes for secure key predistribution between
would communicate with other sensor nodes in case oftlee stationary nodes and the mobile nodes of the sensor
leak. To detect and extinguish forest fires, a sensor nodetworks. The first scheme uses a separate key pool for links
may be placed on a fire truck which would interact withbetween mobile and static nodes. From this key pool the



mobile and stationary nodes randomly selectkeys and n vertices with p being the probability of there being an
e(e << m) keys respectively. Having fewer keys in theedge between any two vertices of the graph. For monotone
stationary nodes ensures that the capture of a stationaly nproperties there exists a value pfsuch that the probability
compromises a small fraction of the mobile key pool. Thef the graph being connected moves from “non-existent” to
second scheme uses a large key pool which is segmented fiertainly true” [13]. When two neighboring nodes share a
smaller key pools. All the nodes of a particular stationargey, then they are able to establish a session key.Thistiseiur
network selectm keys randomly from one of the smallimproved by Chan et al. [5] by increasing the number of keys
segments whereas the mobile nodes selectodes from the to be shared between nodesgt(y > 1).
entire key pool. It is ensured that the probability that a leob  The most important information that can benefit key pre-
node would have some keys from each of the segments is higtstribution is the knowledge of nodes that are likely to be
We analyze the performance, merits and demerits of batkighbors after deployment. No such information is assumed
these schemes and compare their performace through matheghe above schemes. The scheme presented by Du et al.[7]
matical analysis and simulations. Both schemes assumeeseaises this knowledge to improve security and connectivity. |
well connected stationary networks. To minimize overhedblese schemes the probability of two nodes sharing a key is
and increase security our scheme does not attempt to conriated on the probability of the nodes being neighbors. Nodes
the mobile node with all the stationary nodes. Our schente different parts of the network have different keys which
instead allows the mobile node to communicate with some(nogkes them unsuitable for networks with mobile nodes. These
all)stationary nodes from all points in a network. This ischemes make use of deployment knowledge to offer better
ensured by the unequal sharing of keys between the molskcurity and connectivity.
and stationary nodes. We want the mobile nodes to have the ability to operate in
Our schemes are designed to minimize the compromiserofiltiple sensor networks each of which would have keys from
secure links mobile and stationary nodes by the capturetbf ba separate key pool. This would make the existing schemes
stationary and mobile nodes. The capture of a mobile nodesffective because the mobile nodes would be able to operat
in the scheme that uses a separate mobile key pool woirdonly a small portion of the network. Schemes that assume
compromise a larger portion of the key pool than the captfire @deployment knowledge face the same problem and hence can
a stationary node because the mobile nodes have a more keytsbe used with mobile nodes. We address this problem by
from the mobile key pool. In the segmented key pool baseding a different key pool for connecting mobile nodes ttista
scheme, the compromise of a mobile node would compromisedes and also by using disjoint segments of a large key pool
a small portion of the keys from each segment of the kegr static nodes and the whole key pool for the mobile nodes.
pool. Therefore, the total number of keys compromised whé&ur schemes achieves this with very little memory overhead
a mobile node is captured is lesser than the separate mobitethe static nodes of the network.
key pool based scheme. The stationary nodes are deployed
in hostile inaccessible regions whereas the mobile nodes ar
typically deployed of objects of importance. Based on thées w Mobile nodes operate in multiple networks of stationary
believe that the capture of mobile nodes is much harder thaodes. When a mobile node moves into a particular network of
the capture of a stationary node. Also the number of mobi#gationary nodes it interacts with them. This paper presevi
nodes is going to be considerably less than the station@ghemes which are able to establish secure links between the
nodes. mobile nodes and stationary nodes of a sensor network. Our
The remainder of this paper is organized as follows. Sectisnhemes ensures confidentiality and integrity of the messag
2 discusses some existing schemes in current literaturehwhiransmitted between the mobile and stationary nodes. Both
are relevant to our scheme. We then present the two scheriese schemes minimize the storage overhead on the stationa
in section 3. Section 4 has all the mathematical analysismpdes of the network. We also present a tradeoff between
simualations and comparison of the two schemes. Future waeecurity and connectivity for both our schemes. We now
and conclusion are provided in section 5. describe the two schemes in detail.

IIl. OUR SCHEMES

[1. PREVIOUSWORK DONE A. Separate Key pool based scheme

To the best of our knowledge this is the first attempt In this scheme we use a separate key pool to connect
at developing a key distribution scheme for mobile nodemobile nodes with the stationary nodes of the network. Each
with unrestricted mobility over multiple sensor networkéis mobile node randomly selects some keys from this key pool.
scheme assumes that the networks of stationary nodes Altestationary nodes also select some keys from this key
well connected using any of the existing schemes. We ngwol randomly before they are deployed. The number of keys
discuss some of the existing schemes that are relevant to fiteen the mobile key pool in each mobile node is far greater
our schemes. than the number of these keys in each stationary nodes. This

Eschenauer and Gligor proposed the random key predisttét only reduces the overhead on stationary nodes but also
bution scheme[8]. This is based on the interesting proggertireduces the number of keys compromised when stationary
observed in random graphs wheé(n,p) is a graph of nodes are captured. The advantage of this scheme is that



the communication between mobile and stationary nodessisssion key discovery and location key discovery. In Key
independent of the key distribution scheme used to secureledistribution we generate a large key pdaolif size |5].
connect the stationary network. We divide our scheme infithis pool is divided into segmentS;, Ss...S,, and one of
different stages which are key predistribution, key digrygv these segments is assigned to each sensor network. All of the
and location key establishment. We now present each of thesatic nodes of a networkrandomly selecin keys from the
stages briefly key pool S;. The mobile nodes on the other hand randomly

« Key predistribution: This stage is performed before theselectmn keys fromS. The session and location key discovery
nodes are deployed. A mobile key pa$lof size |S| is Stages are exactly same as in the case of Separate key pools.
generated along with the key identifiers. All mobile and On an average the fraction of keys in a mobile node from
stationary nodes are given ande (e << m) keys from @ particular segmens; is 1/n. It is not mandatory that all
S respectively. n segments be in use. Some segments can be kept for future

« Session Key discovery: When a mobile node wants todeployments. This makes the segmented approach extremely
talk to the stationary nodes of the network, it broadcasii€xible. We compare the two schemes extensively in the next
the list of its key identifiers. The static nodes match thgection.
list of brpadcasted identifiers with their own i_dentifiers: IV. ANALYSIS AND SIMULATIONS
If a static node shares a key with the mobile node it ) . .
establishes a secure session key with the mobile node "€ Metrics for the analysis of this scheme are
The mobile nodes may establish more than one links (if « Security: It is the probability of a secure link between
possible) to increase redundancy and reliability. a mobile and stationary being compromised with the

« Location key establishment: Once a mobile node es- capture of a node.
tablishes a session key at a particular location, it cane Connectivity: It is the probability of a mobile node
store the key in its memory. Whenever the node visits establishing; secure links with the stationary nodes from
that particular location again, it could reuse the session @ny point in the network.
key. This would make session key discovery a one time* Overhead: It is the memory overhead on the stationary
overhead. This would make key Discovery for a location, —nodes to store the keys of the mobile key pool.

a one time.over_hea.d. If the ove_rhead of storing keys gt \athematical Analysis
all the locations is high, the mobile nodes could store the
session keys for only the frequently visited locations.

_ Having fe\_/ver keys in s';ationary no_des redu_ces the pr_oba otrics discussed above.
ity of a mobile node sharing a key with a particular statignar 1) Key Predistribution using separate key pool: In this

node. But, we assume that the density of the stationary no%%ﬁeme we have a separate mobile key pool from which the

in the deployment region is high. As a result the prObabiIitPﬁobile and stationary nodes randomly select keys. These key

that the mobile node would establish secure links with SOMEe used to establish secure links between the stationalsno

of its stationary neighbors is high. The mobile nodes caig

In this section we look at the performance of Key predis-
tribution using separate and segmented key pools using the

d the mobile nodes. Letbe the number of keys from the
ol S in each stationary node. We analyze the situation where
a mobile node needs to establiglsecure connections from a
B. Segmented Key pool based scheme point in the deployment region. L&t/ be a mobile node and

The idea behind this scheme is to give the mobile noded’z P€ the union of all the keys from the mobile key pool in

small number of keys from the key pools of all the stationarghe stationary nodes within the communication range\bf
networks with which the mobile nodes may interact. The®t Zm be the number of keys from the mobile key psbof

number of keys from each of the key pools may depend §h7_e|S| in M The probability of establishing secure links
the frequency with which the mobile node visits a particuldf@n be obtained by

network. The number of keys from the key pool of a stationary

network in a mobile node is much less than the number of ( S| ) ( S| —q > ( Kn+Ks—q )

communicate with all the stationary nodes of the networ
through these nodes.

nodes that are present in a stationary node. Like the previou, q Kn+Ks—q Ky —q
scheme we leverage on the fact that a mobile node has several < S| ) ( S| )

stationary nodes in its communication range at any poimdéns Kn |\ K

the network. Even though the probability of a mobile node Q)

sharing a key with a particular stationary node is small, theIn this equation we know the values 6fK,, andq. By
probability of sharing a common key atleast some nodes in ftging the value of P in the equation we can obtain the value
neighborhood is high. This allows the mobile nodes to interaof K. Key distribution in static nodes should be done so that
with the stationary nodes without any memory overhead on ttiee combination of all the static nodes in the neighborhood
static nodes. of a mobile node should have atledst keys. Each node of
Like the previous scheme using Separate key pools, thige stationary network has keys out of the key poob of
scheme also has three stages which are key predistributisize |S|. The probability of a particular key from the key pool



being in any node of the network . The probability of that stationary node belonging to a netwarkbtainsm keys from

key not being present in one node of the networlé]js— g) the segmerfi;. If a mobile node wants to establighsecure

The probability of that particular key being present in the links with the network from any point of deployment aig],

stationary nodes in the neighborhood of the mobile node ids the union of all the keys in the nodes in the neighborhood of
a mobile node. The probability of a mobile node withkeys

P=1-— (1 - e>m ) andn segments establishing secure links from a particular
1S location in the sensor network is
Therefore the total number of keys in theneighbors of a < |S;] ) ( 1Si| — q ) ( K,+2—¢q )
mobile nodekK,, are K+ - . K, —
p— q n 4 q ©6)

Ko=sfi-(1- )] ©) ("))

By fixing the value ofP in the above equation, we obtain the BY fixing the value of P.S;,¢;m andn in this equation

value of x. This gives us the minimum number of stationar);’/)ve can obtain the value ok,. Using the value ofK, and

nodes within the communication range of the mobile node f er\p_laci_nge with m in equatipn (3)we can _obtain the valuesof
it to establish a session key with probabilify. If R is the which is the number of stationary nodes in the neighborhdod o

communication range of the mobile and stationary nodes, e\ mobile node which would allow the mobile node to establish

the total area in their communication rangeri&? . For the ¢ secure links with Fhe statipnary nodes with a.probabiﬂ’ty.
mobile node to share keys it needse stationary nodes in its Using the value of: in equation (4) we can obtain the density

: : : : . f node deployment.
neighborhood. Based on this the required density of statjon 0 pioy
noo?esd is a y The capture of nodes reveals the keys present in those nodes

_ T 4) to the attackers. If the attacker capturgsnodes from the
mR? networks then the probability of a key being compromised is
The valued gives the minimum number of stationary nodes m \ ¢
per unit area which would allow the mobile node to have P=1- (1 - |S|> (1)
secure links from all points in the network with a probalilit !
P. An increase in the value ofi would improve connectivity
We now analyze the affect of node capture on the securliyit worsen security. This tradeoff can be seen in equatiéns (
of the scheme. Let static nodes be captured. The capture ¢nd (7). This is similar to the tradeoff seen between eqoatio
a static node compromiseskeys. The probability of a key (1) and (5).

being compromised by the capture of a static nod@sThe B. Smulations

probability of a key not beir.19 compromiged 63 - |‘§2 The In this section we analyze the performance of key predistri-
probability of a key not being compromised after the captugiion using separate and segmented key pools. Our siolati
of ¢ static nodes if(l - ﬁ) . Hence the probability of a key considers a square deployment area of 200xZ0®ith the

being compromised after the capturecohodes is communication range of each stationary and mobile node
e\ © being 26n. We assume all links to be symmetric meaning
P=1- <1 — |S|> (5) that if node A is within the communication range of node B

then node B is in the communication range of node A. The
Equation (3) shows that an increase in the value of capture of nodes by the adversary leads to the compromise
would increase the value df ;. Equations(1) and (5) show of keys. In key predistribution using separate key pools the
the tradeoff between security and connectivity. According size of the mobile key pool is assumed to be 10000. In the
equation(1) an increase inK; increases the probability of segmented key pool based scheme the size of each segment
a mobile node sharing keys with a stationary node in itsis taken as 10000 and the number of keys in the mobile and
neighborhood. On the other hand equat{6h shows that an stationary nodes is assumed to be the same. The number of
increase in the value of (x K) increases the probability of keys in each mobile node are assumed to be 100. For clear
a key being compromised incase of node capture. This givesderstanding, these simulations we assume that the number
us the tradeoff between security and connectivity. of mobile nodes is equal to the number of stationary nodes
2) Key Predistribution using segmented key pool: In this although we believe that the number of mobile nodes would
scheme we have a large key pool which is divided intee much lesser.
segments. Each of these segments is assigned to a sensbr fig.1 we show the relation between connectivity and the
network. All stationary nodes randomly select keys from orgensity of nodes. In this simulation we increase the number
of the segments whereas the mobile nodes select keys frormodes deployed and analyze the corresponding conrtgctivi
the union of all these individual segments. Each mobile nodtere connectivity is expressed as a fraction of links eithbt
randomly selectsn keys from a key pool. This key poolS to the total stationary nodes within the communication eang
is divided inton. mutually disjoint segments;, S5...S,,. Each of a mobile node. We calculate this value by placing the



mobile node in 100 different locations of the deployment Connectivity Vs Number of nodes
region. The increase in the number of nodes will increase e e ity rodes
the number of links formed because the mobile node can get O Segmented ey pool
connected to more nodes. But an increase in the number of

nodes also means that the number of stationary neighbors
to a mobile node increase. As a result the ratio of links 1000 2000 000
established to the total neighbors is almost constant with Number of nodes

the increase in stationary nodes. This figure also shows that _ N _

ke predistrbution using segmented key pools has the bR, L Reon betwees conpectiity and e densy lamciere he
connectivity. This is due to the fact that a stationary node

uses the same key pool to establish links with the mobile and

stationary nodes. number of sensor networks does not influence the number of

Through these simulations we want to present the tradeofksys compromised by the capture of each node.
between security, connectivity and overhead. We plot ggaph

for all possible pairs of these values. fig.2 shows the cdinec C. Comparison of the Schemes
ity with respect to the overhead. For this simulation theisgal In this section we analyze the relative strengths and weak-
of node capture was kept constant. The increase in overheadses of the key predistribution with separate key poals an
results in better connectivity. This is expected becausatgr key predistribution in segmented key pools.
the number of keys stored, greater is the probability of theIn key predistribution with separate key pools, the number
mobile node getting connected to the stationary nodes. Qafrkeys stored in the stationary nodes is much less than in
simulations show that the the increase in the overhead istabmobile nodes. The capture of stationary nodes leads to the
the same as the increase in the number of links establishedompromise of a very small portion of the network. This
In fig.3 the relation between secure links compromisestheme scales very well with the increase in sensor networks
and the nodes captured is shown. As the number of nodeése main disadvantage of this scheme is that the mobile
captured increases the attacker obtains more key infasmatkey pool must be known before the deployment of stationary
from the mobile pool and as a result more secure links amedes. The overhead of this scheme on the stationary nodes
compromised. In case of key predistribution using a segetenis due to the extra memory required to store the keys from
key pool, the number of links compromised due to nodfie mobile key pool. This overhead is not there in the scheme
compromise is very high because the same key pool is usesing segmented key pools. Moreover the connectivity effer
by the stationary nodes to connect with other stationary abgl using separate key pool for mobile nodes is less than that
mobile nodes. For schemes with high rates of node captuoéfered by the use of segmented key pools.
this scheme is would not be suitable. In the case of capturedn key predistribution with segmented key pools, a large
of mobile nodes, the segmented key pool scheme has kay pool is divided into disjoint segments and each of these
advantage because the number of keys from each segmergegiments is assigned to a sensor network. The stationaegnod
the key pool is small. randomly select keys from the key pool segment assigned to
In fig.4 we derive the relation between the increase their sensor network and the mobile nodes randomly select
overhead and links compromised. We can see that as kKeys from the whole key pool. This scheme allows the sta-
overhead increases the links compromised also increase. tlamary nodes to communicate with other stationary and taobi
increase in overhead means that the number of keys storedles using the same set of keys stored in their memory. As
in the nodes is increased. Although this results in bettarresult this scheme avoids the overhead of storing extra key
connectivity, the capture of one node would reveal a greatemlike the schemes using a separate key pool. This alsoemsur
portion of the key pool to the adversary. As a result the aaptiubetter connectivity between the stationary and mobile aode
of a node would compromise a lot more keys. We can see tfidte capture of a mobile node would compromise fewer keys
when the nodes captured is kept constant the number of lifdetween the mobile nodes and a particular stationary nktwor
compromised with the capture of each node increases with #hiso, unlike the previous schemes the keys compromised
overhead. by the capture of stationary nodes in one network can not
In key predistribution using segmented key pools, the mbe used to compromise the links of another network and
bile nodes must store keys from all the different segmentacase a network is extensively captured by the attacker, th
Each segment is assigned to a different sensor network. Msbile nodes can stop interacting with that network. The
the number of different sensor networks which need to ioteranain disadvantage of this scheme is that it is not scalable
with the mobile node increases, the number of keys from tifethe number of networks becomes high. Although the use
key pool of each segment goes down. This results in reducgidone key pool means better connectivity, the number of
connectivity between the mobile and stationary nodes of olieks compromised incase of node capture is also much higher
particular sensor network. This trend is shown in fig.5. Th&an the previous scheme. If the probability of the captdre o
number of segments does not affect the links compromised Iiee stationary nodes is higher the mobile nodes, the separat
cause only stationary nodes are vulnerable to node caphgre. key pool scheme may be used. Otherwise the segmented key
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pool based scheme may be used provided that the number[df Wenliang Du, Jing Deng, Yunghsiang S. Han, Shigang Cleerd
networks in which the mobile nodes need to operate is low. ~Pramod K. varshney. A key management scheme for wireless sensor
networks using deployment knowledgén Proceedings of the |IEEE
INFOCOM'’ 04, pages 586-597, March 7-11,2004.
V. CONCLUSION [8] Laurent Eschenauer and Virgil D. Gligor. A key-managensafieme for
Sensor networks with heterogeneous nodes have a wide distributed sensor networkan Proceedings of the 9th ACM conference

range of applications. These applications need to establis gg_cz%”;%“égs and communications security, pages 41-47, November

secure connectivity between the mobile and the stationafy] bonggang Liu and Peng Ning. Location-based pairwise éstablish-
nodes of the network. The mobile nodes may need unrestricted ments for static sensor network&CM workshop on Security in Ad Hoc
movement through different sensor networks. The existing,, 2nd Snsor Networks, 2003,

T g ; e T&] Donggang Liu, Peng Ning, and Rongfang Li. Establishpagrwise keys
key predistribution schemes restrict the mobility of thele® in distributed sensor network&0th ACM conference on Computers and
to only one network. In this paper we present two schemes] Eol&nm;m?atlw gecct_‘lrlty (CCs O?IS).Cpa'geS_ 5256%/,| (act%bedrégog-

. - - . .M. Petriu, N.D. Georganas, D.C. Petriu, D. Makrakis .£.Groza.
nam_ely'_ keY predl'stnbuuon using separate key pool and k Sensor based information appliancéEEE Instrumentation and Mea-
predistribution using segmented key pool. They allow the surement Magazine, 3(4):31-35, 2000.
mobile nodes to interact with the stationary nodes of diffier [12] (F;_- L. IRi_Vesh A Sha(Tin ;del-- M. Adleman. A method for 0?1?]'9
networks. In key predistribution with separate key pool, a 492 Zs'lg(g;’“luzrgffzr‘G prehatngd cryptosysterGsmmunications of the
separate key pool is used to connect the mobile nodes to {{® J. SpencerThe Srange Logic of Random Graphs ISBN: 3-540-41654-4.
stationary nodes. In key predistribution with segmenteg ke  Springer-Verlag, August 9,2001.

. . . P Sencun Zhu, Sanjeev Setia, and Sushil Jajodia. LedizidEft security
pOO|S, a Iarge key pOOl is divided into d|$]0|nt segments a mechanisms for large-scale distributed sensor network8th ACM

each of these segments is assigned to a different sensor net- conference on Computers and Communication Security (CCS 03), pages
work. We have performed extensive analysis and simulations 62-72, October 2003.
to validate these schemes and compare their performance.
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