
 

  
Abstract—Cellular networking standards organizations such 

as the 3rd Generation Partnership Project (3GPP) are currently 
developing System Architecture Evolution (SAE) as their core 
network architecture. SAE is all-IP based. However, IP-based 
networks face several known issues, such as mobility, multi-
homing, location privacy, path preference, etc. Mobile IP (MIP) 
and its variants, such as Mobile IPv6 (MIPv6), Hierarchical MIP, 
and Proxy MIP, have been developed primarily to alleviate the 
mobility problem. These variation and extensions, however, still 
do not provide many of the features required in Next Generation 
Wireless Networks (NGWN). The limitations are especially due 
to the overloading of IP addresses as both node identity and 
locator. In this paper, we propose an extension to MIPv6 called 
Virtual ID. This concept applies the ID/Locator split idea into a 
Mobile IPv6 environment. Virtual ID and its extensions provide 
many features that would be desired in the NGWN. Since our 
proposed scheme is based on the standard MIPv6 and Proxy 
MIPv6, the scheme is fully compatible with the legacy MIPv6. 
 

Index Terms—Mobile IP, Virtual Identity, Mobility, Multi-
Homing, User Location Privacy, NGWN, ID/Locator Split.  
 

I. INTRODUCTION 
ystem Architecture Evolution (SAE) is the core 
networking architecture being developed by the 3rd 

Generation Partnership Project (3GPP) [1] for the next 
generation of cellular wireless networks. SAE is all-IP based. 
In this paper, we discuss issues that the next generation 
wireless networks (NGWN) will face after SAE deployment. 
We call these post-SAE networks. These networks, which will 
result from converging wired and wireless networks, will 
include a variety of wireless technologies such as cellular 
networks (2G/3G/4G), wireless broadband networks (e.g., 
Mobile WiMAX and LTE), wireless sensor networks, and so 
on. The interoperability among traditional wired networks, 
such as Ethernet, and wireless technologies also needs to be 
maintained. The applications on these networks may include 
voice, video, TV broadcasting, online games, and data 
services with a guaranteed quality of service (QoS). 

With the emergence of billions of mobile users and wireless 
devices, scalability and deployability issues arise and will 
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need to be considered when designing the next generation 
networks. Compared to wired networks, the channel capacity 
in wireless networks is not constant over time and distance. In 
addition, mobile users may move from one location to another 
at a high speed. As a result, disruptions may occur more 
frequently. Therefore, mobility is clearly one of the key issues 
in the NGWN. 

With the advance of networking technologies, multiple 
networking interfaces with different combination of wired and 
wireless technologies are becoming common. So the issue of 
multi-homing, especially device and user multi-homing, will 
play an important role in backup, load balancing, sharing, and 
traffic engineering in future networks. The networks are 
becoming more user-centric, that is, they will allow users to 
make their own decisions. Network service providers may 
only provide suggestions with inherent security. For example, 
with multiple networking interfaces in a single mobile device, 
the mobile users may choose their preferred paths for each 
task, probably based on the price paid and on the quality of the 
service offered by various service providers. The users may be 
required to pay air-time charges, similar to a traditional 
cellular phone system. In addition, users may want to keep 
their location information private from their correspondent 
users. This is the so-called user location privacy issue. Finally, 
the security of data is always of concern to users. 

The issues we have described above: mobility, multi-
homing, scalability, security, deployability, and user location 
privacy, are key required for the design of next generation 
networks. Since future networks are expected to be all-IP 
based, the question is how to make them support these 
features. 

There have been many attempts to resolve some of these 
key issues, especially in traditional all-IP based wired-
networks [2, 3, 4]. However, no clear consensus has been 
reached. The problem is more serious within the mobile 
wireless environment. In the current Internet, the main hurdle 
in resolving the mobility and multi-homing issues is the 
overloading of IP addresses as both identity and location [2, 
3]. The techniques to resolve these problems are based on 
redirection and indirection techniques [2, 3]. The main 
differences among these techniques are their varying focuses 
on the different protocol layers, on the introduction of new 
naming spaces, on the required changes of a protocol stack, 
and on the ways to separate a host’s identity from its locator. 
We will briefly discuss the detailed concepts. Mobile IP [5 to 
9] is another well known approach primarily designed to 
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resolve the mobility issue. However, Mobile IP and its 
extensions fail to fully support important other features for 
NGWN.  

In this paper, our focus is on a network layer approach to 
mobility. A key advantage of this approach is that the 
network-layer based solutions require no change in the higher 
layers of the protocol stack, and so the solutions work for all 
applications. We apply the ID/locator split idea explicitly into 
the Mobile IP, especially for a mobile wireless environment. 
We introduce Virtual ID as a node identity for the mobile user. 
This add-on feature makes Mobile IPv6 to fully support 
mobility, multi-homing, and user location privacy. This 
concept and its extensions are built on the standard Mobile 
IPv6 and Proxy MIPv6. Note that several other proposals 
focus on scalability (e.g., the use of DNS and provider-
aggregatable addresses) and security, such as IPsec and secure 
Mobile IP signaling. We do not handle these issues in this 
paper. 

This paper is organized as follows. In Section II, we briefly 
describe the general concept of ID/locator split approaches as 
well as the pros and cons of these approaches in terms of 
mobility, multi-homing as well as user path preference, and 
user location privacy. In Section III, we discuss Mobile IPv6 
and its variants considering these criteria. Then, in Section IV 
we introduce Virtual ID and its extensions by applying the 
concept of the ID/locator split into Mobile IPv6, to fully 
support user mobility, multi-homing as well as user path 
preference, and user location privacy. We illustrate these 
Virtual ID ideas with several detailed examples in Section V. 
Finally, the conclusions are discussed in Section VI. 

 

II. ID/LOCATOR SPLIT 
The ID/locator split [5, 6] is a well-known approach used to 

resolve both mobility and multi-homing issues. Basically, the 
idea is to separate the functionality of the identity from that of 
the locator. Each mobile node (MN) has its own unique 
identity. When the node moves, its identity does not change, 
but its locator does. The identity can be a string of characters 
or digits. The locator represents the current point of 
attachment to the network. In other words, the locator helps 
decide where the packet should be routed.  

Currently, there are two ways to implement an ID/locator 
split: placing a split in the end host (e.g., HIP, SHIM6, and 
MILSA, etc. [2]) or in the network (LISP [2]). The former 
approach requires the insertion of a new ID sub-layer usually 
between the transport and the network layers. Thus, the upper 
layers are bound to an ID instead of locator. HIP and MILSA 
introduce new secure naming spaces but SHIM6 uses one of 
its current locators as the identity.  

Note that although these splitting techniques can support 
full mobility, multi-homing, and location privacy since the 
identity is used instead of the node location, such indirection 
mechanisms also require new naming and name resolution 
mechanisms. In addition, there is no detailed discussion of the 
path selection issue. The second set of splitting techniques 
implements an ID/locator split in the network. The basic idea 
is that there is no change to the end host. The routers take care 
of the split. At the edge of the network, the IDs are resolved 

into the locators needed for communication. This requires 
changes to network infrastructure devices (routers).  

 

III. MOBILE IPV6 AND ITS VARIANTS 
Mobile IP (MIP) [5, 6] and its variants are well-known 

techniques designed to resolve the mobility problem in 
traditional wired and wireless networks. 3GPP has adopted 
these concepts for System Architecture Evolution (SAE). 
Most of the concepts discussed in this paper apply to both 
IPv4 and IPv6. However, for simplicity, we limit our 
discussion to IPv6 since it has sufficient address space and is 
preferred for public wireless networks. 

Consider mobility. If nodes change their networks and/or 
locations, then their IP addresses also change. Consequently, 
their TCP connections at the transport layer are broken. The 
Mobile IPv6 is potentially used to maintain the connection 
and/or session regardless of time and location with an IP-in-IP 
encapsulation technique. In other words, the Mobile IPv6 is 
used to preserve the connection. 

Briefly, the Mobile IPv6 functions as follows: the node’s 
home IP address is used as the node’s identity. When the node 
moves from one network to another network, it informs its 
home network (home agent, HA) about its new IP address 
(care-of-address or CoA). In case a correspondent node (CN) 
wants to contact this node, the CN sends packets to the home 
network; the packet is intercepted by the home agent and 
forwarded to the mobile node’s new address (CoA).  

Several extensions of Mobile IP have been proposed to 
mitigate the route-to-home network delay and/or hand-off 
latency such as HAWAII, Cellular IP, and HMIP (Hierarchical 
MIP) [7]. These approaches deploy several home agents in a 
hierarchical manner, especially at the edge routers. With 
HMIP, the binding update is sent to the local HA, which 
decreases delay latency. However, these approaches require 
synchronization among HAs and additional nodes.  

Proxy-MIP [8] was originally introduced to improve the 
deployability of MIP. The idea is to use the router or proxy 
agent to act on behalf of the mobile node and to perform the 
MIP functionality. In other words, with the Proxy-MIP, the 
mobile node does not need to support the MIP. 

Now let us consider multi-homing and user path preference. 
Mobile IPv6 can’t support multi-homing because each single 
mobile node is bound to only one IP address. Recently, some 
have suggested allowing multiple care-of-addresses 
registrations [9] to allow multi-homing. There is no detailed 
discussion on user path selection issue.  

Consider user location privacy. When nodes move away 
from their home networks, Mobile IP implicitly supports 
location privacy because the current location is no longer 
bound to the home address. However, this scenario introduces 
a triangular routing problem as indicated earlier. This problem 
can be mitigated using HMIP to reduce the delay latency by 
placing the home agent close to both the MN and the CN. In 
Mobile IPv6, a route optimization feature was introduced to 
resolve this triangular routing problem, that is, to allow the 
MN and CN to communicate to each other directly. But again, 
this direct communication introduces the user location privacy 
issue for mobile users. 
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In summary, a traditional Mobile IPv6 and its variants - 
Proxy MIPv6 and Hierarchical MIPv6 - fail to provide a full 
support for mobility, multi-homing, and user location privacy. 
In next section, then we introduce the concept of Virtual ID 
and its extensions to overcome these drawbacks of the 
traditional Mobile IPv6 by applying the concept of ID/locator 
split explicitly to a Mobile IPv6 environment.  

 

IV. VIRTUAL ID AND ITS EXTENSIONS 
In this section, we first describe the idea of Virtual Identity 

(ID) applied to Mobile IPv6. We also discuss how to apply 
this concept to solve two different problems: user location 
privacy and multi-homing. 

A. Virtual ID 
In IPv6, a 128-bit address is used for both node identity and 

locator which introduces many disadvantages, as indicated 
earlier. In a mobile wireless environment, Mobile IPv6 also 
mixes these functionalities. When the mobile node is in the 
home network, a single IPv6 home address represents both 
node identity and locator. But when the mobile node is outside 
the home network, Mobile IPv6 can be treated as an 
ID/Locator split scheme because another IP address, CoA, is 
involved. This CoA can be treated as the node locator (the 
indicator of where the node is). The node’s home address does 
not change with its location and, therefore, serves as the 
node’s identity. 

To clearly separate the function of identity from that of 
locator in Mobile IPv6, we introduce the concept of a “virtual 
home address”. Similar to SHIM6, this 128-bit address format 
is used to represent the node’s identity. However, we do not 
use one of the node current addresses as its identity. Instead, 
we use the virtual home address, called virtual ID.  

The virtual ID is pre-defined and randomly assigned by the 
service provider. This ID is permanent and thus no longer 
bound to the home networks and/or locations. In other words, 
the virtual ID is used even when the mobile node resides in the 
home network. As in Mobile IPv6, the IP-in-IP encapsulation 
is applied in that the nodes update their CoAs when they are in 
different location/networks. 

We use the 128-bit IPv6 address format to represent the 
node’s identity. This allows backward compatibility since 
legacy nodes (virtual ID unaware nodes) treat these identities 
as addresses.  

B. User Location Privacy 
The concept of the virtual ID formed by separating the node 

identity from its location helps to resolve the issue of user 
location privacy in that the correspondent nodes do not know 
the location of the mobile node; only the node identity. Note 
that basically there are two levels of mapping: from node 
name (FQDN) to node identity, and then from node identity to 
node location. The result of the DNS resolution is the node’s 
identity, not its location. The other mapping level can be done 
at rendezvous servers. In a Mobile IPv6 environment, the 
home agent does the second level mapping. With Virtual ID, 
an additional mapping from the virtual home address to the 
Mobile IPv6 home address is also required. Optional 

additional mapping servers or extensions of the home agent 
can do this mapping. 

The correspondent nodes are required to send the packets 
through the mobile node’s home network. Therefore, there is a 
triangulation issue, as discussed earlier. To solve this problem, 
we propose an add-on feature to Proxy Mobile IPv6 [9]. 
Traditionally, in Proxy MIPv6, a mobile access gateway or 
proxy node is used to provide Mobile IP functionality on 
behalf of Mobile-IP unaware nodes. In this add-on, the mobile 
nodes no longer require the location information; instead the 
proxy node does this work. The proxy can optionally rewrite 
the address with its selected anonymity proxy address to hide 
the exact location or CoA in case the Mobile IP functionality 
is performed at the end node.  

C. Multi-Homing 
In NGWN, mobile users will want to exercise user path 

selection because they will have to pay for their choices 
according to bandwidth constraints and other quality of 
service controls. For example, suppose Alice buys access 
services from two different service providers: one services a 
3G network accessible to her cellular phone; the other is over 
WLAN. When she is at home or when WLAN is available, 
Alice would prefer accessing the Internet service through 
WLAN and also probably disable the 3G service, especially 
when air-time charges are high. 

To meet these requirements of multi-homing and user path 
selection, again a 128 bits Virtual ID is used as the unique 
identity. We do not change the identity regardless of the 
networks and/or locations. Only the physical locations or care-
of-addresses can be changed with a change of locations. 
Unlike SHIM6, we do not change the protocol stack, but 
instead we apply the concept of multiple CoAs registrations at 
the home agent to support multi-homing feature [9]. 

In NGWN, users should be able to choose both their own 
ingress and egress paths, based on the price paid and the 
quality of service constraints. For simplicity, we use a weight 
factor along with the CoA registration when the nodes update 
the address to the home agent. In a more general case, the 
users could specify a set of connection rules. The home agent 
will forward the packets to the node according to pre-selected 
user path rules. 

 

V. VIRTUAL ID AND ITS EXTENSIONS: EXAMPLES 
In this section, we provide detailed examples for the Virtual 

ID concept and its extension. For user location privacy, we 
show that the concept of Virtual ID can protect the user 
location information. We also show that home agent chaining 
can be used to support user and/or device multi-homing as 
well as how to support a user path selection feature.  

A. Virtual ID Example 
Fig. 1 shows an example of Virtual ID. In this figure, 

Alice’s node’s name is Alice.xyz.com registered at a domain 
name server or DNS. The service provider (SP) allocates a 
virtual address (Virtual ID), ::10.2.1.2, as Alice’s identity. 
Suppose the SP networks are ::10.x.x.x with ::10.3.x.x and 

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE CCNC 2010 proceedings



 

::10.4.x.x sub-networks assigned into different physical 
regions. The virtual addresses ::10.2.x.x are specifically 
dedicated as the virtual ID. Only the SP knows the mapping 
between the virtual ID or node identity (::10.2.1.2) and the 
physical address (::10.3.1.2) or current IP address. This 
mapping can be stored at rendezvous servers. 

Alice.xyz.com
Virtual ID, ::10.2.1.2

DNS
Alice.xyz.com
::10.2.1.2

::10.2.1.2 →::10.3.1.2
Mapping Server

HoA (Virtual ID):
Assigned regardless of location

::10.3.x.x
::10.4.x.x

SP1 ::10.x.x.x 

 

Fig. 1.  Virtual ID Example 

B. User Location Privacy Example 
This section describes two main scenarios that use Virtual 

ID to achieve a user location privacy requirement in NGWN: 
when the correspondent code (CN) resides either out of the 
home network or inside the home network.  

Alice.xyz.com
Virtual ID, ::10.2.1.2

Liza.abc.com
::11.1.1.2

::10.2.1.2 →::10.3.1.2
Mapping Server

SP 1SP 2

DNS
Liza.abc.com  ::11.1.1.2
Alice.xyz.com ::10.2.1.2

 

Fig. 2.  Virtual ID with User Location Privacy Example 
 

The first scenario is when the node is in a different network. 
Fig. 2 shows the correspondent node or Liza.abc.com in SP2 
contacting Alice.xyz.com, which is in SP1. First, Liza retrieves 
Alice’s identity, ::10.2.1.2, from a DNS resolution process and 
uses that ID to route packets to Liza’s home network. Since 
Alice’s ID is used instead of her physical attached address, 
::10.3.1.2, Alice’s location privacy can be maintained. Notice 
that if Alice is in foreign networks, her user location privacy is 
implicitly maintained. This scenario is similar to a traditional 
Mobile IPv6 because the permanent home address is different 
from the virtual ID.  

The other scenario is when Liza is within the same network, 
say in an SP1 network, with ::10.x.x.x networks. Suppose 
Liza’s address is ::10.4.1.2 and again Alice is at ::10.3.1.2, 
within her home network. With a traditional Mobile IPv6, Liza 
knows where the current location of Alice is. However, with 
Virtual ID, Alice’s identity is used instead, ::10.2.1.2; 
therefore, Liza no longer knows Alice’s location information.  

C. Proxy-assisted User Location Privacy Example 
Fig. 3 shows an example of Proxy-assisted Mobile IPv6 and 

Virtual ID providing user location privacy. In this figure, Liza, 
a correspondent node, wants to contact Alice, who is not in her 
own home network. Note that the proxy will do both the 
binding update and the Mobile IP functionality on behalf of 
the mobile nodes. The binding update refers to a pairing of the 
virtual ID and the proxy locator: ::9.1.1.2 and ::11.5.1.1 for 
Liza and ::10.1.1.2 and ::12.5.1.1 for Alice. Liza does not 
know Alice’s location and vice versa. Notice that each proxy 
has local node location information so that the proxy can 
forward the packets to the correct final destination.  

Alice.xyz.com
Virtual ID, ::10.1.2.2
Locator, ::12.3.1.2

DNS
Liza.abc.com  ::9.1.1.2
Alice.xyz.com ::10.1.1.2

Proxy1
Locator, ::11.5.1.1

Proxy2
Locator, ::12.5.1.1

Liza.abc.com
Virtual ID, ::9.1.1.2
Locator, ::11.3.1.1

Alice Home Network

::10.x.x.x

 
Fig. 3.  Proxy-assisted User Location Privacy Example 

D. Multi-Homing Example 
In this section, we provide the details of how to incorporate 

the multi-homing feature into NGWN. Our proposal is based 
on home agent chaining among service providers.  

We consider two main scenarios: when the multi-homing 
attachments are either to the same service provider or to 
different service providers. 

SP1 ::12.x.x.x

Alice.xyz.com
Virtual ID, ::12.3.1.2

::12.2.1.2

::12.1.1.2

HA

Alice.xyz.com
Virtual ID, ::12.3.1.2
CoAs, ::12.2.1.2 w=1

::12.1.1.2 w=2

If move/change preference
→ update CoAs

 
Fig. 4.  Multiple CoAs Registration Example 

 

The first scenario, Fig. 4 shows the process of multiple 
CoAs registrations with the preferred path selection when both 
networking attachment points are with the same service 
provider (SP1). In this figure, Alice has two access 
technologies with the same service provider (::12.x.x.x): 
toward cellular networks and toward WLAN on her single 
mobile device. Alice’s virtual ID is::12.3.1.2, and the two 
physical locators or CoAs are ::12.2.1.2 (on a 3G network), 
and ::12.1.1.2 (on WLAN). When Alice is at home, she can 
send the update to her home agent to set a higher priority 
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toward the WLAN interface so that the inbound traffic can be 
forwarded toward this WLAN interface.  

The other scenario is when mobile users have multiple 
access services from different network providers. Fig. 5a 
shows this configuration. As shown, Alice has two access 
services from two different service providers: SP1 cellular 
networks and SP2 WLAN. Since there are different SPs, Alice 
can acquire two different virtual IDs. Alice can send the 
update to the DNS server with her preferred path selections 
(with different weights). In this scenario, Alice is at home and 
she prefers the WLAN path (with a higher weight, or higher 
priority), which is toward SP2 or ::11.x.x.x networks. 

SP 1
::10.x.x.x

SP 2
::11.x.x.x

Alice.xyz.com
Virtual ID, ::10.3.1.2 

::11.3.1.2

::10.1.1.2

::11.1.1.2

DNS
Alice.xyz.com
::10.3.1.2 w=1
::11.3.1.2 w=2

HA1 HA2 Mapping
::11.3.1.2 →::11.1.1.2

Mapping
::10.3.1.2 →::10.1.1.2

 
(a) 

SP 1
::10.x.x.x

SP 2
::11.x.x.x

DNS
Alice.xyz.com
::10.3.1.1 w=1
::11.3.1.1 w=2

HA1 HA2

::10.1.1.2

::11.1.1.2

Liza.abc.com
::10.5.1.2

Alice.xyz.com
Virtual ID, ::10.3.1.2 

::11.3.1.2  
(b) 

Fig. 5.  Multi-homing Feature in Mobile IPv6 with Virtual ID Example 
 

Note that the CoA address of Alice on the SP2 network is 
::11.1.1.2, not the Virtual ID ::11.3.1.2. In this scenario, the 
packets are sent only towards WLAN as long as Alice does 
not update her preferred path on its DNS. There are no 
requirements for cooperation and interaction between two 
service providers.  

When WLAN is not working, as shown in Fig. 5b, either 
SP2 or Alice can detect the disconnection. Without the 
interaction between the SPs, the packets can continue to flow 
to SP2 until Alice sends the update to the DNS server. 
Therefore, an additional operation is required. We recommend 
the concept of home agent chaining. Similar to the cellular 
phone system roaming mechanism, both service providers 
should have an agreement based on their user roaming policy 
to provide a packet forwarding mechanism. In this example, 
suppose SP1 and SP2 have a roaming agreement, and mobile 
users agree to pay for the additional cost of roaming. 

During the disconnection, the steps in Fig. 5 are as follows: 
Liza, ::10.5.1.2, originally sends her packets to Alice through 
SP2. Due to a link failure, the WLAN interface of Alice is 

unreachable. After the link failure detection, HA2 (from SP2) 
redirects all packets with Alice indicated as the destination to 
HA1 in order to reach Alice. Again, this redirection is based 
on a roaming policy. Whenever Alice sends the update to the 
DNS server to withdraw the disconnected path and/or to set a 
lower preference, this redirection will be terminated. Note that 
this example shows two service providers; however, the 
chaining concept can still apply with more service providers 
with multiple networking interfaces. 

 

VI. CONCLUSIONS 
Next Generation Wireless Networks, or NGWN, will be a 

cloud of all IP-based networks. The main features of these 
networks will be to fully support user mobility, multi-homing, 
user location privacy, and so on. Mobile IP and its variants 
have been introduced to resolve some of these issues. These 
proposals focus on a network layer technique. Some of these 
techniques have been selected by 3GPP for the System 
Evolution Architecture standard. However, these techniques 
have several limitations, especially due to the problem of 
identity and locator overloading. 

In this paper, we discussed Mobile IP and its variants and 
also pointed out several drawbacks. In addition, we introduced 
a new technique called Virtual ID and its extensions, to make 
the Mobile IP fully support mobility, multi-homing, and user 
location privacy as well as user path selection. These add-ons 
are based on the standard Mobile IPv6 and its extensions and 
are therefore easy to be deployed along with Mobile IPv6. 
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