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Error Characteristics of Fiber Distributed Data
Interface (FDDI)
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Abstract—Fiber distributed data interface (FDDI) is a 100 Mbps fiber
optic local area network (LAN) standard being developed by the Ameri-
can National Standard Institute (ANSI).

We analyze the impact of various design decisions on the error
detection capability of the protocol. In particular, we quantify frame
error rate, token loss rate, and undetected error rate. Several character-
istics of the 32 bit frame check sequence (FCS) polynomial, which is also
used in IEEE 802 LAN protocols, are discussed.

The standard uses a ‘‘nonreturn to zero invert on ones” (NRZI)
signal encoding and a 4 bit to 5 bit (4b /5b) symbol encoding in the
physical layer. Due to the combination of NRZI and 4b /5b encoding,
many noise events are detected by code (or symbol) violations. A large
percentage of errors is also detected by framing violations. Some of the
remaining errors are detected by FCS violations. The errors that escape
these three violations remain undetected. The probability of undetected
errors due to creation of false starting delimiters, false ending delim-
iters, or merging of two frames is analyzed.

It is shown that every noise event results in two code bit errors, which
in turn may result in up to four data bit errors. The FCS can detect up
to two noise events. Creation of a false starting delimiter or ending
delimiter on a symbol boundary also requires two noise events. This
assumes enhanced frame validity criteria. We justify the enhancements
by quantifying their effect.

This analysis here is limited to noise events not resulting in a change
of symbol boundaries. Extensions to the case of ch ged symbol b d
aries is continuing and will be presented at a later time.

I. INTRODUCTION

THE fiber distributed data interface (FDDI) is a 100 Mbps ring
network standard being developed by the American National
Standard Institute (ANSI) [2], [17]. The standard uses optical fibers
as the transmission medium and allows rings with default maximum
size of 1000 Physical connections with a total fiber path length of up
to 200 km." FDDI uses a timed token media access protocol
proposed by Grow [4]. A number of papers have recently been
published to analyze the performance and to prove certain opera-
tional characteristics of FDDI [1], [9], [18], [20].

Optical fiber is known to have a lower bit error rate (BER) than
the traditional copper wire. FDDI specifications require each fiber
segment to have a bit error probability of less than 2.5E — 10. The
data encoding and frame formats have several reliability features
that allow detection of errors and isolation of faults [11]. In particu-
lar, a “‘nonreturn to zero invert on ones”’ (NRZI) encoding is used
to convert binary code bits to optical pulses, five code bits are
combined to represent a symbol of four data bits; and a frame check
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These are default maximum values specified in the standard for the
purpose of calculating default timer settings. Rings larger as well as smaller
than the default size may be built. In the remainder of this paper, the term
maximum when used with parameter values should be interpreted as the
default maximum rather than as a limit.

sequence (FCS) is used to check the integrity of the frame, which is
delimited by a starting delimiter consisting of two control symbols
and an ending delimiter consisting of one control symbol. This
paper quantifies the combined impact of these design decisions on
detected and undetected error rates.

We analyze the impact of noise in the optical signal on data bits.
It is shown that a single noise event may result in up to four data bit
errors. Several characteristics of the FCS polynomial are discussed.
Undetected errors (UE) due to creation of a false starting delimiter,
a false ending delimiter, or merging of two frames into one are
analyzed.

The FDDI standards committee plans to enhance MAC specifica-
tions to improve the robustness of frame delineation in order to
reduce the probability of undetected errors based on an earlier
version of this analysis. A footnote describing these enhancement
has already been added to MAC layer specifications (see [2], p. 40).
In this paper, we assume this enhanced version of MAC specifica-
tions. We also quantify the effect of these enhancements.

II. FDDI ENCODINGS

FDDI uses a serial baseband transmission system that combines
the functions of data and clock transmission. Data recovery of this
serial code bit stream also provides recovery of synchronizing clock
information.

The optical signals on the FDDI fibers use NRZI encoded pulses
where a polarity transition represents a logical ‘“1>’ (one). The
absence of a polarity transition denotes a logical ‘‘0’’ (zero). These
logical ones and zeros are called code bits. Five consecutive code
bits are grouped to form a symbol. Each symbol thus consists of
five code bits. The term code cell is used to denote the time
interval of one code bit. The receiving logic detects the changes in
optical signal levels from one cell to the next.

The 5 bit symbols provide 32 possible bit combinations. As
shown in Table I, three of these symbols are reserved as line state
symbols for use on the medium between frame transmissions; five
symbols are used as control characters for frame delimiting and
status indication; 16 symbols are used for data transmission within
frame boundaries; and the remaining eight symbols are not used.

Detection of line state symbols (Quiet, Halt, and Idle) within a
frame preempts and abnormally terminates any data transmission
sequence in progress. Control symbols are named J, K, T, R, S.
Each frame starts with a starting delimiter consisting of the two
symbols JK and ends with an ending delimiter consisting of a T
symbol. The frame also has a variable number of frame status
indicators following the ending delimiter. Each of these status
indicators can take only two values—set or reset. Symbols S and R

- are used to indicate set and reset, respectively.

A data symbol conveys one quartet (four data bits) of arbitrary
data within a frame. The elements of the 16 data symbols are
denoted by the hexadecimal digits (0-F).

The code groups in 4b/5b encoding have been chosen so that
during normal data transmission the dc component variation is less
than +10% from the nominal center [13]. There are at least two
transitions per transmitted symbol and a transition in the optical
signal occurs at least once every three cells, providing a cell-to-cell

. run length of three during frame transmission. Since edges (transi-
tions) occur in the middle of a cell containing a one, the ‘‘edge-to-
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TABLE1

4B / 58 CobE
Code | Symbol | Assignment
Bits
Data Symbols:
11110 0 0000
01001 1 0001
10100 2 0010
10101 3 0011
01010 4 0100
01011 5 0101
01110 6 o110
01111 7 o111
10010 8 1000
10011 9 1001
10110 A 1010
10111 B 1011
11010 C 1100
11011 D 1101
11100 E 1110
11101 F 1111
Line State Symbols:
00000 Q Quiet
11111 1 Idle
00100 H Halt
Control Symbols:
11000 J 1st of sequential SD pair
10001 K 2nd of sequential sD pair
01101 T Used to terminate the data stream
00111 R Denoting logical zero (reset)
11001 S Denoting logical one (set)
Invalid Code Assi
00001 VH The code patterns marked V or VH
00010 VH shall not be transmitted because
00011 v they violate consecutive code-bit
00101 v zeros or duty cycle requirements.
00110 v Code marked VH shall however be
01000 VH interpreted as Halt when
01100 v received.
10000 VH

edge”’ run length is four. The bounded run léngth makes the signal
self-clocking and simplifies clock recovery. Thus, symbols with
three or more consecutive zero code-bits are not used as data
symbols. The starting delimiter symbol pair JK has been chosen so
that it will be recognized independent of the previously established
symbol boundaries. In other words, code bit sequence
¢1100010001°* starts a new frame regardless of whether it occurs
on a symbol boundary or not. The receiving logic of the physical
layer (PHY) uses the incoming JK sequence to establish symbol
boundaries.

The Halt symbol indicates a forced logical break in activity on the
medium, while maintaining ac balance on the transmission medium.
A continuous stream of Halt symbols is sent by a station to signal its
presence on the outbound physical link to the neighboring station
and to disable the associated physical connection without asserting
control.

The Violation symbol V denotes a condition on the medium that
does not conform to any other symbol in the symbol set. Violation
symbols are not allowed to be transmitted onto the medium. The
receipt of violation symbols may result from various error condi-
tions or during ring clock synchronization sequences. The eight
symbols listed as invalid code assignments are not allowed to be
transmitted because they violate the run length or duty cycle re-
quirements.

The IEEE 802.5 networks use a differential Manchester encoding
scheme instead of the FDDI's 4b/5b with NRZI encoding. The
differential Manchester encoding is rich in transitions, which simpli-
fies the task of deriving the signal clock. However, it results in two
pulses per data bit and is, therefore, only 50% efficient. With
Manchester encoding, the FDDI optical components and phase-
locked loop would have to run at 2 signaling rate of 200 Mbaud.
Instead, FDDI uses the 4b/5b encoding scheme, which is 80%
efficient and requires only 125 Mbaud components [13].

III. FDDI Prorocor DATA UNITS

Two protocol data units (PDU) formats are used by FDDI MAC:
tokens and frames. Each PDU is preceded by a preamble consisting
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[so] Fc[en]

SD = Starting Delimiter (2 sy}nbols)
FC = Frame Control (2 symbols)
ED = Ending Delimiter (2 symbols)

Fig. 1. FDDI token format.

[sp]Fc[pa]sa]iNFolresEp[Fs |

SD = Starting Delimiter (2 symbols)

FC = Frame Control (2 symbols)

DA = Destination Address (4 or 12 symbols)
SA = Source Address (4 or 12 symbols)
INFO = Information (0 or more symbols)

FCS = Frame Check Sequence (8 symbols)
ED = Ending Delimiter (2 symbols)

FS = Frame Status (3 or more symbols)

Fig. 2. FDDI frame format.

of several Idie symbols. The size of the preamble varies as PDU
travels around the ring and stations increase or reduce preamble to
offset clock frequency differences from their upstream nodes. The
remaining part of the token and frame formats are shown in Figs. 1
and 2, respectively.

As shown in Fig. 1, the token consists of a starting delimiter
(SD), a frame control (FC) field, and an ending delimiter (ED). The
starting delimiter is the symbol pair JK. The frame control field
must be either 1000-0000 (nonrestricted token) or 1100-0000
(restricted token). The nonrestricted token is the normal token
allowing asynchronous bandwidth to be time-sliced among all re-
questers. The restricted token allows all asynchronous bandwidth to
be dedicated to a single extended dialog between specific requesters
[2]. The ending delimiter for tokens consists of two T' symbols.

The frame consists of a SD of two symbols JK, an FC of two
symbols other than 1.X00 0000, a destination address field of 4 or
12 symbols, a source address field of 4 or 12 symbols, INFO field
of zero or more symbol pairs, a frame check sequence (FCS) of
eight symbols, an ED of one T symbol, followed by three or more
frame status (FS) indicator symbols. For details on interpretation of
these fields, see FDDI MAC specifications [2].

The first three control indicators of the frame status field if
present are used to indicate error detected (E), address recognized
(A), and frame copied (C).

The E indicator is transmitted as R by the station that originates
the frame. All stations on the ring inspect repeated frames for FCS
errors. If an error is detected and the received E indicator was not
Set, then an error is counted. The E indicator is set to S by a
repeating station when an FCS error is detected in the frame.

The A indicator is transmitted as R by the station that originates
the frame. If another station recognizes the destination address as its
own individual -or group address, it sets the A indicator to S;
otherwise, a repeating station transmits this indicator as received.

The C indicator is transmitted as R by the station that originates
the frame. If another station recognizes the destination address as its
own and copies the frame into its receive buffer, it sets the C
indicator to S; otherwise, a repeating station transmits this indicator
as received.

IV. FRAME VALIDITY CRITERIA

The analysis presented in this paper assumes the following en-
hanced frame validity criteria. A code bit sequence is considered a
valid frame if:

1) it is a frame, i.e., it has a starting delimiter (JK ), has an FC
other than 1.X00 0000, has zero or more additional data symbols,
and has an ending delimiter (7°). Here, X is either O or 1, r is
reserved for standardization and should be set to zero;

2) it has a valid data length.

3) ithas an FC = 0.X00 r000 or XX10 XXXX, or has correct
FCS.

4) the ending delimiter (7') is followed by an E indicator with
value R.

The first three criteria above are same as those stated in the
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standard ([2, p. 40]). The fourth criteria in an enhancement which
reduces the probability of a noise on one link validating a previously
invalid frame.

Based on an earlier version of the analysis presented here, the
standard committee has added a footnote to the standard ([2, p. 40])
indicating its intent to enhance the frame validity criteria.

One implication of the above criteria is that each station on the
ring should inspect the E indicator and handle it as follows.

1) If FC is neither 0.X00 0000 nor XX 10 XXXX and FCS is
incorrect, set the E indicator.

2) Although stations on the ring can set the E indicator, they
should never reset the indicator. This applies even if the FCS
checks out OK.

3) If the E indicator is not R or S, it should be changed to S.
This applies even if FCS is correct.

Later we will quantify the effect of these enhancements and show
that the undetected error rates may not be acceptable without these.

V. TAxOoNOMY, NOTATION, AND ASSUMPTIONS

In this section, we define some of the terms used in the remainder
of this paper.

We use the term /ink to denote all optical components from the
transmit function of one PHY entity to the receive function of the
adjacent PHY entity. The link error rate includes errors in the fiber,
connectors, optical receiver, and the optical transmitter.

As explained before, the FDDI uses a 4b/5b encoding to convert
four data bits to five code bits. The code bits are limited to the PHY
layer. The media access control (MAC) layer deals only with
symbols and data bits. The term “‘bit’” is used without a qualifier in
this paper, if it is clear from the context whether it is data bit or
code bit.

A noise event causes the receiver to misjudge the optical signal
level, i.e., ““on’’ (or high) may be interpreted as ‘‘off’’ (or low) and
vice versa. We assume a nonbursty model for noise events, in that
each event affects signal reception during only one code cell dura-
tion. As we will see later, a single noise event results into two code
bit errors and one to four data bit errors.

We use the following notation:

L = Number of links in the ring.

/= Number of links between the source and destination of a

frame.

p = Noise event probability per link (link BER).

F = Frame size in code bits.

B = Link bandwidth in code bits/s = 1.25E + 8 for FDDI.

D = Ring latency.

P(x) = Probability of event x.

MT(x) = Mean time between events X.

FDDI standard specifies the following default maximum values of
the ring parameters. The maximum number of links on the ring is
1000 (L =< 1000). The maximum frame size is 9000 symbols
(F =< 45000 code bits). The size includes four Idle symbols in the
preamble and six control symbols in SD, ED, and FS fields ([2,
Sect. 4.3.5]). The remaining symbols are data symbols. The maxi-
mum ring latency is 1.773 ms. (The default maximum ring latency
was changed from 1.617 to 1.773 ms in revision 15 of the PHY
standard [3]). The maximum allowed fiber link bit error rate is
2.5E — 10. This is the probability of noise events per link and
should not be confused with code bit or data bit error probability
which would be a multiple of this.

We make the following assumptions in the analysis presented
here.

1) Noise events are independent: That is, occurrence of one
noise event does not change the probability of occurrence of the
next noise event. This simplifies the analysis considerably. This is a
valid assumption if the noise is mostly due to thermal causes, which
are independent in nature.

2) Noise events are nonbursty: That is, each event affects
signal reception during only one code cell. As shown later, this
results in bursty errors in the data bits. Each noise event may result
in a data error burst as long as four data bits.
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3) The link can be modeled as a binary symmetric channel
(BSC): This means that the probability of a ‘‘high’ level being
interpreted as ‘‘low’” on receipt is the same as that of a ‘‘low”
signal being interpreted as ‘‘high.”’

4) Noise events do not add or delete code bits: Only misinter-
pretation of signal levels are modeled. Addition or deletion of code
bits is left for future studies.

5) The noise event probability p is small: Most expressions in
this paper present only the lowest order term in p. Higher order
terms make a negligible contribution if p is small. This is not true if
p is close to 1. In general, we assume that pLF < 1, i.e.,
p < 1/(45 000)(1000), or 1E-9.

6) All data-bit patterns are equally likely: In particular, this
implies that all 16 data symbols (0-F) are equally likely in every
data symbol position where data symbols are allowed.

7) Data-bit errors in MAC layer electronic components are
not modeled: We consider only errors caused by misinterpretation
of optical signal level. Electronic components, e.g., buses, memo-
ries, FCS logic, etc., can cause errors in individual data bits. Such
errors are not modeled.

VI. ON AcCEPTABLE ERROR RATES

The maximum acceptable detected and undetected error rates vary
not only among applications and environments but also with time.
As the LAN technology is maturing, the minimum required reliabil-
ity and data integrity is also increasing. Any specified numerical
value of maximum acceptable error rates is bound to become
outdated and even at the time of specifications it may not be
applicable to some applications and environments. Nonetheless, it is
important to set certain well specified goals to help select the design
alternatives available at the time. This helps during the design phase
in ruling out many alternatives that will not meet the goals. Also, it
helps in setting configuration limits by ruling out the configurations
that will not meet the requirements. For FDDI, this principle
implies that the configuration limits (number of links per ring,
length of the link, minimum acceptable quality of links, etc.) and
workload limits (frame length) should be chosen so that the resulting
performance, reliability, integrity, availability, and cost are accept-
able. In this paper, we are concerned solely with the error rates and
want to ensure that the error rates for any FDDI configuration and
workload are reasonable.

Many transport protocols today are designed to allow a certain
percentage of packet loss due to congestion and errors. An end-to-end
(over many hops) frame loss rate of 1% is generally considered
acceptable. A major part of this loss is allocated to congestion.
Thus, a fiber optic datalink with more than, say, 0.1% frame loss
due to error alone may be considered unacceptable. For unreliable
media, such as radio links, one may either allocate a larger share to
error loss, or design higher level protocols to be able to sustain a
higher loss rate.

While the detected errors are harmful in that they require retrans-
missions resulting in inefficient use of resources, undetected errors
have no bounds on the damage that they may cause. The damage
caused by undetected errors in financial transactions or in defense
applications is unimaginable. One may, therefore, like to limit the
number of undetected errors per year to less than, say, 1/1000; that
is, no more than one detected error per 1000 yrs. For a manufac-
turer, this implies that if the manufacturer sells several thousand
FDDI networks, it will result in several undetected error cases per
year, with each case having a certain probability of resulting in a
liability suit. For a user, such as a defense installation, this implies
that if the messages generally pass through, say, one hundred
LAN’s, the overall mean time between undetected errors will be
about 10 yrs.

The error analysis by nature tends to be pessimistic. This is
because the designers want to ensure an ‘‘upper bound’’ on errors.
This is unlike traditional performance analysis (throughput or delay
analysis) in which ‘‘average’’ performance of an ‘‘average work-
load’’ on an ‘‘average configuration’’ is more meaningful. For error
analysis, one would like to ensure that the error rates on all valid
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Sent Received

Symbols ¢

Data-bits 0000 1111

Code-bits 11110 11101

Transitions

Noise
Fig. 3. A single noise event can cause up to four data bit errors.
TABLE I
EFFECT OF NOISE ON A DATA SYMBOL
Original | Data- | Code- Resulting Symbols
Symbol | Bits Bits Bit Positions Changed
1 [1,2]23]34[45] 5

0 0000 | 11110 | 6 v 8 J F I
1 0001 | 01001 S K A\ 7 4 |VH
2 0010 | 10100 | H v J 8 B 3
3 0011 10101 | V T S 9 A 2
4 0100 {0100 C| 8|V |V |1]s5
5 0101 | 01011 | D 9 R T |VH)] 4
6 0110 | 01110 | O A |VH|VH| T 7
7 ot jourr | I [ BV |1 |V{e
8 1000 [ 10010 |[VH| 4 {0 | 2 | K| 9
9 1001 10011 | V 5 I 3 |VH| 8
A 1010 jtot0 | V| 6 | C [VH| 3 | B
B 1011 10111 { R 7 D K 2 A
[o} 1100 | 11010 | 4 [VH| A | E | S | D
D 1101 11011 5 v B F J (o}
E 1110 | 11100 | V | H | VH] C I F
F 111 | 11101 | T | V| K| D | o | E

workloads (frame sizes and arrival rates) and on all valid configura-
tions (number of links, length of links, etc.) do not exceed a
maximum acceptable error rate., We, therefore, use the default
maximum configurations (e.g., 1000 links, 4500 octet frames) as
examples in this paper. Applications in which the resulting error
rates are unacceptable may further restrict allowable configurations
or workloads. We must point out though that the analysis presented
here is not a ““worst case’ analysis. For example, we assume that
all data symbols are equally likely. For a worst case scenario, one
could design frames consisting solely of symbols which are more
likely to result in undetected errors.

In the remainder of this paper, we use the term large FDDI rings
to denote this default maximum configuration with large size frames
being continuously transmitted on the ring, unless specified other-
wise.

VIIL. EFFECT OF ONE NOISE EVENT

Before we can compute the probabilities of detected and unde-
tected errors in frames, we need to study the impact of a single
noise event on a symbol in detail.

Consider the example of the symbol 0. It consists of four data bits
0000 and using the 4b/5b coding, it is encoded into the five code
bits 11110, which in turn result in the transition sequence shown in
Fig. 3. A noise in the optical signal may cause the receiver to
misjudge the signal level during the fourth code cell, for instance,
and so the received code bit pattern is 11101, which is interpreted as
symbol F, or data bits 1111. This is an example of a single noise
event resulting in four data bit errors.

The key observation from the above example is that one noise
event results in two code bit errors. This is true for all cases. If
the noise affects the transition between two symbols, it affects the
last (5th) code bit of the first symbol, as well as the first code bit of
the second symbol.

Table II lists the effects of a noise on data symbols. Six possibili-
ties are listed for each of the 16 data symbols. The first and the last
column labeled code bits 1 and 5 correspond to intersymbol errors,
while the middle four columns are for intrasymbol errors. For
example, the entry in the row labeled 3 and the column marked 4,5
is interpreted as follows. If the data symbol 3 (0011) is affected by
noise so that its fourth and fifth code bit positions are affected, the
resulting symbol is 4 (1010).

From Table II we can compute the percentage of data symbol
errors that result in other data symbols, control symbols, and
violations. These percentages are listed in Table II. The percent-
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TABLE III
PERCENTAGE OF DATA SymBoL ERRORS

Resulting | Count | Percent
Symbol l
Intrasymbol errors:

Data 32| 40.00%
J 3 3.75%
K 4 5.00%
R 1 1.25%
S 2 2.50%
T 3 3.75%
H,LV,VH 19| 23.75%
Subtotal 64 80%
Intersymbol errors:

Data-data 84 6.56%
Data-T 14 1.09%
Data-R 14 1.09%
Data-§ 14 1.00%
At least one

H,LV,VH 130 | 10.16%
Subtotal 256 20%
Total 100.00%

ages for intrasymbol errors and intersymbol errors are given sepa-
rately. The middle column labeled ‘‘count’” in this table is simply
the count of the resulting symbols in Table II. For example, J
occurs three times in the middle four columns (corresponding to the
intrasymbol errors) of Table II. Assuming each of the 16 data
symbols is equally frequent, and that each of the five code cells is
equally likely to be affected, this corresponds to 3/(16)(5) = 3.75%.

To study intersymbol errors, one needs to analyze all (16)(16) =
256 data symbol pairs. The results of this analysis constitute the
bottom half of Table III.

In FDDI, many errors will be detected because the resulting code
bit pattern may translate to a violation or invalid symbol. The
MAC layer keeps a count of format errors due to such symbol
violations.

Some of the other errors will be detected if the resulting code bit
pattern translates to a control symbol which makes the frame an
invalid frame, for example, a data frame ending with a symbol R
rather than 7. Such errors called framing violations are also
counted by the MAC layer as format errors.

Table IIT allows us to bound the probabilities of symbol violations
and framing violations as follows.

1) 33.91% of the data errors result in I, V, or H symbols,
which will cause the MAC layer to prematurely terminate the frame
and replace the remaining part of the frame by Idle symbols. We
call this symbol violation.

2) 46.56% of the data errors result in other data symbols and will
not be detected by framing violations or symbol violations.

3) The remaining 19.53% of data errors result in control symbols
which may or may not be detected by framing violations.

For those errors that result in new data symbols, it is interesting
to analyze the data bit error patterns. The results of this analysis are
presented in Table IV. For each of the 16 data symbols, six
possibilities are presented. A dash (-) is used to indicate the cases in
which the resulting symbol is a nondata symbol. Notice that even
though a single noise event can affect up to two symbols, it never
affects more than four data bits.

Notice from Table IV that not all error patterns are equally likely.
By counting the number of times an error pattern appears in this
table we can compute the frequency of various error patterns. This
is shown in Table V. Again, intrasymbol and intersymbol errors
have to be considered separately. For example, of the 256 possible
data symbol pairs, 28 will result in a data bit error pattern of
0001-0110, thereby, accounting for 28/(256)(5) = 2.19% of all
data symbol errors. Notice that the sum of all data error pattern
percentages is 46.56%, which is consistent with that in Table II.

VIII. FRAME ERROR RATE

A frame error results if the noise event affects any of the F code
cells in the frame. Also, a noise in the code cell immediately
preceding the starting delimiter will affect the first code bit of the
frame. Given that each code cell has a probability p of being hit
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TABLE IV
DaTA ERROR PATTERNS

Symbol Error Pattern
Bit Positions Changed
1 12 |23 [34]45] 5
0 o110 - [1000] - |11l -
1 - - - |ouofo101| -
2 - 1010 | 1001 | 0001
3 - - 1010 | 1001 | 0001
4 1000 | 1100 - | o101 | 0001
5 1000 | 1100 - - | o001
6 0110 | 1100 - 0001
7 - |1w00| - }oro 0001
8 1100 | 1000 | 1010 0001
9 - |100| - |1o10| - |0001
A - l1100]o0110| - | 1001 | 0001
B - {1100 |o0110| - |1001 {0001
C 1000 | - |o0110|0010| - | 0001
D 1000 0110 | 0010 0001
E - - |o010| - |o0001
F - - - | 0010 | 1111 | 0001
=> The resulting symbol is a nondata symbol.
TABLE V
FrREQUENCY OF DATA ERROR PATTERNS
Error Count | Percent
Pattern
0010 1 5.00%
0101 2 2.50%
0110 6 7.50%
1000 2 2.50%
1001 1 5.00%
1010 4 5.00%
1100 8| 10.00%
1111 2 2.50%
0001-0110 28 2.19%
0001-1000 56 4.38%
Total 46.56%

with noise, it is easy to compute the probability of no errors in any
of the F + 1 code cells on any of the L links.

P(No error in F + 1 code cells on any of the L links)
=(1-

=~ pLF for pLF <« 1.

p) L(F+1)

P(Frame etror) = 1 — (1 - p)L(FH)
The mean-time between frame errors (sometimes referred to as
error free seconds) can be computed if we know the mean-time
between frame arrivals. This time would be smallest on a fully
utilized ring.

Frames per second on a fully utilized link = —

B
Frames with error per second = = {1-(- p)L(FH)}
1 1
MT (Frame errors) = = —.
BpL

)L(F+1)}

sl

On large rings with large frames, the frame error probability comes
out to 1.13% and the mean-time between frame errors is 32 ms. If
this error probability is considered too high to be acceptable, the
solution is to further restrict allowable values of L, F, or p. That
is, decrease the number of links allowed on a ring, or decrease the
maximum frame size allowed on the ring, or allow only higher
quality components on the ring.

IX. TokeN Loss RATE

As described earlier, the FDDI token consists of six symbols,
i.e., 30 code cells. Error in any code cell or the code cell immedi-
ately preceding will cause the next station not to recognize the token
resulting in a foken lost event, which will eventually require the
ring to be reinitialized with a new token. The probability of this
event occurring during one pass around the ring can be computed in
a manner similar to that for frame error rate with a frame size of
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F = 30 code bits.

P(Token loss per token rotation) = )y

1-(1-p = 31pL.

On large rings the probability of token loss is 7.75E-6. On an idle
ring, the token is continuously rotating around the ring. The mean-
time between token loss under such conditions can be computed as

follows:

Ring latency

MT (Token loss on an idle ring) = P (Token loss per rotation)

D

31pL°

For a large ring the ring latency is 1.773 ms, which yields a
mean-time between token loss of 3.82 min. This is not the worst
case time. For a given link BER, the time will be larger on busy
rings and smaller on idle rings of smaller cable length. Since the
ring latency is generally proportional to the number of links (D o
L), the only way to increase this time (if unacceptable) is to allow
only better quality links (with lower BER).

It should be pointed out that there are two types of tokens:
restricted and nonrestricted. These two types have been designed to
differ from each other in only one code bit position. Since a single
noise event in the optical components always results in two code bit
errors, one event cannot change a nonrestricted token into a re-
stricted token and vice versa.

X. FCS PoLyNOMIAL

FDDI uses the following polynomial for the frame check se-

quence:
g(x) =x + x% + xB 4+ x2 + x10 4+ x'? 4 x!

+x 4+ xBTS x4 1
This polynomial is also used in IEEE 802 LAN standards [6]-[8]
and in AUTODIN-II networks. For discussions related to errors in
IEEE 802 protocols see references [12], [15], [19]. The polynomial
was originally selected by Hammond et al. [S] after comparing
several 32 bit FCS polynomials listed in Peterson and Weldon’s
book [14]. It is listed there by its octal representation
*‘40460216667.’

One way to check if a frame has correct FCS would be as
follows. Sequential number the data bits in the frame as
0,1,2,3, -+ starting with the data bit before the ending delimiter
and working backwards until the first data bit after the starting
delimiter. Let the ith data bit be b;, b; € {0, 1}. The frame can then
be represented by the polynomial

F(x) = 2 bix'.
i
If the remainder Mod ( f(x), g(x)) is zero, the frame is said to have
the correct FCS.? This FCS polynomial has the following proper-
ties.

DIt is a linear code. Linear codes have the important property
that the ‘“‘sum’’ of two code words is also a code word [14]. For
FDDI and IEEE 802 protocols, this implies that if we take any two
valid frames and do the following:

(a) right-align the frames,

(b) complement the first and the last 32 bits of each frame,

“This is a simplification. The FCS implementations as stated in the
standards satisfy the following condition:

Mod (x"I(x) + x®{£(x) + 1(x)}, g(x)) = 0.

Here, n 1s the number of data bits in the frame mcludmg FCS and
I(x) = 0x The addition of I(x) in the above equation is equivalent to
complemcntmg the first 32 data bits and the last 32 data bits of the frame
before the division operation.
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TABLE VI
MuLTipLES oF FCS PoLYNOMIAL

Minimum Degree Polynomial

Hamming

‘Weight
3 1+zmn+:wrm

4 | 14 23918 4 23808 | 59008

5 | 14 2% + 2117 4 g186 4 430

6 1+ 27+ 2% + 2133 4 7198 4 220

7

8

1+ 2% + 2% 4 27 4 280 4 3120 4 5138

1420+ 2184 210 4 2% 4 241 | g% 4 2%

9(1+2+ 2%+ 2% + 2% + 2% 4+ 237 + 257 4 2%

10 (1+2%+ 27+ 2%+ 27+ 20 4+ 2% + 2% 4 2% £

11§ 14+254 27+ 28+ 2% + 282+ 2% + 287 2t 248 4 o

12{ 1+ 2%+ 2%+ 27 + 2% + 2% + 2'® + 2™ + 2M 4 230 4 20 4 22
13|1+2+2%+20%+28+20+ 28+ 29%4 28 + 2% + 25 + 290 + 28

TABLE VI
HaMMING DisTANCE oF FCS PoLYNOMIAL
H. i Max Frame Size
‘Weight | Data- Octets
Bits
3| 91639 11454
4 3006 375
5 300 37
6 203 25
7 123 15
8 89 11
9 66 8
10 53 6
11 44 5
12 42 5
13 42 5

(c) take a bit-wise exclusive-or of their data bits, and

(d) complement the first and the last 32 bits of the result.

The resulting data-bit sequence would form a frame with a valid
FCS.

2) Adding a multiple of the divisor (FCS polynomial) to the
dividend (frame polynomial) does not affect the remainder. The
minimum degree polynomials, which are multiples of the FCS
polynomial for various Hamming weights, are listed in Table VI
[16]. The Hamming weight of a polynomial is defined as the number
of nonzero terms in the polynomial. For example, the 1 + x*'67 +
x°'%% is a multiple of the FCS polynomial and has a Hamming
weight of three. All other polynomials of lower degrees have higher
weights. Such polynomials are important because if we add this
polynomial to any frame, (this corresponds to complementing Oth,
41678th, and 9163%9th data bits of the frame) the resulting FCS
would still come out OK. Thus, for frames with lengths greater than
or equal to 91640 data bits (11455 octets), the minimum Hamming
distance between two valid frames is three and the FCS can detect
only two and one data bit errors. Fortunately, this does not apply to
FDDI or IEEE 802 since they do not allow such long frames.

3) For frames size between 3007 data bits and 91639 data bits,
the minimum Hamming distance is four and the FCS detects all
three, two, or one data bit errors. This implies that for maximum
size FDDI frames (= 9000 symbols or 36000 data bits), the FCS
will not detect some four data bit errors. Examples of four data bit
errors that will not be detected can be constructed by complement-
ing the data bits i, / + 2215, i + 2866, and i + 3006 in any valid
frame. This is true for all values of i. Similarly, statements can be
made about other frame sizes by looking at the degree of polynomi-
als in Table VI. The maximum frame size for various minimum
Hamming distances are listed in Table VII, which is a corrected
version of that in [16]. From this table we see that if the frame
length is restricted to less than 375 octets, the minimum Hamming
distance is five.

4) There are 2¢ possible data bit patterns which are d data bit
long. Of these, only 2932 patterns have valid FCS. This is because
given any data bit pattern of d — 32 we can compute its FCS and
append it to make a valid d data bit pattern. Thus, the probability of
an)' randomly constructed d data bit pattern to have a valid FCS is
2973224 or 2732 or 2.33E-10.

S) If there are several data bits in error in a frame, the group of
data bits beginning from the first data bit in error up to the last data
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TABLE VIII
CompLETE List oF THREE Noise EVENTS NOT DETECTED BY THE
FDDI FCS
Noise 1 Noise 2 Noise 3 Probability
Symbol | Error Symbol | Error Symbol | Error For Large
Position | Pattern | Position | Pattern | Position | Pattern | Rings
B 1010 1+625 | 1111 1 + 3605 | 0010 3.29E-25
T 1000 $+ 1366 | 1001  + 6398 | 0010 1.58E-25
H 1001 £+ 1630 | 1001 i+ 5509 | 1000 2.12E-25
) 1111 1+ 1835 | 1001 i+ 8404 | 0101 1.79E-26
i 0010 141947 [ 1111 1+ 3096 | 1000 1.80E-25
i 1100 -+ 2239 | 00010110 | ¥ + 3289 | 0110 9.14E-25
| 0101 i+ 3881 | 00011000 | ¢ + 5609 | 0110 2.71E-25
1 1100 i+ 3882 | 0010 i+ 5609 | 1000 4.13E-25
' 00011000 | + + 4209 | 1111 i+ 8972 | 00010110 | 3.98E-28
1 1001 1+ 6092 | 0110 i 46340 [ 0101 2.43E-25
Total 2.74E-24

bit in error is called an error burst. The burst size b includes the
first and the last data bits (which are in error) and all intermediate
data bits (which may or may not be in error). The FCS polynomial
detects all error burst of size 32 or less. Thus, if several noise
events affect a frame such that the resulting error burst is less than
32 data bits, the FCS will detect it. The fraction of error bursts
larger than 33 data bits that are not detected is 2732, For bursts of
size exactly 33 data bits, this fraction is 273! [14]. This property
implies that all single noise events will be detected by the FCS since
the event would produces a burst of at most four data bits.

The above statements do not say anything about two noise events
that affect symbols far apart. One may suspect that some two noise
events will not be detected by the FCS. Fortunately, this is not so.
We know from the previous section, that there are only ten possible
error patterns. An exhaustive search using a computer program
showed that the FCS polynomial detects all possible two noise
events. Some combinations of three noise events are not detected.
For example, if we sequentially number the symbol positions of an
FDDI frame as 0,1, 2, - - - starting from the last symbol position of
the FCS field and proceeding backwards toward the FC field, and
we introduce error patterns 1010, 1111, and 0010 in positions
i, i+ 625, i + 3605, respectively, the resulting frame will still have
a valid FCS for all values of i. A complete list of other possible
three noise events that will not be detected is shown in Table VIII.
The search included the possibility that a symbol may be affected by
more than one noise events.

Also listed in the table are the corresponding probabilities. For
example, to compute the probability corresponding to the first line
of the table, we observe that only 5% of the data errors result in
error pattern 1010, 2.5% of data errors result in the error pattern
1111, and 5% of the data errors result in the pattern 0010. A frame
has (F — 50)/5 data symbols, therefore, 0 < i < (F — 50)/5 —
3605). The symbol error probability is 5p. Assuming that there are
L/2 links on an average between the source and destination, the
required probability is

P(Positions i,i+ 625,1i + 3605 are affected by error
patterns 1010, 1111, and 0010, respectively)

=3 (0.05 x 5p)(0.025 x 5p)(0.05 x 5p)(0.5L)

=Y (7.18125E - 3) p*(0.5L)
vi

F—50
= ( - 3605)(7.8125E -3)p*(0.5L)

F-50
( - 3605) (3.91E - 3) p3L.

The total probability of undetected errors is obtained by summing it
for all possible patterns listed in the table. For the largest size
frames this probability is 2.74E-24. For other frame sizes the
probability is approximately (3.89E-03) p>LF.

Using the computer program, we also tried to prepare a table of
four noise events that will not be detected. The table became too
large much before reaching completion. The incomplete part did
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TABLE IX
MaxiMuM FRAME S1ze VERsus DETECTED Noist EVEnTs on FDDI

# of Maximum Frame Size

Noise Symbols Octets

Events { Data | Non-data | Total

3 3006 10| 3106 | 1553

4 434 10| 444 | 222

5 30 10| 40 20

1}1{k|Fc [DA|sa|INFO||
Fes |T|T|Ris|R/S|Ris

Fig. 4. Two frames may merge to produce one valid frame.

verify the theoretical argument that the fraction of undetected four
noise events is 272, This being so, the probability of undetected
errors due to four noise events can be computed as follows:

P (Four noise events not causing symbol or FCS violations)

= (F75%) 0665)(1 - p) 201y

{0.4656 p(F — 50)}*(L12) (27 %2)
= 24
~ (2.28E - 13) p*F*L
~ (2.28E ~ 13) p*F*L.

On large rings with large frames, the probability of undetected
errors due to four noise events is 3.64E-30. Probabilities for larger
number of noise events can be calculated similarly.

The relationship between maximum frame size and the maximum
number of noise events per frame allowed on FDDI is shown in
Table IX. From this table we see that if the frame size is limited to
3106 symbols (3096 data symbols, four Idle symbols in the pream-
ble, and six control symbols for the delimiters and status indicators),
the FCS will detect all three noise events. For frames shorter than
444 symbols, the FCS will detect all four noise events. The corre-
sponding number for five noise events is 40 symbols.

XI. MERGING FRAMES

On a dual (counter-rotating) ring, dual attachment stations con-
nect to both (primary and secondary) rings. Some of these dual
stations, called concentrators, may offer additional attachment points
for other stations. The dual stations and concentrators can internally
reconfigure their data paths to allow stations to be added to the ring
or to be removed from the ring. If a station is allowed to go on/off
the ring improperly, frames or parts of frames on the fiber connect-
ing the station to/from the concentrator may be lost. It is possible to
lose parts of two frames such that the resulting data bit pattern is a
valid frame as shown in Fig. 4. Since the FCS is 32 data bits long,
the probability that any data bit pattern has a valid FCS is 2732 or
2.33E-10 or one in 4.34E + 9. In other words, one in every 4.34
billion merged frames will have a correct FCS. This may or may
not be acceptable depending upon the frequency of stations going
on/off the ring and the number of stations. To avoid frame merging,
it is recommended that the switching be done only during idle line
states or that a format error be forced on incomplete frames every
time a station goes on/off the ring.

XI. FALSE ENDING DELIMITER

FDDI uses a frame-ending delimiter of a single symbol 7.
However, with enhanced frame validity criteria, the 7" symbol must
be followed by an E indicator with value R. Thus, we need at least
two noise events changing two data symbols to a TR pair and create
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a false ending delimiter. If we examine this in more detail we find
that data symbols changing to TR result in three possible scenarios:

1) The T appears in FC, DA, or SA fields. This is counted as a
framing violation. The fraction of such false T is 130/(F — 50)
where 130 code bits (13 octets assuming 12 symbol addresses) of
the total F — 50 code bits constitute these fields. The remaining 50
code bits are used by the preamble, SD, ED, and FS fields.

2) The T appears in the second symbol of an octet in the INFO
field. This results in an odd number of data symbols between SD
and ED. This is also counted as frame violation. This fraction is
(F — 180)/(2 F). This approximates to about 50%.

3) The T appears in the first symbol of an octet in the INFO
field. This will result in a premature termination of the frame.
Again, this fraction is (F — 180)/2 F. In other words, about half of
the errors converting a data symbol to 7 will not be detected by
framing violations.

It is also possible that for some of these frames with false ED, the
FCS checks out OK! The probability of this is a product of the
possibility of the following events.

1) A noise event affects a data symbol.

2) The data symbol is the first symbol of an octet.

3) the data symbol becomes a T'.

4) Another noise affects the next data symbol.

5) The second data symbol becomes an R.

6) FCS is correct.

The probability of the second event is 0.5. That of the sixth event
is 2732, The probability of the third event is 4.84% (sum of 3.75%
and 1.09% in Table III), and that of the fifth event is 1.25% (note
that intersymbol errors result in R only if the previous symbol
becomes a data symbol, hence they are not added in this probability).
Thus,

P(UE due to false ED)
= (P(a data symbol in odd position becoming T))
(P(FCS OK))

(P (the next data symbol becoming an R))
F—180\(1\(L
= (0.0484 x Sp)(—s—) (5) (3)(2-32)(0.0125 X 5p)
= (1.76E — 13) p’LF

and

MT(UE due to false ED)
1 1

" (1.76E — 13)Bp’L

B
;(1.76E — 13) p’LF

For large rings and large frames, the probability of undetected
errors is 4.93E — 25 and the mean-time between undetected errors
is 2.31E + 13 yrs. This is acceptable for most applications.

XIII. FALSE STARTING DELIMITER

In FDDI, each frame starts with a JK symbol pair. It is possible
to have two or more noise events so that we get a valid starting
delimiter. Using the percentages specified in Table III and following
a methodology similar to that for the false ED, we can compute the
probability of undetected errors due to false SD as follows:

P(UE due to false SD)
L\ [(F- 180 1
= (0.0375 x 5p)(0.05 x 5 (_ )
)( P . )@
=~ (5.46E - 13) LFp?
and

1
MT(UE due to false SD) = m .
. - 74
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For large rings and large frames, this probability is 1.53E — 24 and
the mean-time between undetected errors is 7.47E + 12 years. This
may be considered acceptable for most applications. Further, the
starting delimiter is actually stronger than this since some of the
frames considered valid in the above analysis will have nonexistent
destination addresses and invalid frame control fields.

The analysis presented above assumes that JK code bit pattern
‘“1100010001°* appears on a symbol boundary. It does not account
for cases in which the pattern may appear at nonboundary positions.
FDDI PHY layer will recognize such nonboundary JK’s and estab-
lish a new symbol boundary for the remaining stream. Analysis of
such cases is currently underway and will be reported elsewhere
{10]. It should be pointed out though that such nonboundary cases
can be caused by a single noise event and are much more likely than
boundary cases analyzed here.

XIV. NEED FOR ENHANCED VALIDITY CRITERIA

The analysis presented so far assumed enhanced frame validity
criteria and frame-status indicator handling rules. In this section we
quantify the effect of these enhancements and justify their need.

In general, the enhancements guarantee that all noise events
required to create an undetected error must all appear on the same
link. This is because if the noise events happen on two different
links, the errors will be detected by the station at the end of the first
link and the frame will be marked invalid with E indicator set. It is
not possible for a single noise event to change S to an R.

If E indicator is not mandatory, the ending delimiter would
consist of a single symbol T A single noise event can change a data
symbol to 7 and potentially cause the frame to end prematurely.

P(UE due to false ED w/o enhancements)
L\(F—-180\/(1
- s x5 £) (2229

5 5) @
~ (2.82E - 12) pLF
and
MT(UE due to false ED w/o enhancements)
1

T @2 %E-12)pLB"

For large rings and large frames, the probability is 3.16E — 14.
This may be considered unacceptable for some applications.

Without the enhancements, the formula for undetected errors due
to FCS would also be different. Without the enhancements, E
indicator is not mandatory. It is possible for a frame without the E
indicator to be affected by noise events on three different links such
that after the third event the frame has a correct FCS and thus
results in an undetected error. Assuming that there are / links
between the source and destination, the probability of a single error
is pl and that of three errors is p*/°. Assuming all values of /
between 1 and L — 1 are equally likely, the average probabilty of
three noise events would be p3L%/4 (since average of
13,23,3%,--+ (L - 1) is approximately 1/4L). The approximate
expression for probability of undetected errors due to three noise
events is (1.95E — 03) p>L3F. Thus, the enhancements improve this
by a factor of 0.5L2.

XV. OTHER (OPTIONAL) ENHANCEMENTS

The principal reason for originally making all status indicators
optional was that some implementations of FDDI MAC’s may save
costs by not checking the frame status indicators. However, if the E
indicator becomes mandatory, the implementations may check the
next two frame status indicators A4 and C as well. The incremental
complexity to do this is small. Let us first analyze the impact of
making the A indicator mandatory.

A. Option 1: A Indicator Must Be R or S

This option would require that frame sending and receiving
stations will treat a frame as invalid whose A indicator is not R or
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S. In other words, if A indicator is not available it will be treated
the same way as if the E indicator was set. The A indicator is not
reset or set by any station. The receiving station sets the A
indicator if and only if it is an R.

A indicator checking is not an alternative to E indicator check-
ing. We assume that this option would be considered only if the E
indicator checking has already been implemented. Implementing this
option further reduces the probability of false ending delimiters. At
least three noise events are required to create a valid ending
delimiter. From Table III, we find that the probability of getting an
R/S from data symbols is 1.25 + 2.5 = 3.75%. Note that intersym-
bol errors can result in R/S only if the previous symbol becomes a
data symbol, hence they are not added in the above probability.

P(UE due to false ED with option 1)

- o x s 512) (1))

(0.0125 x 5p)(0.0375 x 5p)
= (3.30E - 14)p3LF
and

1

MT/(UE due to false ED with option 1) 5
;(3.301-: ~ 14) p°LF

1
(3.30E — 14)p°BL "

For large rings, the probability is 2.32E — 35 and the mean time
between undetected errors is 4.92E + 23 years. This rule reduces
the undetected error rate by a factor of 4.70E — 11. .

It must be pointed out that this option makes the ending delimiter
stronger than the FCS and the starting delimiter. Thus, even though,
the probability of undetected errors due to false ending delimiter
decreases considerably, the net undetected error rate remains close
to that due to false FCS or due to a false starting delimiter and does
not change. A indicator checking at the destination should, there-
fore, be optional rather than a requirement.

B. Option 2: C Indicator Must Be R or S

This rule would further strengthen the ending delimiter by requir-
ing that if C indicator is not -R or S, the frame be treated as
invalid. The effect of this is similar to that of the previous option,
i.e., the net gain of this rule is 4.70E — 11. Again, this reduces
undetected errors due to false ending delimiter but does nothing to
the total undetected error rate as that is now governed by the FCS
and the false starting delimiter and therefore, this rule should also
be optional.

XVI. SUMMARY

We have quantified the impact of various encoding and frame
format decisions for FDDI. In particular, the impact of NRZI
encoding, with 4b/5b coding, FCS polynomial, starting delimiter
JK, ending delimiter T, and optional frame status indicators on the
undetected error rates was analyzed in detail. The numerical results
for 4500 octet frames on large FDDI rings with 1000 links each
with a noise event probability (BER) of 2.5E — 10 are summarized
in Table X. By changing each of the three key parameters, namely,
noise event probability, number of links, and frame size, by a factor
of 10 and recomputing the result as shown in Table X, we can get a
sense of sensitivity of the result to these parameters.

The results of this analysis are as follows.

1) A single noise event that results in misjudging the optical
signal level during one code cell always results in two code bit
errors. This may result in one or two symbol errors and up to four
data bit errors.

2) For large rings, the frame loss rate or token loss rate may be
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TABLE X
SuMMARY OF ERROR RATES For FDDI RinGs
Quantity Unit | Large BER= 100 450 Octets
Rings 2.5E-11 Links Frame
P(Frame error) 1.13E-02 | 1.13E-03 | 1.13E-03 | 1.13E-03
MT(Frame error) ms |32 320. 320. 32.
P(Token loss per token rotatjon) 7.75E-06 | 7.75E-07 | 7.75E-07 | 7.75E-06
MT(Token loss on an idle ring) sec 229. 2288. 229. 229.
P(FCS not detecting 3 noise events) 2.74E-24 | 2.T4E-27 | 2.74E-25 | 0!
MT(FCS not detecting 3 noise events) | year [ 4.17E+12 | 4.17E+15 [ 4.17E+13 | co
P(FCS not detecting 4 noise events) 3.64E-30 | 3.64E-34 | 3.64E-31 | 3.49E-34
MT(FCS not detecting 4 noise events) | year | 3.14E+18 | 3.14E+22 | 3.14E+19 | 3.27E+21
P(UE due to false ED) 4.93E-25 | 4.93E-27 | 4.93E-26 | 4.75E-26
MT(UE due to false ED) year | 2.31E+13 | 2.31E+15 | 2.31E+14 | 2.40E+13
P(UE due to false SD) 1.53E-24 | 1.53E-26 | 1.53E-25 | 1.47E-25
MT(UE due to faise SD) year | 747E+12 | 7.47E+14 | 7.47E+13 | 7.75E+12
Without enhanced E indicator handling rules:
P(UE due to false ED) 3.16E-14 | 3.16E-15 | 3.16E-15 | 3.04E-15
MT(UE due to false ED) year | 362. 3616. 3616. 375.
P(FCS not detecting 3 noise events) 1.37E-18 | 1.37E-21 | 1.37E-21 |0t
MT(FCS not detecting 3 noise events) | year | 8.34E+06 | 8.34E+09 | 8.34E+09 | co
P(FCS not detecting 4 noise events) 1.45E-21 | 1.45E-25 | 1.45E-25 | 1.40E-25
MT(FCS not detecting 4 noise events) | year | 7.85E+09 | 7.85E+13 | 7.85E+13 | 8.17E+12
With optional A indicator handling rules:
P(UE due to false ED) 2.32E-35 | 2.32E-38 | 2.32E-36 | 2.30E-36
MT(UE due to false ED) year | 4.92E+-23 | 4.92E+26 | 4.92F+24 ‘ 4.97E+23
“Parameters if unspecified are: 1000 Links, BER=2.5E-10, 4500 octets frames.

! FCS detects all 3 noise events for frames shorter than 1553 octets.
Notation: P(.)=Probability of, MT(.)=Mean time between, UE=Undetected Error

too high for some applications and therefore it may be preferable to
use higher quality links, a smaller number of stations, or shorter
frames.

3) Several characteristics of FCS polynomial were investigated
and it was determined that it detects all one or two noise events and
that some three noise events may not be detected by the polynomial.
For frames of 1553 octets or shorter it can protect against all three
noise events.

4) A false starting delimiter of JK can be generated (on a
symbol boundary) by two noise events.

5) A false ending delimiter of TR can be generated by two noise
events.

6) If E indicator is not mandatory and if stations are allowed to
reset the E indicator, the undetected error rates due to false ending
delimiter may be unacceptable for some applications.

7) The A and C indicators may also be optionally checked.
However, it does not decrease the total probability of undetected
erTors.

ACKNOWLEDGMENT

We would like to thank several people who helped during this
analysis: B. Grow, B. Hawe, J. Hutchinson, C. Kaufman, B.
Spinney, D. Knudson, P. Koning, T. Lauck, D. Neuman, B.
Thompson, L. Weng, and H. Yang. We are also grateful to Mr. J.
Hamstra and another referee for several useful comments on an
earlier draft of this paper.

REFERENCES

[1] D. Dykeman and W. Bux, ‘“An investigation of the FDDI media-access
control protocol,”” in Proc. Fifth European Fibre Opt. Commun.
Local Area Networks Exp. EFOC/LAN’87, Basel, Switzerland,
June 3-5, 1987, pp. 229-236.

Fiber-Distributed Data Interface (FDDI) Token Ring Media Access
Control (MAC), American National Standard, ANSI X3.139-1987,
Nov. 5, 1986, 60 pp.

FDDI Physical Layer Protocol (PHY), Draft proposed American
National Standard, ANSI X3T9.5/83-15, Rev 15, Sept. 1, 1987.

R. M. Grow, “‘A timed token protocol for local area networks,”
presented at Electro’82, Token Access Protocols, paper 17/3, May
1982.

J. L. Hammond, J. E. Brown, and S. S. Liu, ‘‘Development of a
transmission error model and an error control model,”” Rome Air

[2]

3]
{4]

[51

[EEE TRANSACTIONS ON COMMUNICATIONS, VOL. 38, NO. 8, AUGUST 1990

Development Cent., Tech. Rep., RADC-TR-75-138, May 1975, 141

pp-

[6] Carrier Sense Multiple Access with Collision Detection (CSMA/CD),
1EEE Standard 802.3-1985, 143 pp.

[71 Token-Passing Bus Access Method and Physical Layer Specifications,
IEEE Standard 802.4-1985, 238 pp.

[8] Token Ring Access Method and Physical Layer Specifications, IEEE

Standard 802.5-1985, 89 pp.

R. Jain, ‘‘Performance analysis of FDDI token ring networks: Effect

of parameters and guidelines for setting TTRT, DEC Tech. Rep.,

DEC-TR-655, Sept. 1989, 14 pp.; also to appear in Proc. ACM

SIGCOMM Symp. Commun. Arch. Protocols, Philadelphia, PA,

Sept. 24-27, 1990.

——, ““More on error characteristics of fiber distributed data interface

(FDDI),”’ under preparation.

M. J. Johnson, *‘Reliability mechanisms of the FDDI high bandwidth

token ring protocol,”” in Proc. 10th IEEE Conf. Local Comput.

Networks, Oct., 1985, pp. 124-133.

A. Lauck, ‘“‘An analysis of CSMA/CD undetected error rates,”

presented at IEEE Project 802 Committee, Aug. 9, 1982, 7 pp.

J. R. Hamstra and R. K. Moulton, ‘‘Group coding system for serial

data transmission,”” U.S. Pat. #4 530 088, Sperry Corp., NY, July

16, 1985.

W. Peterson and E. Weldon, Error-Correcting Codes.

MA: M.L.T. Press, 1972.

T. Phinney and G. Jelatis, ‘‘Error handling in the IEEE 802 token-

passing bus LAN,”” IEEE J. Selec. Areas Commun., vol. SAC-1,

pp. 784-789, Nov. 1983.

T. L. Phinney, ‘‘Hamming distances of IEEE 802’s 32-bit FCS

mechanism,”’ presented at IEEE Project 802 Executive Committee,

June 18, 1985, 2 pp.

F. E. Ross and R.K. Moulton, ‘“‘FDDI overview—A 100 Mbit per

second solution,” presented at Electro’84, paper 2/1, May 1984.

K. C. Sevcik and M. J. Johnson, ‘‘Cycle time properties of the FDDI

token ring protocol,”” IEEE Trans. Software Eng., vol. SE-13, pp.

376-385, Mar. 1987.

J. F. Shoch, ‘‘Reliability and errors in Ethernet,”” in ‘‘Design and

performance of local computer networks,” Ph.D. dissertation, Stan-

ford Univ., CA, Aug. 1979, ch. 5. Available from the University

Microfilms International, Ann Arbor, MI.

J. N. Ulm, ‘“‘A timed token ring local area network and its perfor-

mance characteristics,”” in Proc. 7th IEEE Conf. Local Comput.

Networks, Feb. 1982, pp. 50-56.

*

Raj Jain (SM’89) received the B.E. degree from
A.P.S. University, Rewa, India, the M.E. degree
from Indian Institute of Science, Bangalore, India,
and the Ph.D. degree from Harvard University,
Cambridge, MA, in 1972, 1974, and 1978, respec-
tively. His Ph.D. dissertation, entitled ‘‘Control
Theoretic Formulation of Operating Systems Re-
source Management Policies,”” was published by
Garland Publishing, Inc. of New York in their
‘‘Outstanding Dissertations in the Computer Sci-
ences’’ series.

Since 1978, he has been with Digital Equipment Corporation, where he
has been involved in performance modeling and analysis of a number of
computer systems and networks including VAX Clusters, DECnet, Ethernet
and FDDI. Currently, he is a Consulting Engineer in the distributed Systems
Architecture and Performance Group. He is known for introducing the
packet train model of network traffic along with several congestion control
and avoidance schemes. He spent the 1983-1984 academic year on a
sabbatical at Massachusetts Institute of Technology doing research on the
performance of networks and local area systems. Since then he has taught a
graduate course on computer systems performance techniques at M.I.T. and
is writing a textbook on the subject to be published by Wiley-Interscience,
NY.

Dr. Jain is a member of Association for Computing Machinery, Mathe-
matical Association of America Society for Computer Simulation, and
Operations Research Society of America.

9

(10]

[11]

[12)

[13]

[14] Cambridge,

[15]

[16]

171

[18]

[19]

[20]






