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Trend 1: Smart Everything
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What’s Smart?

A Old: Smart = Can think = Can compute
A Now: Smart = Can Communicate = Networking

a Smart Grid, Smart Meters, Smart Cars, Smart homes, Smart
Cities, Smart Factories, Smart Smoke Detectors, ...

“‘;

Think Communicate Not-Smart Smart
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ICT

A 7-Layer Model of 1oT

Services Energy, Entertainment, Health, Education, Transportation, ...
Apps and SW SDN, SOA, Collaboration, Apps, Clouds
Analytics Machine learning, predictive analytics, Data mining, ... .
B N
5 5
Integration Sensor data, Economic, Population, GIS, ... R g
h
g
Interconnection DECT/ULE, WiFi, Bluetooth, ZigBee, NFC, ... =
Acquisition Sensors, Cameras, GPS, Meters, Smart phones, ...
Market Smart Grid, Connected home, Smart Health, Smart Cities, ...
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ICT

A 7-Layer Model of Smart Cities

Services Energy, Entertainment, Health, Education, Transportation, water, ...
Apps and SW SDN, SOA, Collaboration, Apps, Clouds
Analytics Machine learning, predictive analytics, Data mining, ...
>
£ N
5 5
Integration Sensor data, Economic, Population, GIS, ... R g
h
g
Interconnection DECT/ULE, WiFi, Bluetooth, ZigBee, NFC, ... =
Acquisition Sensors, Cameras, GPS, Meters, Smart phones, ...
Infrastructure Roads, Trains, Buses, Buildings, Parks, ...
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Areas of Research for IoT/Smart Cities

1. PHY: Smart devices, sensors giving real-time information

2. Datalink: WiFi, Bluetooth, ZigBee, IEEE 802.15.4, ...
Broadband: DSL, FTTH, Wi-Fi, 5G, ...

3. Routing: Mesh networking, ...

4. Analytics: Big-data, data mining, Machine learning,
Predictive analytics, ...

5.  Apps & SW: SDN, SOA, Cloud computing, Web-based
collaboration, Social networking, ...

6. Applications: Remote health, On-line education, on-line
laboratories, ...

7. Security: Privacy, Trust, Identity, Anonymity, ...

Washington University in St. Louis ©2016 Raj Jain




IoT is a Data ($) Mine

| THINK MY NEST SMOKE
ALARM IS GOING OFF.
GOOGLE ADWORDS JUST
PITCHED ME A FIRE
EXTINGUISHER AND AN OFFER
FORTEMPORARY HOUSING.
Ea
Vi

ggé
| B3
Ref: https://www.pinterest.com/iofficecorp/humor/ ® mGrI(ETDG n lSt.CI:FITI
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Top Inhibitors to the Adoption of the IoT

Lowest Mid-Level Highest Priority

Security concerns 11
Privacy ] >

Lack of a compelling business case 13

Obtaining staff and skills to create

the loT strategy and systems 15

Dealing with new and untried

technology and service providers 17

Risks associated with business

change and new business models 20

Work force resistance to new
technologies, practices or processes

N
o

Competitors who will be more
innovative or more rapid in their 44
exploitation of the loT than us

0% 20% 40% 60% 80% 100%
Percentage of Respondents

Ref: D. Mishra and E. Perkins, “Address Cybersecurity Challenges Proactively to Ensure Success With Outsourced IoT Initiatives,”
Gartner, May 2015, 10 pp.
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Internet of Harmful Things

Imagine, as researchers did
recently at Black Hat,
someone hacking your
connected toilet, making it
flush incessantly and
closing the lid repeatedly
and unexpectedly.

Ref:

Washington University in St. Louis

10


http://www.computerworld.com/article/2486502/�security0/worm-may-create-an-internet-of-harmful-things--says-symantec--take-note--amazon-.html
http://www.computerworld.com/article/2486502/�security0/worm-may-create-an-internet-of-harmful-things--says-symantec--take-note--amazon-.html

Current loT Security

a HP Study
» 80% had privacy concerns
» 70% lacked encryption
» 60% had insecure updates
a Symantec Study:
> 1/5™ of Apps did not use SSL (Secure transfers)

» None of the devices provided mutual (gateway)
authentication

» No lock-out/delaying measures against repeated attacks
» Common web application vulnerabilities
» Firmware upgrades were not encrypted

Ref:

Ref: M. Barcena and C. Wueest, “Insecurity in the Internet of Things,” Symantec, March 2015,
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10T Security: Popular Approach

I have finished studying other companies’
[oT Security strategies. “Close your eyes
and hope for the best!” seems to be the most
popular.

@&

Ref:
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Attack Surface

IoT Devices

IoT wireless access technology: DECT, WiF1, Z-wave, ...
IoT Gateway: Smart Phone

Home LAN: WiF1, Ethernet, Powerline, ...

IP Network: DNS, Routers, ...

Higher-layer Protocols

Cloud

Management Platform: Web interface

Life Cycle Management: Booting, Pairing, Updating, ...

@

Things Access | | Gateway | [ WAN | [ Cloud Users
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Past: Data in the Edge

a To serve world-wide users, latency was critical and so
the data was replicated and brought to edge

Users Distributed Content Caches

SI9AJDS oM UO
pP31S0Y 1Ualu0)/32IAIBS
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Trend: Computation in the Edge

A To service mobile users/IoT, the computation needs to

W.

come to edge = Micro-cloud on the tower
— Mobile-Edge Computing

Micro-Clouds

Users

ashineton University in St. Louis http:/www.csNSWOTK /- jain/talks/ iot nsf.htm ©2016 Raj Jain
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Trend: Multi-Cloud

a Larger and infrequent jobs serviced by local and
regional clouds = Fog Computing

Micro-Clouds Regional
Clouds

Users

Local
Clouds

Network
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Past: Software Defined Networking

O Network can be managed w/o worrying about individual device

hardware %& Network Manager

Users Network Controller

Network
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Trend: Software Defined Multi-Cloud
Application Delivery

Application
Developer/Manager/User
Regional

Users Multi-Cloud Application Manager . Clouds

Local
Clouds

Network
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Mobile Healthcare Use Case

Medical Application
Service Provider
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Trend: Adaptive Everything

O Smart = Connected

a Adaptive = Machine Learning
Aka “Intelligent”
Aka “Autonomous”

a Adaptive Security

3 Proactive fault diagnosis

Washington University in St. Louis ©2016 Raj Jain
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Trend: Personal Clouds

a Digital Mesh: All “Things” belonging to a person
» Computing and communication, Wearables, transportation
> Social interactions, Communities, Business, ...
a Analytics of information, machine learning
a Personal Clouds = “Smart” personal environments
O Autonomous Personal Assistants = Predicts personal needs
a Same applies to families, communities, and cities

p
G

Smart Person (}mmunltles Smart Cities
Smart Dev@/
Washington University in St. Louis ©2016 Raj Jain
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Hype Cycle of Emerging Technologies 2015

expectations Advanced Analytics With Self-Service Delivery
Autonomous Vehicle
-‘ Srart Advisors Intermet of Things & .
;> Micro Data Centers Speech-to-Speach Translation
Digital Dexterity Machine Leaming <==
==} Software-Defined Security Wearables

Cryplocurrencies
Consumer 30 Printing

Meurcbusi
S Natural-Language Question Answearing

Citizen Data Science
Biochips

laT Platform
Connected Home
Affective Computing

| Smart Robots

3D Bicprinting Systems for Organ Transplant
Volumetric Displays

Human Augmentation

Erain-cnmputar Intarface

Cuantum Computing

Bicacoustic Sensing

Hybrid Cloud Computing

Augmented Reality Enterprise 30 Printing

Gesture Contral

Yirtual Reality
Cryptocurrency Exchange Aytenomous Field Vehicles

People-Literate Technology

Digital 3 i
ey Wirtual Parsenal Asﬁislanﬂ<=
Smart Dust
As of July 2015
‘ SOV :1?:1::; Trough of Slope of Enlightenment Plateau of
Trigger Expectations Disillusionment Froductivity
time =
Ref: Gartner, “Hype Cycle of Emerging Technologies 2015,” July 2015, http://www.gartner.com
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1. IoT research areas are easy via the 7-layer model

2. IoT has brought in research 1ssues 1n every layer:
Sensors, datalink, routing, applications, analytics.

3. Security and privacy are most important
4. Computation 1s moving to the Edge

— Fog Computing = Mobile-Edge Computing
5. SDN concepts need to move up a layer —

from Virtualizing routers to Virtualizing clouds

Washington University in St. Louis ©2016 Raj Jain
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Acronyms

a GB Gigabyte

a IEEE Institution of Electrical and Electronic Engineering
a IETF Internet Engineering Task Force

a IoT Internet of Things

a IP Internet Protocol

a IRTF Internet Research Task Force

a ITU International Telecommunications Union

O LAN Local Area Network

a LTE Long Term Evolution

O MHz Mega Hertz

O OpenADN  Open Application Delivery Networking

a SDN Software Defined Networking

a TCP Transmission Control Protocol

a TV Television

a VM Virtual Machine

O WAN Wide Area Network

a WiFi Wireless Fidelity
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