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1. My story
2. My Research (A view from a 3000 ft)
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Childhood

Father: Shri
Shanti Lal Jain
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Family Businesses

......
iy

a Father: Jeweler

2 My cloth store
(at the age of 11)
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Mother:
Smt. Sulochana
Devi Jain
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7



B. E.: Govt. Engineering College, Rewa

—

Prof. N. L. Jain
Returned from Florida State University
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M.E.: Indian Institute of Science, Bangalore

Indian Institute of Science
Bangalore

fiQ8 8 o o Prof. M. R.
; FYPER —BR-E Y ¥ W W W I1SC

Returned from
ESE/WUSTL
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Ph. D.: Harvard University

Prof. Raman Mehra

Prof. Ugo Gagliardi

Q Thesis: “Control Theoretic Formulation of Operating Systems
Resource Management Policies,” Outstanding Dissertations in
the Computer Sciences Series, Garland Publishing Company,
New York, N Y 1978
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1978 - Digital Equipment Corporation

y Dr. Linda erght

a High-speed (10 Mbps) Ethernet WI|| congest the network
— DECDbit Congestion Avoidance
= ECN bits in IP/TCP

Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/iots_cox.htm ©2016 Raj Jain

11



1983 - Visiting Scholar at M.1.T.
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i Prof. Fernando Corbato

0 Designed and taught a course on
“The Art of Computer Systems Performance Analysis”
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The Book

Winner of “Best-Advanced How-to Book, Systems ” Award
from Computer Press Association
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1993 — Ohio State Unlver5|ty

OHIO
SIAIE

UNIVERSITY

\We7 N

Q Participation in “ATM Forum”
= 1999 siliconindia Leadership Awards for Excellence and
Promise in Business and Technology

Washington University in St. Louis ©2016 Raj Jain
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2000-2005: Nayna Networks
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1024-port All-Optical Switch
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2005 - WUSTL
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CISCO.

BROADCOM. % Prof. Jon Turner

Ve

Q Thanks also to:

> Dean Ralph Quatrano, Dean Aaron Bobick, Prof. Roch
Guerin, Prof. Jerry Cox

> My colleagues, friends, and students
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2 Neelu, Papa (Father-in-Law), Sameer, and Amit
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Trend: Smart Everything

Smart ace

Smart IndUstries

Smart ities

Washington University in St. Louis
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What’s Smart?

a Old: Smart = Can think = Computation
= Can Recall = Storage

2 Now: Smart = Can find quickly, Can Delegate
= Communicate = Networking

a Smart Grid, Smart Meters, Smart Cars, Smart homes, Smart
Cities, Smart Factories, Smart Smoke Detectors, ...

Not Smart  Smart
Washington University in St. Louis ©2016 Raj Jain
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Gartner Hype Cycle 2015

Advanced Analytics With

A self-Service Delivery
Smart Advisors
Micro Data Centers
Digital Dexterity
SD5ec

Meurchusiness
Citizen Data

Interfacs

Brain-Computer

Autonomous Vehices

Internet of Things
Speech-to-Speesch Translation

Machine Learning

earables

Cryptocumencies

Consurmer 30 Printing
Matural-Language

Science Cuestion Answering
2 | |oT Flatform
o |Affective
] .
B Computing Smart Robots (Q Hybrid Cloud Computing
. A0 Bioprinting Volumetric | gm—
E- Systems for Displays
¥ |Crgan Human | Enterprise 2D Frinting
Transplant Augmentation Augmented

Gesture Control

Wirtual Reality
Autocnomous Field YWehides

Reality

Cuantum Computing
Bicacoustic Sensing Cryptocumency
Pecple-Literate Technology Exchange
Digital Security

Wirtual Ferscnal Assistants

Smart Dust

H,_‘I" _ir
. i . e . Plat f
VC investment §  Acquisitions Mass Production  pouuctiity
+«—— By large corporations >

Ref: Gartner, “Hype Cycle for Emerging Technologies, 2015,” July 2015, [Available to subscribers only], hitp://www.gartner.com/
document/3100227?ref=QuickSearch&sthkw=hype%20cycle%202015&refval=156919648&qid=fe61993355944acelc8c0lec2df676d9
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Google Trends

Obama invests

$3.4B in Smart Grid Google buys
Oct 27, 2009 Nest for $3.2B
Jan 13, 2014

|

0 Around for 10 years

0 |IERC-European Research Cluster on the Internet of Things funded under 7t
Framework in 2009
= “Internet of European Things”

Q US interest started in 2009 w $3.4B funding for smart grid in American
Recovery and Reinvestment Act of 2009

Washington University in St. Louis ©2016 Raj Jain
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10T is a Data ($) Mine

| THINK MY NEST SMOKE
ALARM IS GOING OFF.
GOOGLE ADWORDS JUST
PITCHED ME A FIRE
EXTINGUISHER AND AN OFFER
FORTEMPORARY HOUSING.

Ref: https://www.pinterest.com/iofficecorp/humor/ ® marke’rc:mmsf.ccrm
Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/iots_cox.htm
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Computing vs. loT

Millions of Units

25,000 -
20,000 -
loT devices
generating data
15,000 -
10,000 4 Human-centric devices
generating data
B - = = .
5,000 -
U T T T T T T 1
2013 2014 2015 2016 2017 2018 2019 2020

—&— PC, Notebook, Ultramobile and Mobile Phones —o—loT

a 21 Billion devices by 2020

Ref: M. Moran, "Why the Internet of Things Will Dwarf Social (Big Data)," Gartner Report #G00289622, February 2016
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ICT

A 7-Layer Model of loT

Interconnection

DECT/ULE, WiFi, Bluetooth, ZigBee, NFC, ...

Acquisition

Sensors, Cameras, GPS, Meters, Smart phones, ...

Services Energy, Entertainment, Health, Education, Transportation, ...

Apps and SW SDN, SOA, Collaboration, Apps, Clouds

Analytics Machine learning, predictive analytics, Data mining, ... -
3

Integration Sensor data, Economic, Population, GIS, ... 3

Management

Market

Smart Grid, Connected home, Smart Health, Smart Cities, ...

Washington University in St. Louis

©2016 Raj Jain
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ICT

A 7-Layer Model of Smart Cities

Interconnection DECT/ULE, WiFi, Bluetooth, ZigBee, NFC, ...

Acquisition Sensors, Cameras, GPS, Meters, Smart phones, ...

Services Energy, Entertainment, Health, Education, Transportation, water, ...

Apps and SW SDN, SOA, Collaboration, Apps, Clouds

Analytics Machine learning, predictive analytics, Data mining, ... -
3

Integration Sensor data, Economic, Population, GIS, ... 3

Management

Infrastructure Roads, Trains, Buses, Buildings, Parks, ...

Washington University in St. Louis
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Areas of Research for loT

1.

PHY': Smart devices, sensors giving real-time information,
Energy Harvesting

2. Datalink: WiFI, Bluetooth, ZigBee, 802.11ah, ...
Broadband: DSL, FTTH, Wi-Fi, 5G, ...

3. Routing: Multiple interfaces, Mesh networking, ...

4. Analytics: Big-data, data mining, Machine learning,
Predictive analytics, ...

5. Apps & SW: SDN, SOA, Cloud computing, Web-based
collaboration, Social networking, HCI, Event stream
processing, ...

6. Applications: Remote health, On-line education, on-line
laboratories, ...

7. Security: Privacy, Trust, Identity, Anonymity, ...

Washington University in St. Louis ©2016 Raj Jain
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Top Inhibitors to the Adoption of the loT

Sum
Cybersecurity 15 51%
Integration 43%
Determining and managing business requirements 36%
Analytics 319%
Networking and communications
28%
Orchestration of workflows and processes
) 27%
Architecture
0
Data management =
Device management 20%
Application development 13%
Other 3%
0 10 20 30 40 50 60

Percentage of Respondents
mRank 1 mRank 2 =Rank 3

Ref: B. Lheurex, et al, “Survey Analysis: Users Cite Ambitious Growth and formidable Technical Challenges in 10T Adoption,”
Gartner Report #G00300127, March 2016,
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loT Security: Popular Approach

| have finished studying other companies’
0T Security strategies. “Close your eyes
and hope for the best!” seems to be the most
popular.

A"‘-—:—
) (

‘h——-__-
-

f
——— :
p—— e
I —— -
— T e————

e ————

=

AR

28



\
Internet of Harmful Things

Imagine, as researchers did
recently at Black Hat,
someone hacking your
connected toilet, making it
flush incessantly and
closing the lid repeatedly
and unexpectedly.

Ref:

Washington University in St. Louis
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DEFCON 2015

| Jain

©2016 Raj
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Ref:
Washington University in St. Louis

DEFCON 2015 (Cont)

Hacking a Linux rifle
Hacking smart safes
Wirelessly steal cars
Hack a Tesla

Hack ZigBee
Hacking 10T baby monitors

Hacking FitBit Aria

Cracking crypto currency

Hack out of home detention

Insteon’s false security

Hacking RFID, NFC

DARPA Cyber Grand Challenge $2M

©2016 Raj Jain
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Attack Surface

loT Devices
loT wireless access technology: DECT, WiFi, Z-wave, ...
loT Gateway: Smart Phone

Home LAN: WiFi, Ethernet, Powerline, ...

IP Network: DNS, Routers, ...

Higher-layer Protocols

Cloud

Management Platform: Web interface

Life Cycle Management: Booting, Pairing, Updating, ...

1.
2.
3.
4.
S.
6.
7.
8.
9.

Things Access | | Gateway | [ WAN Cloud Users
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Trend: Computation in the Edge

2 To service mobile users/loT, the computation needs to
come to edge = Micro-cloud on the tower
— Mobile-Edge Computing

Micro-Clouds

W,
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Trend: Multi-Cloud

2 Larger and infrequent jobs serviced by local and
regional clouds = Fog Computing

Micro-Clouds Regional
Clouds

Network
Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/iots_cox.htm ©2
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Mobile Healthcare Use Case
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W,

Summary

T
Smart # High-Speed Computation,
Smart # Big Data Storage,

Smart = Networked

Computation is moving to the Edge

= Fog Computing

— Multi-Cloud/Inter-Cloud

Our MCAD abstracts/virtualizes the cloud interfaces

and allows automated management of security and
other policies of multi-cloud applications

ashington University in St. Louis ©2016 Raj Jain
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Happy Birthday

Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/iots_cox.htm ©2016 Rai Jai
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