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2 Limitationsof current Internet Protocol (1P)
2 How many addressesdo we need?

2 Featuresof new |P
o Address Allocation
a Provider selection
o Mobility
o Autoconfiguration
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| P Addr esses

2 Example: 164.107.134.5

=10100100: 01101011 : 1000 0110 : 0000 0101
=A4.6B:86:05 (32 bits)

M aximum number of address=232=4Billion
Class A Networks: 15 Million nodes

ClassB Networks: 64,000 nodesor less

Class C Networks: 250 nodes or less

4
4
4
4
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| P Address

1 ClassA* 0 Network Local
1 4 24 bits
1 Class B 100 Network Local
2 14 16 bits
0 Class C: 110 Network L ocal
3 21 8 hits
0 ClassD: 1110| Host Group (Multicast)
4 28 bits
2 Local = Subnet + Host (Variablelength)
Router 4 Router
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| P AddressFor mat

2 Threeall-zeronetwork numbersarereserved

0 127 ClassA + 16,381 ClassB + 2,097,151 ClassC
networks= 2,113,659 networkstotal

2 ClassB ismost popular.

2 20% of Class B were assigned by 7/90 and doubling every
14 months P Will exhaust by 3/94

2 Question: Estimate how bigwill you become?
Answer: Morethan 256!
ClassCistoosmall. ClassB isjust right.

TheOhio State University




Band-Aids

2 Allow anetwork to have multiple class C addresses

0 Routerskeep routesfor each network
b Multipleaddresses b long routing tables

o Many routerswere unableto keep track of all address
o Longrouting update messages
2 SubdivideoneClass A addressamong regional providers

2 Recycle unused addresses
(only 2.5% of Class B network space was used)

2 Whole address spacewill be exhausted by 2008 to 2018
2 CIDR Route Aggregation
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ThreePossiblel P Death Scenario

Year Networks Computers

1980 10 107
1990 10° 10°
1997 10° 10°

2 Nomoreaddresses

2 Nomorenetwork numbers

2 Too big routing tablesand routing messages

2 Band-aidsfor mobility, integrated services, security
Q 1n12/1987: Network number shortage[Callon]

TheOhio State University




How M any Addresses
DoWeNeed?

10 Billion people by 2020
Each person will be served by more than one computer
Assuming 100 computersper person P 1012 computers
More addresses may berequired since

o Multipleinterfacesper node

o Multiple addresses per interface
Some believe 2° to 28 addresses per host
Safety margin b 10'° addresses
|Png Requirements b 102 end systemsand 10° networks
2 Desirable10'2to 10*° networks

I R T
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AddressSize

H Ratio =10og,,(number of objects)/availablebits
2" objectswith n bits: H-Ratio = log ;2 = 0.30103

French telephone moved from 8to 9 digitsat 107
householdsP H =0.26 (assuming 3.3 bits/digit)

U Stel ephone expanded areacodeswith 108 subscribers
b H=0.24

SITA expanded 7-character address at 64k nodes

P H=0.14 (assuming 5 bits/char)

Physics/space science net stopped at 15000 nodesusing
16-bit addressesp H =0.26

3 Million Internet hostscurrently using 32-bit addresses
P H=0.20 b A few moreyearsto go
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| Pv6 Addr esses

2 128-bitlong. Fixed size

a 2128=3.4x103% addresses
P 665x10%! addresses per sq. m of earth surface

If assigned at therate of 109/, it would take 20 years

Expected to support 8x1017 to 2x1033 addresses
8x10 b 1,564 addressper sg. m

Assignedto Interfaces. Allowsmultipleinterfacesper host.
Allowsmultipleaddressesper interface

Allows unicast, multicast, anycast

Allows provider based, site-local, link-local

2 85% of the spaceisunassigned

O O

0 O 0 O
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Colon-Hex Notation

a Dot-Decimal: 127.23.45.88
a Colon-Hex: FEDC:0000:0000:0000:3243:0000:0000:ABCD
o Can skip leading zeros of each word

o Can skip one sequence of zero words, e.g.,
FEDC.::3243:0000:0000:ABCD
1:3243:0000:0000:ABCD
3243:0000:0000:ABCD::

o Canleavethelast 32 bitsin dot-decimal, e.g., ::127.23.45.88
o Canspecify aprefix by /length, e.g., 2345:BA 23:7000::/40
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| nitial | Pv6 Prefix Allocation

Allocation Prefix Allocation  Prefix
Reserved 00000000 | Unassigned 101
Unassigned 00000001 | Unassigned 110

NSAP 0000001 | Unassigned 1110

|PX 0000010 | Unassigned 11110
Unassigned 0000011 | Unassigned 111110
Unassigned 0000 1 Unassigned 1111110
Unassigned 0001 Unassigned 11111110
Unassigned 001 Unassigned 111111100
Provider-based 010 Link-Local 1111111010
Unassigned 011 Site-Loca 1111111011
Geographic 100 Multicast 11111111
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Provider-based Unicast Addresses

3 | nbits |, mbits 0 bits pbits |125-m-n-0-p
010|Registry ID‘Provider | D|Subscriber ID|Subnet ID| Interface ID

Q 5-bitRegistry: 18 b InterNIC,8 b RIPENCC,
14P APNIC,10 P IANA

2 Variable size partitions
2 Multiplesubnetsper physical links
2 Onesubnet cannot span multiple physical links
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| ocal-Use Addresses

a Link Local: Not forwarded outsidethelink, FE:80::xxx

10 bits n bits 118-n
1111111010 0 Interface 1D

a SiteLocal: Not forwarded outsidethesite, FE:CO::xxx

10 bits nbits, mbits 118-n-mbits
1111111011 O SubnetID |InterfacelD

2 Providesplug and play
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Multicast Addresses

8 bits 4 bits 4 bits 112 bits
11111111 Flags Scope Group ID
0|0|0(T

Q2 T=0pP Permanent (well-known) multicast address,
1P Transient

Q Scope:
2 1 Node-locdl
a 2 Link-local
a 5 Site-local
o 8 Organization-local
o EGlobal
0 Predefined: 1 b All nodes, 2 b Routers, 1:0 b DHCP servers
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Multicast Addresses(Cont)

2 Example: 43 b Network Time Protocol Servers
o FFO1::43 P All NTPserversonthisnode
o FFO02::43 b All NTPserversonthislink
o FFO5::43 b All NTPserversinthissite
o FF08::43 b All NTPserversinthisorganization
o FFOF::43 b All NTPserversinthelnternet
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| PVersion Numbers

Assigned by Internet Assigned Number Authority (IANA)
Version 1-3werenever formally assigned

|Pv4: Current IP

|Pv5: ST

|Pv6: |P - The Next Generation (based onaTV show)

|Pv7: Initial next generation (One of thel AB documents
iIncorrectly reported current version as6)

I W A O EO
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Header

Q |IPv6:

Version| Priority Flow Label
Payload Length Next Header HopLimit

Source Address
Destination Address

a IPv4.

Verson IHL |Typeof Service Total Length
|dentification Flags Fragment Offset
TimetoLive Protocol Header Checksum
Source Address
Destination Address
Options Padding

Ra] Jain
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| Pvo vs | Pv4

a 1995vs 1975
| Pv6 only twicethe size of |Pv4 header

2 Only version number hasthe same position and meaning as
inPv4

Removed: header length, typeof service, identification,
flags, fragment offset, header checksum

Redefined: length, protocol type, timetolive
Added: Priority and flow label

All fixed sizefields.

No optional fields. Replaced by extension headers.
8-bit hop limit = 255 hops max (Limitslooping)

2 Next Header =6 (TCP), 17 (UDP),
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Protocol and Header Types

Decimal Keyword Header Type
HBH Hop-by-hop (1Pv6)

1 ICMP Internet Control Message (I Pv4)
2 IGMP Internet Group Management (1Pv4)
2 ICMP Internet Control Message (IPv6)
3 GGP Gateway-to-Gateway

4 |P IPin IP (IPv4 Encaptulation)

) ST Stream

6 TCP

17 UDP

29 |ISO-TP4

43 RH Routing Header (IPv6)

44 FS Fragmentation Header (IPv6)
45 IDRP Interdomain Routing

51 AH Authentication header (1Pv6)
52 ESP Encrypted Security Payload

59 Null No next header

60 |SO-1P CLNP

88 IGRP

89 OSPF Open Shortest Path First

Ra Jain
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Extension Headers

Base |Extension Extension
Header | Header 1 Header n

Data

M ost extension headersare examined only at destination
Routing: Loose or tight sourcerouting

Fragmentation: All IPv6 routerscan carry 536 Byte payload
Authentication

Security Encaptulation: Confidentiality

Hop-by-Hop Option: Special optionsthat require processing
at every node, e.g., jumbogram option for packets|onger
than 64 kB

I W A O EO

2 Destination Options:
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RoutingHeader

Next Header | Routing Type | Num. Address | Next Address
Reserved Strict/Loosebit mask
- Address1 .
- Address?2 .
Addressn

Q Strict P Discardif AddressNext-Address| * neighbor
2 Type=0b Current sourcerouting
2 Type>O0b Policy based routing (later)

2 New Functionality: Provider selection, Host mobility, Auto-
readdressing (routeto new address)

TheOhio State University
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Provider Selection

Possi bl e using routing extension header
Source specified intermediate systems
No preference: H1, H2

P1 Preferred: H1, P1, H2

H1 becomesMobile: H1, PR, P1, H2

0 0O 0 0 O
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Proxy Servers

Proxy
Server

Mobile
Host

2 Mobile hosts asks another node(s) to serve asaproxy
2 Multipleproxy serversshould synchronizetheir behavior
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Address Autoconfigur ation

Allowsplug and play

BOOTPand DHCPareusedinIPv4
DHCPng will be used with [Pv6
Two M ethods: Statel essand Stateful
Statel ess:

o A system useslink-local addressas source and
multicaststo "All routersonthislink"

0 Router repliesand providesall the needed prefix info
o All prefixeshaveaassociated lifetime

o System can uselink-local address permanently if no
router

0 0O 0 0 O
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Address Autoconfiguration (Cont)

o Twolifetimes: Valid> preferred
o Prefix cannot beused after valid lifetimeexpires

o Prefix can beused after preferred lifetimeexpiresbut it
1S better to choose other addresses

2 Duplicate Detection: Send to self
Q Stateful:
o Problemw statel ess. Anyone can connect

0 Routersask the new system to go DHCP server (by
setting managed configuration bit)

o System multicaststo"All DHCP servers'
o DHCPserver assignsan address
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Transition M echanisms

2 Dual-IPHosts, Routers, Nameservers

2 Tunneling IPv6 over |Pv4

2 Hostsand Routers can begradually upgraded to | Pv6

2 ltisbetter (though not required) to upgrade routers before

upgrading hosts * Dual
Application C/ CO

TCP

|Pv4||| IPv6

Ethermet f
-
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Transition M echanisms(Cont)

2 Domain Name Server (DNS) recordswill tell hostswhich
|Pto usefor adestination

2 IPv4 addressesuserecordtype” A" with 32-bit addresses

2 IPvewill userecordtype"AAAA" (quad-A) with 128-bit
addresses

2 DNSserversmay be upgraded to provide the new record
type but may use | Pv4 for communication

2 |Pv6 hosts may also use manually configured host tablesif
no upgraded DN S server
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Application | ssues

M ost application protocolswill haveto beupgraded
FTP,SMTP, Telnet, Rlogin

27 of 51 Full Internet standards, 6 of 20 draft standards, 25
of 130 proposed standardswill berevised for |Pv6

No checksum b checksum at upper layer ismandatory,
evenin UDP

non-1ETF standards. X-Open, Kerberos, ... will beupdated
Should be ableto request and receive AAAA DNSrecords

May want to take advantage of new features. Security, flow
control, encryption, ...

Extensionto TCP socket interface hasalready been
developed
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| mplementations

4.4-liteBSD by USNaval Research Laboratory (NRL)
UNIX, OPEN-V M Sby Digital Equipment Corporation.
DOS/'WINDOWSby FTP Software

HP-UX SICS (Swedish I nstitute of Computer Science)
Linux

NetBSD by INRIA Rocquencourt

Solaris2 by Sun

Streamsby M entat

Routers. BayNetworks, Cisco, Penril Datability Networks

Completelistin
http://www.playground.sun.com/pub/ipng/html/ipng-

Implementations.htmi
TheOhio State University Ra] Jain
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Q |IPv6 uses128-bit addresses

2 Allows provider-based, site-local, link-local, multicast,
anycast addresses

2 Fixed header size. Extension headersinstead of options.
Extension headersfor provider selection, security

2 Allows auto-configuration

2 Dual-IProuter and host implementationsfor transition

TheOhio State University
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Books

a C.Huitema, "IPv6: TheNew Internet Protocol," Prentice-
Hall, 1996, 188 pp.

2 S.Bradner, A. Mankin, Ed., "IPng: Internet Protocol Next
Generation," Addison-Wesley, 1995, 307 pp.

2 D.E.Comer,"Internetworkingwith TCP/IP, Vol 1.
Principles, Protocols, and Architecture," Chapter 29, 3rd
Ed., Prentice-Hall, 1995, pp. 489-510.
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RFCs

RFCs can be obtained via ftp://ds.internic.net/rfc/rfcnnnn.txt,
where nnnnisthe RFC number in [] below.

2 [1897] R. Hinden, J. Postel, "1 Pv6 Testing Address
Allocation", 01/25/1996, 4 pp.

2 [1887] Y. Rekhter, T. LI, "AnArchitecturefor |Pv6 Unicast
AddressAllocation”, 01/04/1996, 25 pp.

2 [1885] A. Conta, S. Deering, "Internet Control M essage
Protocol (ICMPv6) for the Internet Protocol Version6
(IPv6)", 01/04/1996, 20 pp.

2 [1883] S. Deering, R. Hinden, "Internet Protocol, Version 6
(IPv6) Specification”, 01/04/1996, 37 pp.
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Q [1881] I.IESG, "IPv6 AddressAllocation Management",
12/26/1995, 2 pp.

2 [1809] C. Partridge, "Using the Flow Label Fieldin1Pv6",
06/14/1995, 6 pp.

Q [1753] J. Chiappa, "IPng Technical Requirements Of the
Nimrod Routing and Addressing Architecture”, 01/05/1995,
18 pp.

Q [1726] F. Kastenholz, C. Partridge, "Technical Criteriafor
Choosing | P:The Next Generation (1Png)", 12/20/1994, 31
PP

Q [1719] P. Gross, "A Directionfor IPng", 12/16/1994, 5 pp.

2 [1710] R. Hinden, " Simplelnternet Protocol PlusWhite
Paper", 10/26/1994, 23 pp.
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Q [1707] M. McGovern, R. Ullmann, "CATNIP: Common
Architecturefor thelnternet", 11/02/1994, 16 pp.

2 [1705] R. Carlson, D. Ficarella, "Six Virtual Inchesto the
Left: The Problemwith IPng", 10/26/1994, 23 pp.

2 [1688] W. Simpson, "1Png M obility Considerations®,
08/11/1994, 9 pp.

a [1687] E. Fleischman, "A Large Corporate User'sView of
|Png", 08/11/1994, 13 pp.

2 [1686] M. Vecchi,"l1Png Requirements: A Cable Television
Industry Viewpoint", 08/11/1994, 14 pp.

2 [1683] R. Clark, M. Ammar, K. Calvert, "Multiprotocol
Interoperability InIPng", 08/11/1994, 12 pp.

Q2 [1682] J. Bound, "1Png BSD Host Implementation
Analysis', 08/11/1994, 10 pp.
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2 [1681] S. Bellovin, "On Many Addressesper Host",
08/08/1994, 5 pp.

2 [1680] C. Brazdziunas, "1Png Supportfor ATM Services',
08/08/1994, 7 pp.[1679] D. Green, P. Irey, D. Marlow, K.
O'Donoghue, "HPN Working Group Input to the |Png
Requirements Solicitation™, 08/08/1994, 10 pp.

Q [1678] E. Britton, J. Tavs, "I1Png Requirementsof Large
CorporateNetworks', 08/08/1994, 8 pp.

Q [1677] B. Adamson, "Tactical Radio Frequency
Communication Requirementsfor |Png", 08/08/1994, 9 pp.

2 [1676] A. Ghiselli, D. Salomoni, C. Vistoli, "INFN
Requirementsfor anIPng", 08/11/1994, 4 pp.

2 [1675] S. Bellovin, " Security Concernsfor IPng",
08/08/1994, 4 pp.
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Q [1674] M. Taylor,"A Cellular Industry View of IPng",
08/08/1994, 3 pp.

Q [1673] R. Skelton, " Electric Power Research I nstitute
Commentson |Png", 08/08/1994, 4 pp.

Q [1672] J. Brownleg, " Accounting Requirementsfor | Png",
08/08/1994, 2 pp.

Q [1671] B. Carpenter, "1Png White Paper on Transition and
Other Considerations', 08/08/1994, 8 pp.

2 [1670] D. Heagerty, "Input to | Png Engineering
Considerations', 08/08/1994, 3 pp.

2 [1669] J. Curran, "Market Viability asalPng Criteria’,
08/08/1994, 4 pp.

2 [1668] D. Estrin, T. Li, Y. Rekhter, "Unified Routing
Requirementsfor IPng", 08/08/1994, 3 pp.
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2 [1667] S. Symington, D. Wood, J. Pullen, "Modeling and
Simulation Requirementsfor |Png", 08/08/1994, 7 pp.

Q [1622] P. Francis, " Pip Header Processing"”, 05/20/1994, 16

PP.
2 [1621] P.Francis, " Pip Near-term Architecture”,
05/20/1994, 51 pp.

2 [1561] D. Piscitello, "Useof ISO CLNPinTUBA
Environments', 12/23/1993, 25 pp.

2 [1550] S. Bradner, A. Mankin, "1P: Next Generation (IPng)
White Paper Solicitation"”, 12/16/1993, 6 pp.

2 [1526] D. Piscitello, " Assignment of System Identifiersfor
TUBA/CLNPHosts", 09/30/1993, 8 pp.

2 [1475] R. Ullmann, "TP/IX: TheNext Internet”,
06/17/1993, 35 pp.
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2 [1347] R.Callon,"TCPand UDPwith Bigger Addresses
(TUBA), A SimpleProposal for Internet Addressing and
Routing", 06/19/1992, 9 pp.
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| nter net Drafts|Asof 1/28/95]

All internet drafts can be obtained via
ftp://ds.internic.net/internet-drafts/xxx
where xxx isthefilename given below in <> . Unless
renewed, internet drafts expire after 6 months of issue date.

Q "IPv6 Stateless Address Autoconfiguration”, 12/18/1995,
<draft-ietf-addrconf-ipv6-auto-07.txt>

2 "DynamicHost Configuration Protocol for |Pv6
(DHCPv6)", 11/13/1995, <draft-ietf-dhc-dhcpv6-03.txt>

2 "IPv6and Neighbour Discovery over ATM", 08/28/1995,
<draft-ietf-ipatm-ipvend-00.txt>

a "IPv6 Security Architecture”, 03/03/1995,
<draft-ietf-ipngwg-sec-00.txt>
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"AnI|Pv6 Provider-Based Unicast AddressFormat",
08/31/1995, <draft-1etf-ipngwg-unicast-addr-fmt-02.txt>

"A Method for the Transmission of | Pv6 Packetsover
Ethernet Networks', 10/10/1995,
<draft-ietf-ipngwg-ethernet-ntwrks-01.txt>

"OSI NSAPsand 1Pv6", 08/23/1995, <draft-ietf-i pngwg-
nsap-ipv6-00.txt>

"PathMTU Discovery for IPversion 6", 11/07/1995,
<draft-ietf-ipngwg-pmtuv6-00.txt>

"IPVersion6over PPP", 12/26/1995, <draft-ietf-ipngwg-
pppext-ipvecp-00.txt>

"Transition M echanismsfor | Pv6 Hostsand Routers',
12/27/1995, <draft-ietf-ngtrans-trans-mech-02.txt>
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"Mobility SupportinlPv6",07/07/1995,
<draft-perkins-ipv6-mobility-sup-02.txt>

"Routing AspectsOf | Pv6 Transition", 10/11/1995,
<draft-i1etf-ngtrans-routing-aspects-00.txt>
"Optionsfor Mobility SupportinlPv6", 01/16/1996,
<draft-teraoka-1pv6-mobility-sup-02.txt>
"Mechanismsfor OSI CLNPand TPover IPv6",
06/26/1995, <draft-carpenter-ipv6-0s-01.txt>
"ThelPv6 Payload Header", 10/11/1995,
<draft-kre-1pv6-payload-01.txt>

"IPv6 multicastover ATM", 06/21/1995,
<draft-armitage-ipatm-ipvémc-00.txt>

"Getconninfo(): An alternative to Gethostbyname()",
06/27/1995, <draft-sklower-ipv6-getconninfo-03.txt>

TheOhio State University Ra] Jain

42




2 "A Framework for IPv6 Over ATM", 11/22/1995,
<draft-schulter-ipveatm-framework-00.txt, .ps>

2 "RIPng for IPv6", 04/18/1995, <draft-ietf-rip-riping-01.txt>
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On-Line References

2 IPNext Generation,
http://playground.sun.com/pub/ipng/html/ipng-
Implementations.htmi

2 |P: Next Generation,
http://www.cnri.reston.va.us/ipng/ipng.htmi
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Recent Advancesin
Networ king and Telecommunications

Seminar Series1996: TentativeDates
L ast Tuesday of the month (mostly), 3:45-5:15 PM

a January 30, 1996

Q February 27,1996

2 March 22 or 26, 1996
2 April 30, 1996

2 May 28, 1996
Q
Q
Q
Q
Q

June 18, 1996
August 27, 1996
September 24, 1996
October 15, 1996
November 26, 1996
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Potential Topicsfor 1996

Gigabit Networking Standards:. Fiber Channel and HIPPI
Technologiesfor 6 Mb/sto Home: ADSL, HDSL

GPSA pplicationsto Networking

L atest developmentsin Multimediaover | P

New Advancesin WirelessNetworking

Cellular Digital Packet Data(CDPD)

Routingon ATM Networks

Multiprotocol over ATM

Suggestionsfor topicswelcome

o U o000 0 0 o
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The purpose of the seminar istechnology transfer. Wewant
to help Columbus/Ohio businesses be on the leading edge of

thetechnology superhighway. Thank you for attending the
seminar.

If your company would liketo sponsor partly, please contact
Jain@cis.ohio-state.edu

Slides of all past seminarsand all our papers and reports can
beobtained on-line:
http://www.cis.ohio-state.edu/~jain/

Q Togetonour list, (if not already on), email requeststo
netsem(@cis.ohio-state.edu




Seminar Registration

If you have not registered beforeor if your information has
changed, pleasefill thisout, tear this part, and leaveit with
the speaker. Wewill inform you about our future seminars.

Name:

Position (Title):
Company:
Address:

Phone: Fax:
Email:
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