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ABSTRACT
Locating Unmanned Aerial Vehicles (UAVs)
by
Ali Hussain A Ghubaish
Master of Science in Computer Engineering
Washington University in St. Louis, December 2017

Research Advisor: Professor Raj Jain

Despite the popularity and usefulness of Unmanned Aerial Vehicles (UAVs) or drones, they are
not allowed to fly in some areas without prior permission from the Federal Aviation
Administration (FAA). However, many incidents of UAVs breaching such restrictions have been
reported. A UAV location system can help the law enforcement to be alerted and can prevent
UAVs breaching any restricted area without permission. This master thesis proposes a UAV
location system where each UAV has a unique identification tag. The method consists of two
stages: distance and location estimation. We compared distance estimation using three different
methods: Time of Arrival (ToA), counter, and Received Signal Strength Indication (RSSI). Long
Range Wide Area Network (LoRaWAN) protocol is utilized in the system. Initial results have
shown that RSSI is the most accurate among the three methods and also has a minimal cost.
Therefore, RSSI was used to estimate the distance between the UAV and each of the ground
stations. Location of the UAV can be determined using four ground stations coordinates and
their estimated distance from the UAV. Several factors that may affect the measured RSSI are
also discussed. These include different environments, different heights, antenna directions, and

different message lengths.
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Chapter 1

Introduction

According to the Federal Aviation Administration (FAA), around seven million Unmanned
Aerial Vehicles (UAVs) will be sold in the United States by 2020 [1]. UAVs have many
potentials in both civilian and military applications. However, they can also hinder public safety
and privacy when flying in an unauthorized area. They can disturb businesses and governments
that control some sensitive areas to provide safety and privacy to the public. Therefore, several
areas are restricted where UAVs are not allowed. Such places include airports, borders, and
many others. In 2016 alone, 1,800 incidents were reported of UAVs sighting, including UAVs
coming too close to airplane and resulting in dangerous situations [2-4]. This number has
increased by more than one third compared to 2015. Although no accident has happened, it is

important to find a solution to reduce such incidents.

A number of solutions have been proposed for UAV surveillance such as the mandatory
registration in the FAA registry, geolocation system, drone guns, signal jammers, and human
vision [5-9]. The FAA started a UAV registry in 2015 to locate the owners of UAVs violating
any rules [10]. UAV’s manufactures have started using the Global Positioning System (GPS)
information to prevent their UAVs from flying in restricted areas. Two drone guns, “Dronegun”
and “DroneDefender,” have been offered by two different companies that can take over the
control of any UAV [7, 8]. These guns are used to jam the signal between the UAV and its

remote control then the UAV will be controlled by the guns. However, drone guns require UAVs
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to be in Line of Sight (LoS) with the gun and a human to use it. Signal jammers have been used
to prevent UAVs from being controlled by their owners, which will make the UAVs go back to
its home point. This solution will jam all the wireless devices that use the same frequency band
as the UAV. This includes the WiFi access points (APs) that make the jamming idea not
convenient in most places. Humans’ vision, cameras and proper monitoring can help enforce

security in the restricted areas. This solution is costly and difficult to maintain in the long run.

Finding a wireless technology that can reach long distances and consumes low energy may help
UAVs location problem. Long Range Wide Area Network (LoRaWAN) is a potential candidate
because it is a long range, low power, and low cost wireless technology protocol [11]. This
technology can reach from 15 to 30 kilometers in the optimal cases [12]. Thus, deploying a

system that uses LoRaWAN can help track the UAVs.

This work proposes a UAV Location system using LoORaWAN and experimental results using a
prototype. The system can be an add-on to any UAV or it can be integrated with the UAV
system by the manufacturers. The system consists of two main components: the UAV and a set
of ground stations (GSs). Both of them use LoRaWAN boards. The UAV node will broadcast a
unique id message that is received by the GSs. Then, every GS estimates the distance between
itself and the UAV. A total of four GSs is required to estimate the location of the UAV in three
dimensions. This system can be added to existing or future UAVs as a required component like
car plates. It will help law enforcement to be alerted when a UAVs illegally flies in a restricted

arca.

The rest of the thesis is organized as follows: Chapter 2 provides a background for LoORaWAN

protocol, distance estimation, and location estimation; Chapter 3 presents related work; Chapter



4 discusses the system components and architecture of the main components; Chapter 5 explains
the design of main components; Chapter 6 shows the experimental implementation and results in
detail. A brief discussion about each of the methods is presented in Chapter 7. Chapter 8

describes ideas for the future work. Finally, a conclusion of this work is presented.



Chapter 2

Background

In this chapter, we discuss the characteristics of the LoORaWAN wireless protocol technology and
the methods used to estimate the distance between the UAV and the GSs. In addition, a brief

illustration of how to estimate the location of the UAV is presented.

2.1 LoRaWAN

LoRaWAN is a low power, low cost, and long-range wireless technology. It was first released to
the public and originally developed by Cyclos, France in 2015. It is a Media Access Control
(MAC) protocol and it was standardized by LoRa Alliance [13, 14]. The LoRa physical layer is
what enables the technology to reach long ranges with low power consumption by using the
chirp spread spectrum modulation. This modulation is resistant to Doppler shift and multi-path
fading. Chirp spread spectrum has been used in military and space communications for decades,
but LoRa was the first to use it in a low cost commercial product [11]. The frequency bands used
in LoRa are different based on the rules of each country. However, they lie in the 433-915 MHz

range, which helps it to reach long ranges as it is a low frequency band.

There are three classes to be supported in the devices with this technology: Class A, B, and C.
Class A is the mandatory class for all LoRaWAN devices because it provides the basic rules
between the nodes in the network, while the other classes provide extra features to be used as

needed by different applications.



2.2 Distance Estimation Methods

To estimate the distance between two nodes, three different methods can be used. In this section,

these three methods are explained. These methods include ToA, counter, and RSSI.

1. Time of Arrival (ToA)

ToA can be used to measure the distance by estimating the time elapsed between sending
and receiving. GPS uses the ToA and the location of one satellite to measure the distance
between the satellites and the client node [15]. It requires a highly accurate clock that is
synchronized between the nodes if a one-way function is used. By sending a message that
contains Time of Departure (ToD) to another node, the other node can determine its

distance from the sender, provided the two nodes have synchronized clocks.

2. Counter

The counter value can be used to measure how long an event takes to finish. In our work,
the counter value is based on a round-trip message. The counter is triggered when the
event starts and the counter is stopped when the event is completed. This method has
been used in aircrafts since 1950 [16]. In a two-node system consisting of a GS and a
client, the node that needs to measure the distance is the GS. Therefore, GS should be the
node the starts and ends that counter. In addition, multiple GSs will be communicating
with the UAV, so the load on the UAV should be low for the UAV node to be able to

quickly respond to other GSs.



3. Received Signal Strength Indication (RSSI)

RSSI is the measure of the power level in the received radio signal [17]. It is generally
used to estimate the quality of the link. RSSI can also be used to estimate the distance
between two nodes under certain conditions. This method is measured in decibel (dB)

and it is generally a negative value for most wireless datalinks.

2.3 Location Estimation

Estimating the location of any node requires knowing two pieces of information. First, the
location of at least three GSs for 2-dimensions (2D) or four GSs for 3-dimensions (3D)
coordinates is required. Second, the distance between them and the target node must be known.
By estimating the distance using any of previously stated methods, the location of the targeted
node can be estimated. For example, the time method is being used in GPS. The GPS system
consists of around 31 satellites [15]. Each satellite broadcasts its location and time. By knowing
how far a client is from the satellite, the client knows its distance from this satellite and knows
that it is located in a sphere with the estimated distance as a radius. Adding at least two more
satellites information can help the client estimate its location in 2D by finding the points where
the three satellites’ spheres intersect. Further, adding more satellites’ information to the equation

can pin point the client location with an error of a few meters.



Chapter 3

Related Work

Most prior work in UAV location estimation use GPS information to estimate distance and
location. Such estimations are needed to locate the UAV while they are in the air, which is
beneficial for several applications. For example, UAVs systems are currently used for many
applications in life such as medical supplies and products deliveries [18, 19]. Most of these
applications need to know the location of the UAV. Therefore, they utilize available GPS
information. Our goal was to find an alternative technology. Therefore, alternative solutions have

been proposed for specific applications.

In [20], the authors have designed GuideLoc system that helps rescue people from a natural
disasters using the UAV. This system uses RSSI and the angle of arrival (AoA) of the trapped
person to find the location of that person. The system changes the direction based on the strength
of the signal. Once, the UAV gets over that person, it uses GPS data of that location as the
trapped person location. Our system differs from this system by relying on the RSSI value to

estimate the UAV location and not the nodes location.

In [21], the authors have designed a HiQuadLoc system that helps the UAVs in locating
themselves indoor by using WiFi access points (APs) RSSI value in two phases: offline and
online phases. They divide the indoor area into cubes in the offline phase, which later on will
help the UAV to detect its location correctly in the online phase. They have used 20 APs in an
area of 1100 m”. They were able to achieve an average error of 1.64 m with indoor UAV 3D

7



location estimation. The UAV speed was tested between various UAV speeds up to 3 m/s. They
concluded that the location error increases with the increase in the UAV speed. In this thesis, our
system also uses RSSI for distance estimation; however, we target outdoor environments rather

than indoors.

In [22], the authors have used a tag reader that is connected to the UAV. This tag reader is used
to localize radio-frequency identification (RFID) tags in an outdoor environment based on the
RSSI value that is being read by the tag reader. When the tag reader reads any RFID tag, the

UAYV can determine its location because the RFID tags’ locations are known.

In [23], they used the UAV’s center-modem to detect network APs using the RSSI value
broadcasted by the APs in the network. The UAV uses RSSI value to estimate its location based
on the APs known locations. They claim that their system will identify the limitations of the
network they have been investigating, which is invaluable information in hazard scenarios. They
found out that even with noise in the RSSI value recorded by the UAV, they were able to

analysis the network while it is operating.

In [24], to solve the issue of locating the UAV in Non-line of sight (NLOS) environments, they
used RSSI value to identify the propagation conditions and the particle swarm optimization
(PSO). To correctly detect the UAV location, they used the maximum joint probability
algorithm. Their work was in indoor environments. Since our system is going to be used

outdoors with high altitude, it is not required to solve the NLOS issue at least at this point.

In [25], the work examined the possibility of using UAVs in emergency situations, where the
communication infrastructure is not available or difficult to reach. It studied the effect of

different factors to get the best setup for the UAVs altitude and antenna type. After conducting
8



two experiments with different settings, they found that the directional antenna is more suitable
for wireless mesh networks because it can increase the throughput with higher altitude. In
addition, they showed the possibility of connecting two devices by using Voice over IP (VoIP)

via two UAVs that work as cell towers.

In [26], the authors have implemented a system that can mimic the handover between the cell
towers in the Cellular networks to be used in wireless networks with WiFi APs. These APs can
be mounted to UAVs. The WiFi stations were connected via the Wireless Distribution System
(WDS) mode, which is available in most open source routers. They were able to achieve a stable
and an alive VoIP connection between two devices while it was being handed over from one

WiFi1 station to another one.



Chapter 4

System Components and Architecture

In this chapter, the system components and architecture of the three main methods will be
discussed. These methods have been used to estimate the distance between the nodes in the
system and the UAV. One of them has been used to estimate the 3D location of the UAV.
Further, we show our architecture for both estimations and how those components have been

utilized.

4.1 System Components

The system consists of four main components: Microprocessor/Microcontroller boards,
LoRaWAN modules, computers, and a battery. In addition, secondary components that were
needed to be used, including connection bridge, antennas, and cables. In the following, we list

and discuss all the components:

=  Microprocessor/Microcontroller boards: Raspberry pi 3 (RPi3), Arduino MEGA, and
ESP8266 SMT Module (ESP-12¢) are the boards used in this work. The RPi3 is a
microprocessor that is used to control Cooking Hacks LoRaWAN module and to report
the results back to a computer to which RPi3 is connected. The Arduino MEGA is

another microcontroller that can be used to control the Cooking Hacks LoRaWAN
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module. It has the ability to provide better real-time response as a controller compared to
RPi3.

LoRaWAN module: Libelium LoRaWAN, Moteino LoRa, and Seeeduino LoRaWAN are
the LoORaWAN modules that have been used in this work. Both Libelium and Seeeduino
modules use 433/868MHz frequency bands, while Moteino module uses 915MHz.
Libelium wuses the Libelium LoRaWAN module (henceforth ’Cooking Hacks
LoRaWAN’).

Connection bridge: This bridge is used to connect Cooking Hack LoRaWAN module to a
microprocessor/microcontroller. There are two types of the connection bridge: Raspberry
Pi to Arduino and Multiprotocol shield for Arduino. The first bridge is used with the
RPi3, while the other one is for Arduino MEGA. Moteino and Seeeduino have their own
boards soldered together with the LoORaWAN module, but they both use the same type of
microcontroller as well as ESP-12e which is Arduino microcontroller.

Computer: a regular computer is connected to either RPi3, Arduino MEGA, or any
LoRaWAN enabled boards to program the LoRaWAN module or record the data.
Battery: any power bank is sufficient to power the LoORaWAN module that is connected
to the UAV, but 5000 mAh is recommended.

Antenna: Both Cooking Hacks module and Moteino LoRa board require a separate
directional antenna to work, while the Seeeduino LoRaWAN board has a built-in wire
antenna.

Cables: RPi3, ESP-12e, Moteino, and Seeduino boards use Micro USB cables, while

Arduino MEGA uses USB type B to be powered-on and controlled.

11



4.2 System Architecture

The architecture of our system is divided into two main stages: the distance and location
estimation. For distance estimation, three main methods are to be used based on their order in

this work and they all share similar architecture which will be discussed first.

4.2.1 Distance Estimation

To estimate the distance between two nodes such as the UAV and one of the GSs, one of the
methods discussed earlier should be used. In this work, three methods have been explained based
on Figure 4.1. Each method has different components and connections as explained in the

following list:

UAV
Batter 4 RPIV/Arduino ,  Connection . LoRaWAN
4 MEGA* bridge Module*
2
<
=
]
[+
S
Ground Station (GS)
E — : ¢ RPI3/Arduino Connection LoRaWAN
= Ear1ze D RO ke it bridge 4 b

Computer

(*) connection to the computer can be by either a mini or micro USB.

Figure 4.1: The System Architecture for the Distance Estimation
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Time of Arrival (ToA)

The system uses wave propagation time to estimate the distance between the UAV and
one of the GSs. Two different microprocessors/microcontrollers have been used in this
work: RPi3 and Arduino MEGA. Both boards use Cooking Hacks LoRaWAN module.
This module, as explained in the system components, requires a connection bridge to

work with either one of the microprocessors/microcontrollers.

1. Cooking Hacks with RPi3: A Raspberry to Arduino connection bridge is required to
be connected first to the RPi3. Then the module, which uses XBee socket, will be
connected to that shield. Two of these boards will be used. One is attached to the
UAYV and powered by a battery. The other will be connected to a computer to record
the data and to control it.

2. Cooking Hacks with Arduino MEGA: A multiprotocol shield for Arduino is required
to be connected first to the Arduino MEGA with some changes in the hardware
connection between the two, which is explained in the Appendix. Because the
Arduino MEGA is not supported by that shield, the previous step is important to do.
The reset is similar to the RPi3 connection.

Counter

The system can use a counter to estimate the round-trip propagation time and hence the
distance  between the UAV and one of the GSs. Two different
microprocessors/microcontrollers have been used in this work: Arduino MEGA and ESP-
12e. The connection between the Arduino MEGA and the Cooking Hacks board is the
same as in the time method. In addition, the ESP-12¢ is the counter, which is connected

to the Arduino MEGA. The connection between the Arduino MEGA and the ESP-12e¢ is
13



based on the three wires: two of them for the serial connection and one for the signal
connection. The serial connection is used to send commands from the Arduino MEGA to
ask for the recorded counter from the ESP-12e and to receive that counter value. The
signal wire is used by the Arduino MEGA to ESP-12e to start/stop the counter in the
ESP-12e. The “digitalWrite” function was not consistent, so the registers of the Arduino
MEGA were used to trigger the digital pin in the Arduino board to send the signal to the
ESP-12e board. The speed of the signal was stable because the registers in the Arduino
MEGA were used to send the command.

= RSSI

The RSSI value can also be used to estimate the distance between the UAV and one of
the GSs. Two different LoRaWAN boards have been used in this work: Moteino LoRa
and Seeeduino LoRaWAN. Two of each one of the two boards were used. One was
attached to the UAV and powered by a battery. The other was connected to a computer to
record the data and to control it. RSSI values are collected on the computer and a model
was built for distance estimation based on the received value. This will be discussed in
detail in the next chapter. The only difference between the two LoORaWAN boards is that
Moteino LoRa uses the 915 MHz frequency band and an external directed antenna, while

Seeeduino LoRaWAN uses 433/868MHz and a wire antenna soldered to the board.

4.2.2 Location Estimation

To estimate the location of the UAV, any one of the three methods discussed above can be used.
In this work, RSSI is used. The architecture for location estimation is illustrated in Figure 4.2.

Seeeduino LoRaWAN boards are used in this stage over Moteino boards because they showed

14



the possibility to be used for location estimation as explained in Chapter 6. The system consists
of four GSs and one UAV. Seeeduino LoRaWAN board has been attached to each of the GSs
and the UAV; in addition to a battery for the board connected to the UAV. Each GS is connected
to a computer to record the RSSI value received from the module connected to it. In this part, the
data are collected from all the four GSs manually by transferring all the data from all the 4 GSs’
computers to one computer. On that computer, the data are processed based on the known
distances between the four GSs and the RSSI values received from the messages sent by the

Seeeduino LoRaWAN board attached to the UAV to estimate its location.

Micro USB_ Gs ____ MicroU
Seceduino i Seeeduino
o LoRaWAN | LoRaWAN e
Module | < | Module
Computer (0,;

> o L ! Computer
Uz, 9o
9w ~ - W
5 e b

_ Seeeduino
Battery LoRaWAN

Micro USB Modulc

MicroUSB____ GS o fop,  OS_ MicroUSB
Seceduino D dfff/ Seeeduino @
E“ LoRaWAN | §F'.g \ Lomawan 6P e
Modul : Modul
Computer L ) e Computer

Figure 4.2: The System Architecture for the Location Estimation
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Chapter 5

Design

In this chapter, the design for the three main methods will be explained. This includes the
functions used to estimate the distance for each method with graphs that illustrate their functions.
For location estimation, RSSI method will be used to estimate the distance which is later used to
estimate the location. RSSI was selected as it showed better results in the distance estimation

stage compared to the other two methods.

5.1 Distance Estimation Using Time of Arrival (ToA)

Two functions have been used to estimate the distance between the two nodes: one-way and
Two-way ToA functions [27]. The one-way ToA function uses the Flight Time (FT) of one

message sent from the UAV to one of the GSs as shown in Figure 5.1.

ToD
UAV N &
N
N
N\ FT
N\
N
N\ -
GS 4 » Time
ToA

Fig. 5.1: One-Way ToA Function.
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A message containing the ToD is sent from the UAV to the GS. The FT is the time between the
ToD from the UAV and the ToA at the GS. The FT is multiplied by the speed of light, which is

~300 m/s. From that, the distance between the two nodes can be estimated.

Distance = (ToA — ToD)X Speed of light (5.1)

On the other hand, the two-way ToA function uses the FT round-trip message. This time is the
time between the ToD of a round-trip message from one of the GSs to the ToA of that message

back from the UAV as shown in Figure 5.2.

ToA2 ToD3 >
UAV v ~ -

4 N

7’ N
/ N
7/ N
7 N
/ A
GS # Time
ToD1 ToA4

Fig 5.2: Two-Way ToA Function

A message containing the ToD as (ToD1) is sent from the GS to the UAV. A second message
containing the ToA (ToA2) and ToD (ToD3) at the UAV node is sent back to the GS. The GS
records the time the second message arrived from the UAV as (ToA4). To find the overall FT,
the delta time between ToA and ToD in the UAV and the GS side must be calculated as shown
in Equation 5.2.

) (ToA4 - ToD1) — (ToD3 - ToA2) ) (5.2)
Distance = > X Speed of light
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The UAYV side delta time is the difference between ToD3 and ToA2, while the GS side delta time
is the difference between ToA4 and ToDI1. The overall FT is divided by two because it is a
round-trip message. Multiplying the overall FT by the speed of light gives the distance between
the two nodes. To differentiate between different UAVs, we can add the UAV ID to the second

message coming from the UAV.

5.2 Distance Estimation Using A Counter

The round-trip FT of sending a message to the UAV and back can be measured by using a

counter at the GSs as shown in Figure 5.3.

UAV - X —

GS £ » Ticks
Start Software overhead End

Figure 5.3: Counter Function.

A message containing the GS ID is sent to the UAV. When this message is sent, the GS sends a
signal via the digital pin in the Arduino MEGA board to the ESP-12¢’s digital pin to start the
counter (Start). The sending signal process, which triggers the counter, increases the counter
value by one count compared to one microsecond counter time inside the ESP-12e. The UAV
sends the same message back to the GS. When the message comes back from the UAV to the

GS, the GS sends a signal to the ESP-12e to stop the counter (Stop). Then the GS gets the data
18



back from the ESP-12e via the serial port. Also, the software overhead can be calculated in terms

of the counter values as shown in Equation 5.3.

End — Start - software overhead
2

(5.3)

Distance = ( X Counter Tick Time) X speed of light
The counter values multiplied by the counter tick time is used to estimate the distance between
the UAV and the GS, which is similar to the distance measuring equipment (DME) system in
aircrafts [16]. In addition, to differentiate between different UAVs, we can add the UAV ID to

the second message, which comes from the UAV.

5.3 Distance Estimation Using Received Signal Strength
Indication (RSSI)

RSSI value is the third method to be used for distance estimation between the UAV and one of
the GSs. The distance estimation uses the RSSI value of one message from the UAV to the GS.
The UAV constantly broadcasts a message that has its ID. The message frequency was two
seconds because this is the minimum time interval for our LoORaWAN board to avoid losing
messages. The message length and its effect are explained in Chapter 6.

The GS works as a listener, so it waits till it gets a message from any UAV. Once the GS gets a
message, it records the UAV ID and RSSI. The mean of 5 RSSI values has arbitrarily been
chosen as a tradeoff between the time and the variability of the RSSI values. This value is used
in Equation 5.4 as (meanRSSI) to get the corresponding distance [28]. Also, meanRSSI is

rounded up to the nearest integer.

[meanRSSI|-C

~dmeankssil-c 4
Distance = 10~ T0L ) (5.4)

19



Here, L is the path loss exponent, and C is a constant value. Both C and L were pre-calculated
using the RSSI data from known distances. The model has been built based on Equation 5.5 and
is explained in detail in Chapter 6.

RSSI = —10 x L xlog,o(d) — C (5.5)

Since it was difficult to use the laser meter to measure the distance between the UAV and one of

the GSs after 200 meters, Equation 5.6 was used to compute the slant distance (SD) [29].

SD =./GD? + H2 — (2 * GD * H * co s(B)) (5.6)

This equation accurately measures the distance between the two nodes. It requires the height (H)
of the UAV, which was set to 50 meters, the distance between the ground point (GP) under the

UAYV and the GS is defined as (GD), and (P) is the angle between the GP and the GS as shown in

Figure 5.4.

UAV

GS

GP

Figure 5.4: Training Data Distance Setup.
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Since the GS not aligned with GP, we assumed that the UAV has a 90-degree angle with the GP.
The angle (o) between the ground point and the GS was measured with the laser meter that
provides the distance between the GP and the GS and the angle (o) between them. Then 3 can be

calculated by subtracting o from 90 degrees as shown in Equation 5.7.

B=90—-a (5.7)
5.4 Location Estimation Using RSSI

The location estimation uses the slant distance (SD) between the UAV and four GSs. We used
LoRaWAN board that requires at least two seconds as the interval time between successive
messages. To satisfy this requirement, the UAV was flying while it was stationary in one spot.
Trilateration technique is used to determine the location of the UAV [27, 30]. This technique
allows determining the exact location of any object in 3-dimension of its distance from at least
four points with their known locations. In our case, the UAV is the object whose location and
height need to be determined, while the four GSs are the points with known locations as shown

in Figure 5.5.
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Figure 5.5: Trilateration System Architecture.

The UAV is on the surface of a sphere with radius r; centered at GS;. The r; is equal to SD; for
each GS. The location of the UAV is a 3-element vector X= {X, y, z}. It can be computed as the
intersection of the 4 spheres as shown in Equation 5.9. Each sphere consists of the 3D

coordinates of each GS and the radius value (SD) between itself and the UAV.

= —x)*+@ —y1)*+(z — 2)?
13 = (X = %)+ — ¥2)*+(z — 2,)° (5.9)
3 = (x — x3)° 4+ — ¥3)*+(z — z3)°
P = (x = %)+ = ¥a)*+(z — 2,)*
We can expand out the squares in each one as shown in Equation 5.10.

2 =x% = 2x;x +x2 +y? = 2y,y + yi

r} =x%—2x,x + x5 +y% — 2y,y + ¥} (5.10)
r$ =x% = 2x3x + x5 + y* — 2y3y + y3

12 = x% = 2x,x + xZ +y? — 2y,y + vy
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By subtracting the fourth equation, 14, from all the first three equations, we get Equation 5.11.

200 —x)x+ 20 =¥y + 2z —z)z =1 — 1} —xf —yf —z +xi +yi + 7
200 = x)x+ 2 =)y +2(za — 2z =717 — 7 —xf —y; —z; + x5 +Yi +Z

20ty — %)X+ 2y —y)y + 224 —z5)z =12 — 12 —x2 —yE —z2 4 x2 4 y2 4 z2 1D

From Equation 5.11, we can write the following matrix in Equation 5.12.

AX=b (5.12)

Here, A is the coefficient matrix, X is the 3 element vector of the UAV location, and b is the

right-side vector as shown in Equation 5.13.

2 2 2 2 2 2 2 2
Ty =Ty —X) =Y, —Z) t X4 +Yi +27

2 2 2 .2 2 2, .2
3 =T —X3— Y3 —Z3 + X3t Yit+ 2z

2(x, = x3) 2(ya —¥2) 2(24 — 23)

Irlz—rf—xlz—yf—zf+xf+y42+zf 5.13
2(x4 —x3) 2(ya —¥3) 2(z4 — 2z3) ;

204 —x1) 2Qya —y1) 2(z4 — z1) | x
]
z
X

A = b
Here, to find X, the least squares method is used to minimize the error from the previous
equations, as shown in Equation 5.14.

X =(ATA)14Th 5.14

If the height for all the GSs is the same, the last column of matrix A is all zeros and matrix
becomes not invertible. This can be taken care of by deleting the last column of matrix A,
computing only x and y values from the above equations, and z is computed separately as in

Equation 5.15.

Z:\/riz_(x—xi)z—()’—yi)2+zi (5.15)
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Chapter 6

Experimental Implementation and Results

In this chapter, the experimental implementation and results for the three main methods are
explained. The steps to prepare the experiments in the software and hardware sides are presented.

In addition, the results for each method are shown.

6.1 Distance Estimation Using ToA

In this initial experiment, the UAV was not involved and the distance was estimated between two
LoRaWAN boards to check for feasibility. As explained in Chapter 3, two
microprocessors/microcontrollers boards were used. Both boards used Cooking Hacks
LoRaWAN module with 433 MHz frequency band and peer-to-peer (P2P) mode. Two

connections were done: RPI3 and Arduino MEGA with Cooking Hacks LoRaWAN.

For RPI3 with Cooking Hacks LoORaWAN module connection, Cooking Hacks LoORaWAN was
used. Libelium, the LoORaWAN chip on Cooking Hacks board, provides a library and a list of
examples to use the LoORaWAN module to work easily with Cooking Hacks connection bridge.
The connection between the LoORaWAN module and RPI3 is as follows: connect the connection
bridge to the RPI3 board, then connect the LoORaWAN module to the connection bridge by
placing it in the XBee socket slot as shown in Figure 6.1. The two LoRaWAN boards connected

to both RPI3 boards need to be synchronized, so the radio setup is required. The radio setup,
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which is explained in the Appendix, is to set the output power, frequency, spreading factor,

coding rate, and bandwidth to be the same on both nodes. Also, the CRC mode is enabled.

Figure 6.1: RPI3, Connection Bridge, & Cooking Hacks LoORaWAN Module Setup

After the setup, one GS gets the ToD as a message from the other ground station. The radio setup
and the message transmission process are based on the Libelium examples. However, the codes
in both nodes only support hexadecimal string; thus, a conversion code was used in both nodes.
This code converts from ASCII string to hexadecimal string in the UAV node, then back to
ASCII string in the receiving GS node. The configuration for both nodes can be found in the
Appendix. The One-way ToA and Two-Way ToA functions used in the ToA measurements use

the same implementation with slightly different handling of the messages.

For Arduino MEGA with Cooking Hacks LoORaWAN module, the setup of this part is similar to

RPI3, but with some changes as shown in Figure 6.2. Libelium library only supports Arduino
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UNO. Since Arduino UNO is not good to be used because of the dynamic memory deficiency in
it, the Arduino MEGA board was used. The changes are in both the library and the Cooking
hacks bridge for the Arduino boards. Also, Arduino MEGA requires Arduino IDE and the
Libelium library to be downloaded in the Arduino folder. The changes can be found in the

Appendix. The XBee slot to be used by default in the connection bridge is SOCKET]I.

Figure 6.2: Arduino MEGA, Connection Bridge, & Cooking Hacks LoORaWAN Module Setup

Since both boards, RPI3 and Arduino MEGA, have similar implementations, the RPI3 results for
both functions have only been shown. The One-Way ToA function output consists of 100

messages as shown in Figure 6.3.
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Figure 6.3: One-Way ToA Function Output

This part was to measure the FT for a message by placing the two nodes next to each other.
Owing to the inconsistency of 40 percent observations, we tried two different ways to analysis

the data: FT and FT excluding the observations in which FT values exceeded 2 seconds (FT-

(>2)) as shown in Table 6.1.

Table 6.1: One-Way ToA Function Statistics (Seconds)
FT FT-(>2)

Mean 1.385557351 | 1.36281421
STDEV 0.246153444 | 0.206018831
STD_ERR | 0.024615344 | 0.020601883

However, one second error in the FT can cause at around 300,000 kilometers error in the
distance between the nodes. As seen from Table 6.1, the mean values for FT and FT-(>2) were
more than 1s which can result in a large error in the FT. Furthermore, the variation between the

samples was high, so the FT error was high, which will result in a large distance error.
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Next, we tried the Two-Way ToA function. In this experiment similar to the one-way function,

the FT and FT-(>2) were calculated as shown in Table 6.3. Since we are interested in the

distance between the two nodes, the values in Table 6.3 have been divided by two since it is a

round-trip message.

Table 6.2: Two-Way ToA Function Statistics (Seconds)

FT FT-(>2)
Mean 1.605085357 1.60169605
STDEV 0.119347272 0.11310448
STD ERR 0.005337372 0.005058186

The Two-Way ToA function output consists of 500 packets as shown in Figure 6.4. This part
was to measure the FT for a message by placing the two nodes next to each other. The mean
values for the FT and FT-(>2) are more than 1s which results in a large error in the distance
calculations after multiplying the FT with the speed of light. Consequently, this method failed

again to be used to estimate the distance between the UAV and one of the GSs.
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Figure 6.4: Two-Way ToA Function Output
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6.2 Distance Estimation Using Counter

Since the ToA method did not work, the counter method was used. Again, the distance was
estimated between two LoRaWAN boards to check for feasibility of this method. Due to the fact
that RPI3 uses operating system to operate, time resolution with nanosecond accuracy was not
possible. Even with Real-Time Operating System (RTOS), the scheduler works as soft real time
and not hard real time. As a result, getting that accuracy with RPI3 was not possible unless the
code is uploaded directly into the microprocessor without an Operating System (OS). For that
reason, Arduino boards were chosen because they run as close to hard real-time system. Arduino
MEGA was used to test this method. As in the ToA method, Cooking Hacks LoRaWAN module
and connection bridge were used with the Arduino MEGA. Both nodes had the same
configuration, which can be found in the Appendix. This includes the modifications in software

and hardware previously mentioned in the ToA method.

To get accurate counter value for as small as one nanosecond, the ESP-12e board was used. This
board has microcontroller with 160 MHz clock speed which gives as low as 6.25 ns time
resolution compared to the fastest Arduino Due board that only gives 23.81 ns [31]. ESP-12e can
provide a distance accuracy of 1.8 meters between the two nodes. Arduino IDE requires a setup
to work with ESP-12e. This setup between the Arduino MEGA and the ESP-12e can be found in
the Appendix, while the connection is shown in Figure 6.5. The ESP-12e uses the Micro USB

cable to power-up.
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Figure 6.5: Arduino MEGA, Connection Bridge, Cooking Hacks LoRaWAN Module, and ESP-
12e Setup

For the LoORaWAN module code, the same edited code in the Arduino MEGA used in the ToA
method was used with the addition of the ESP-12e connection. The code in the ESP-12e was an
edited version of the code in [31]. The serial pins were used to send the counter data from the
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ESP-12e to the GS, while the digital pin in both nodes was used to let the GS control the starting
and ending of the counter in the ESP-12e. One GS sends a message to the other node and at the
same time, it triggers the counter in the ESP-12e. Then when the second board sends the message
back, the GS sends a signal to stop the counter in the ESP-12e. The ESP-12e sends the counter
value back to the GS. No results have been shown for this method because of the high variability
in the counter values even though we used the same message at the same distance. This method

failed to be used to estimate the distance between the UAV and one of the GSs.

6.3 Distance Estimation Using RSSI

Finally, the RSSI value was used to estimate the distance between the UAV and one of the GS
since the counter method failed to achieve that. The boards in this experiment were attached in
the UAV and the four GSs. Also, it was done in two different environments, both of them were
outdoors. All the nodes in this experiment used Seeeduino LoRaWAN board that is based on
Arduino Zero bootloader with LoORaWAN protocol embedded in it; thus, no extra board was
needed [32]. All nodes had the same configuration, which can be found in the Appendix.
Arduino IDE requires a setup to work with Seeeduino LoORaWAN board, which can be found in
the Appendix. Seeeduino provides a library and examples to use their board. The codes in the
UAV and the GSs are based on the examples provided from Seeeduino with as few lines as
possible, and replacing most of the functions in the code with the actual commands to be sent

directly to the LoORaWAN module.
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The GS gets the UAV ID, RSSI, and signal-to-noise ratio (SNR) values from the messages sent

from the UAV. Three messages with different lengths and format were tested as shown in Table

6.3.
Table 6.3: Different Message lengths and Formats List
# | Message # of Bytes | Format
1 FF 31 2 Hexadecimal
2 FF1 3 String
3 FF1 is the UAV ID number that is being used to identify this UAV 66 String

Initial test was based on two nodes mounted on two tripods and not attached to the UAV, which

explains the high RSSI values, with distances ranging from 100 to 500 meters. From Table 6.4,

we see that the longer the message the higher the RSSI value and the longer distance it can reach.

This is shown in Figure 6.6. Thus, the longest message, M3, was used to complete the rest of this

experiment.
Table 6.4: RSSI Values for Different Message Lengths
Distance 100m 200m 300m 400m 500m
Message 1 -122.46 -119.90 -120.32 -121.73 -123
Message 2 -120.48 -119.11 -120.78 -124.23 -125.08
Message 3 -111.18 -108.74 -112.54 -114.77 -115.55
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Fig 6.6: RSSI Values for Different Message lengths

The measurements for the model part consist of 6 mean RSSI values; each one of them consists
of 125 samples in 6 different distance ranges: 100 to 600 meters. Initially, the height for the
UAV was fixed to 50 meters to make the model less complicated. Furthermore, the RSSI values
were the same for other heights up to 100 meters as long as the slant distance (SD) was same.
The calculated SDs between the UAV and the GSs were really close to the actual distances as

shown in Table 6.5. The UAV used to collect these RSSI values was DJI Phantom 2.
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Table 6.5: RSSI Calculated Slant Distances

Nominal Ground Height UAV-GS GP-GS Slant
Distance Distance (H) angle angle Distance

(GD) (5) (o) (SD)
100m 100m 50m 79.1° 10.9° 102.97m
200m 200.2m 50m 81.7° 8.3° 199.19m
300m 299.8m 50m 83.3° 6.7° 298.19m
400m 400.3m 50m 84° 6° 398.15m
500m 500.5m 50m 84.7° 5.3° 498.34m
600m 600.7m 50m 84.9° 5.1° 598.29m

Table 6.6 shows the notations for Table 6.7. The analyses of the collected data are shown in

Table 6.7.

The equations used to find each value in that table are also shown [33].

Table 6.6: Notations

Simple | Meaning

X Individual RSSI mean from the 6 mean values

y Individual log,,(distance) from the 6 distances ranges
X The mean value for all the 6 mean values

y The mean value for all the 6 log,,(distance)

y The estimated value of every y after subtracting ¥ from every y value
n The number of samples (6 means in this case)

SSE The sum of square errors

SST The total sum of squares

SSR The sum of squares explained by the regression

R? The coefficient of Determination

34




Table 6.7: Seeeduino LoRaWAN Board Collected Data Analysis (RSSI)
Nominal Distance 100m 200m 300m 400m 500m 600m

Sample variance (Var)
no .2
1 Xi
= ( o — 7t l/n)
n—1 4.78 2.34 2.62 1.46 1.30 1.22
Sample Standard Deviation

(STDEV) = Var 2.19 1.53 1.62 1.21 1.14 1.10

Sample Standard Error
STDEV
(STD—ERR) - Jn 0.20 0.14 0.14 0.11 0.10 0.10

=\ _ Zn=1 Xi
Sample Mean (¥) = ==— 7941 | -82.94 | 8581 | 8558 | -87.93 | -88.32

95% Confidence Interval (CI)

=x+F M (-79.79, (-83.21, (-86.09, (-85.79, (-88.13, (-88.52,

Vn -79.03) | -82.68) | -85.52) | -85.37) | -87.73) | -88.13)

_ Xxy-nxy _
bl —m—-11.654

b0=y — by X =-56.134

b1
L=——=1.165
10

C =b0 = -56.134

Total Error (Q1-; €;) = X1 y; —J = 0.000

SSE =X, e? = 1616

SST =X",(y; — ¥)*= 56.059

SSR =S8ST — SSE= 54.444

SSR
R’= 5y = 0971

The linear regression model of the RSSI mean values for all the distances is shown in Figure 6.7.
From Figure 6.7, we can see that the model provides a good fit as showed in the high R? value.

The model was trained with distances starting from 100 meters because of the high variability in
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the distances below that. After calculating the confidence interval (CI), we found that the CIs for
300 and 400 meter values overlapped. This means that the mean RSSI values for these two
distances were not statistically different, which may cause an error of 100 meters in the distance

calculations. At this point, we decided to check the RSSI value with other LoRaWAN boards.

100-600m (P2) Distances Range (RSSI)

-78
-80
-82

-84

RSSI

-88 ®5000  ¢0om

-90
1.9 2 2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8 2.9

Log10(distance)

Figure 6.7: Linear Regression Model for measurements using Seeeduino LoRaWAN board

Seeeduino board was chosen over Moteino board because its RSSI values were almost consistent
for different distance ranges, from 100 to 800 meters, as shown in Table 6.8. Furthermore, the
perfect length of the message in Moteino board was message number 2. This is because for
longer messages, message 3, the messages were transmitted in several pieces and would result in

repeated RSSI values.
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Table 6.8: Moteino LoRaWAN Board Collected Data Analysis (RSSI)

Distance 100m 200m 300m 400m 500m 600m 700m 800m
Sample

Mean -104.48 | -103.68 | -103.51 | -104.97 | -105.06 | -104.86 | -104.62 | -104.65
Confidence | (-104.61, | (-103.81, | (-103.61, | (-105.03, | (-105.11, | (-104.93, | (-104.72, | (-104.75,
Interval -104.36) -103.55) -103.40) -104.90) -105.00) -104.80) -104.52) -104.56)

6.4 Location Estimation Using RSSI

Location estimation stage consists of 4 GSs with one UAV. The UAV used in this stage was DJI

Phantom 4. The GSs were 200 meters away from each other. All the GSs antennas’ directions

were up. The UAV antenna had a spring shape facing down as shown in Figure 6.8. The battery

that was used to power-up the LoRaWAN board attached on the UAV was under the board itself

as shown in Figure 6.8.

Figure 6.8: Seeeduino LoRaWAN board with the Battery attached to the UAV
37




The UAYV height was set to 50 meters. The measured and estimated SD from the model is shown
in Table 6.9. The real SD and H were measured using GPS, while the estimated SD and H were
based on the RSSI value received from the UAV and the equations in Chapter 5. Since the height
for all the GSs in this work was the same, 1.2 meters, the z value calculation was after getting 2D

coordinates of the UAV as discussed in Chapter 5.

Table 6.9: Seeeduino LoORaWAN Board Location Data Analysis

GS1 GS2 GS2 (Est.) GS3 GS4
MeanRSSI -80 -86 -80 -79 -81
Est. SD 112 367 112 92 136
Real SD 145 161 161 139 155
Mean % Error 24.8%
Est. Location (83.3;93.5; #)
Real Location (88.1; 104.6; 50)
% Error (5.5%, 10.6%, #)

Each meanRSSI value from each GS consists of the rounded-up mean of 5 RSSI values. Five
meanRSSI values were collected from each GS. From these 5 meanRSSI values in each GS, the
round-up mean is calculated. GS2 showed higher distance value than expected because that GS
was in the other direction of the LoORaWAN board antenna that attached to the UAV. Because
the meanRSSI values for GS1, GS3, and GS4 were reasonable and located inside the range, their
mean value was used to replace the GS2 meanRSSI value. The mean percentage error for all the
GSs estimated values was ~25 percent, which is expected by this method. Since all GSs
estimated radius values to estimate the UAV height were negative under the square root, no
estimated UAV height was shown. The estimated height from all GSs showed imaginary values
because there was no real intersection between their spheres. MATLAB was used to write the
equations for the Trilateration technique to determine the coordination from the information in

Table 6.9. The results from the MATLAB showed the location of the UAV was very close to the
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real location as shown in Figure 6.9. The bold lines showed the real SD values and point to the

real UAV location, while the dashed lines showed the estimated SDs and point to the estimated

location.
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Figure 6.9: Location Estimation
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Chapter 7

Discussion

In this work, three different methods were presented. These methods include: ToA, counter, and

RSSI. A brief discussion about the results of each method has been presented.

The ToA method did not work because of the hardware boards, software functions, and time
synchronization issue. The hardware boards used in this experiment were RPI3 and Arduino
MEGA. RPI3 could not provide nanosecond time resolution because it uses non-real-time OS,
while Arduino MEGA could provide as low as microsecond time resolution. The issue in
Arduino was that it uses functions that give error of four ps and that is not acceptable for

distance estimation because of the large error.

The counter was not good because of the counter board and the LoRaWAN module. The counter
board used in this work was ESP-12e, which can count up to one millisecond before restarting
the counter and losing the consistency of the counter value. Since LoORaWAN modules in the
market use around 100 ps to complete only one command from a set of commands, it was
difficult to use the counter with this protocol. In addition, the time for that command fluctuated
by + 4 ps. The whole code took around 2 seconds to complete one round-trip message between
the two nodes. To the best of my knowledge, there is no cheap hardware that can keep counting
from 1 ns to 2 s with high resolution and without losing the consistency of the counter value for

the same message.
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Since we were able to get the SNR value in the RSSI using Seeeduino LoRaWAN board, the
noise value is easy to calculate. We found out that the noise value increases with the increase of
distance between the two nodes. RSSI showed better results with some restrictions which are

summarized as follows:

o Model accuracy: An accurate model needs to be built to use the method.

o Height: A specific height need to be taken into account while building the model to make the
number of changing factors as low as possible, which makes it less complicated.

o Battery capacity: Different battery capacitates to run the LoORaWAN board attached to the
UAV can cause different RSSI values for short ranges, below 300 meters.

o Antenna Direction: The antenna direction and position affect the RSSI value.

o Seeeduino LoRaWAN Board Power Cable: The cable used to provide the power to the board
attached to the UAV should be in the opposite direction of the antenna to balance the power
in all directions. This is because it acts as a second antenna for the Seeeduino LoORaWAN
board.

o Battery Location: The battery used with the LoRaWAN board attached to the UAV needs to
be under the board; otherwise, the RSSI value will be higher from the battery direction.

o Environments: Different environments affect the RSSI value because the model was based on
a specific environment. As a result, the effect on the RSSI value somewhat equals the
difference between the two environments.

o Modelling Range: The RSSI value for shorter distances (less than 100 meters) is not useable

because of the high fluctuation in the RSSI values.
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o Movement: The UAV should be in stationary mode for at least 10 seconds. This is because
the LoRaWAN board that we used requires at least two seconds as the time interval between

messages.

Location estimation was possible with the RSSI. However, with the constraints mentioned
above, one of the GSs RSSI value showed a value that was out of the range in which the UAV
should have been. This problem was solved temporarily by using the mean of the other three GSs
RSSI values only if their values were acceptable. Also, the estimated UAV height was not
possible to get since all the estimated SDs we got from the GSs were underestimated compared

to the real values.

In summary, ToA and counter methods were not suitable to estimate the distance between the
UAYV and one of the GSs, while RSSI showed better results. RSSI was used to estimate the UAV

location with some constraints.
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Chapter 8

Future Work

The RSSI method looks promising for estimating the location of the UAV. It requires five
LoRaWAN boards attached to the UAV and four GSs. The computed location was close to the
real location of the UAV except that there was one totally wrong value for one of the GSs. This
is because that GS location was in the other direction of the board’s antenna. To solve this issue
in the future, we plan to try LoPy boards. These boards allow using an external antenna, which
supports longer distances and better signal power in different directions if installed in the middle
of the UAV (or different antenna shape can be used). Thus, longer distances can be added to the
model. Also, it supports the use of the LoRa physical layer and runs on ESP-32 board. This
makes the board able to do better ToA calculations without the need to any additional board. The
system now only works in the offline phase because the data are collected manually from the
four GSs’ computers. By adding additional LoRaWAN board to each GS or connect them by
wires, we can make the system to estimate the location in real time. The system works only if the
UAV is stationary in one spot for at least 10 seconds. To overcome this issue, different
LoRaWAN boards will be tested to find the board that allows microsecond interval time between

messages.
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Chapter 9

Conclusion

Due to the increased popularity of UAVs in the United States, the need for a system to locate
them is needed. Several solutions are available today, but most of them lack the ability to locate
the non-line of sight UAVs. This thesis proposed an alternative to GPS in case it is not available
or difficult to use. Three methods were used to estimate the distance, including ToA, counter,
and RSSI. They have been used based on the order where the next method was used if the
previous one failed. Only the RSSI method was found usable. After collecting data from
different distances, ranging from 100 to 600 meters, the system was able to estimate the distance
with ~75% accuracy if the antennas were correctly aligned. Four GSs were used to estimate the
location of the UAV with some restrictions. Once the distances from the four GSs to the UAV
are known, the location of the UAV including its height can be estimated. However, because the
estimated distances were underestimated, there was no real intersection between the GSs spheres,
resulting in not showing the estimated UAV height. The location estimation uses Trilateration
technique to find the 3D coordinates of the UAV. The results showed almost 90% correct
location estimation if the UAV is stationary for 10 seconds. This system can be used to alert law

enforcement and locate any UAV if it enters a restricted area without permission.
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Acronyms

AoA
APs

CI

DME
DT
ESP-12e
FAA

FT

GD

GPS
GS(s)
LoRaWAN
LoS
MAC
meanRSSI
NLOS
PSO
RFID
RPi3
RSSI

SD

SNR

STDEV

Angel of Arrival

Access Points

Confidence Interval

Distance Measuring Equipment
Delta Time

ESP8266 SMT Module

Federal Aviation Administration
Flight Time

Ground Distance

Global Positioning System
Ground Station(s)

Long Range Wide Area Network
Line-of-Sight

Media Access Link

RSSI mean value
Non-Line-of-Sight

Particle Swarm Optimization
Radio-Frequency Identification
Raspberry Pi 3

Received Signal Strength Indication
Slant Distance

Signal-to-Noise Ratio

Standard Deviation
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STD ERR
ToA

ToD
UAV(s)
VoIP

WDS

Standard of Error

Time of Arrival

Time of Departure
Unmanned Aerial Vehicle(s)
Voice over IP

Wireless Distribution System
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Appendix

A. Configuration:

Cooking Hacks LoRaWAN:

Parameter Name Value
Output Power 15
Frequency 433375000
Spreading Factor sf12
Coding rate 4/5
Bandwidth 125
CRC mode on
Seeeduino LoRaWAN:

Parameter Name Value
Frequency 433
Spreading Factor sf12
Bandwidth BW125
txPreample 8
rxPreample 8
Output Power 20
Moteino LoRaWAN:

Parameter Name Value
Output Power 13
Frequency 915
Spreading Factor 4096
Coding rate 4/5
Bandwidth 125
CRC mode on
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B. Wire Connection:

e Cooking Hacks LoRaWAN with Arduino MEGA:

1. Software:
= The best way to make it work without any issue is by changing all “serial0” to

“serial1” at the end of “arduinoUART.cpp” code in the library.

2. Hardware:
= Bend the connection bridge pins that connected to pins number “0 and 1” in the

Arduino MEGA.

= To use Seriall for the LoORaWAN module and SerialO for the Arduino MEGA output,
do the following modification in the connection bridge. Use Male-to-Male wires to
connect those pins to pins number “18 and 19” in the Arduino MEGA.

= Use Male-to-Male wires to connect the connection bridge pins that connected to pins
number “A4 and A5” in the Arduino MEGA to pins number “20 and 21” in the
Arduino MEGA. Because i2¢ pins in Arduino MEGA are different than the ones in

Arduino UNO.

e ESP-12e with Arduino Mega:

» Use Male-to-Male wire to connect DO pin in the ESP-12¢ to any digital pin in Arduino
MEGA such as a pin number “31”. Use two Male-to-Male wires to connect the “Tx and

Rx” pins in the ESP-12¢ to pins number “16 and 17” in the Arduino MEGA.
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C. Arduino IDE Setup:

e ESP-12e:

e Add this link to the additional boards manager URLSs in the Preferences settings:
http://arduino.esp8266.com/stable/package esp8266com index.json

Add the “esp8266” boards from the board manager in the tools section.

e Seeeduino LoRaWAN:

1. Add this link to the additional boards manager URLSs in the Preferences settings:
https://raw.githubusercontent.com/Seeed-
Studio/Seeed Platform/master/package seeeduino boards index.json

it.  Add the “Seeeduino SAMD” boards from the board manager in the tools section.

e Moteino LoRaWAN:

e Add this link to the additional boards manager URLSs in the Preferences settings:
https://lowpowerlab.github.io/MoteinoCore/package LowPowerLab index.json

e Add the “Moteino & MightyHat” boards from the board manager in the tools section.
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