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ABSTRACT

Rapiddevelopmenbf wirelesscommunicationg recentyearshasimposedyreatchal-
lengesfor network support. As mostcurrentnetworking protocolsweredesignednainly
for wired networks, mary assumptionshat make theseprotocolsefficient in wired net-
works areno longertrue and causesevere performancedegradationin wirelesserviron-
ment. An urgenttaskfor today’s networking researchs to identify suchdeficienciesand
to enhanceheseprotocols.

This dissertatiorcontaindour majorenhancemenesults.Thefirst resultis awireless
TCP enhancemergchemecalled CongestionCoheence Througha statisticalanalysis,
we find the leadingcontributor of wirelessTCP performancelegradationis the timeout
resultingfrom frequentpaclet losses.This schemeusesECN to reducenumberof time-
outs,andbasedntheobsenationthatcongestiomeitherhappensordisappearsuddenly
useshesequentiatoherencef paclket markingto determinecauseof pacletlosses.Sim-
ulationsshaw this schemeworks betterthan existing enhancementand producesgood
performance.

The secondresultis a Mark-Font Strategy to deliver fastercongestionfeedbackin
networksthat usethe newly standardize@®&CN protocol. By choosingto markthe paclet
in the front of the queue,Mark-Front Stratgy delivers fasterfeedbackthan traditional
congestiorfeedbackmechanismsOuranalysisshov Mark-FrontStratey requiressmaller
buffers,andyieldshigherthroughputandbetterfairness.



A MAC protocolto supportsreal-timeapplicationan anasymmetricandhalf-duple
ervironmentis our third result. Several innovative featuresare usedto ensureoptimal
utilization of theasymmetridoandwidth.

In thelastresult,we usea Markovian chainto modelthe AAL2 voicetrunkingprocess
and analyzethe tradeof betweendelay and bandwidthefficiengy. This analysisgivesa
guidelinefor settingthepackingtimer. Theresultis adoptedy a 3GPPindustrialstandard.

This study providesinsightinto congestiorcontrol and quality of servicein wireless
networks. The proposedenhancementwill help to bring high-performancend high-

guality servicedo mobilesubscribers.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

In thepastdecadetherehasbeenatremendougrowth of wirelessnetworks,whichhas
beendriven mainly by two factors. Oneis the needto accesghe Internet“any time, ary
where”[35], andthe otheris the massve useof mobiletelepholy for communications.

Today networking haspermeatedvery aspectof our life. The Internethasbecome
the mostcorvenient,efficient and costeffective way to searchandexchangenformation.
Beingableto connecto customerandfriends,andbeingableto accesshewebary time,
anywherehasbecomea necessityin our businessesind day-to-daylives. Traditionally,
the Internethasbeena combinationof fixedlocal areanetworks connectedy all typesof
cables.Wirelesstechnologyprovidesa way to liberatemobile usersfrom all cableswhile
connectingo theinformationsource One-way andtwo-way pagerscellularphoneswire-
lessdatamodemsand multimediamobile phonesare changingthe way we communicate

anddo business.



While wirelessnetworks provide mobility andcorvenienceo usersthe quality of ser
vice andefficiengy of today’s wirelessnetworks arestill far from satisaictory Corversa-
tionsmay be cut off whenmobile subscribersravel betweercells. Wirelessdataconnec-
tions have high bit errorrates,low bandwidthandlong delays. Many wirelesslocal area
networksachieve only a smallportionof the adwertisedpeakbandwidth.

In orderto understandhe origin of theseproblems we needto know the differences
betweerwired andwirelessmedia.

Wirelesscommunicationgomein mary forms and spana large rangeof throughput
anddistancesTheworld of wirelessdataincludesfixed microwvave links, wirelessLANS,
satellitelinks, digital dispatchnetworks, one-way andtwo-way pagingnetworks, diffused
infrared,laserbaseccommunicationskeylesscarentry, theGlobalPositioningSystemand
more. In additionto its wide rangeof forms, wirelessmediais essentiallydifferentfrom
traditionalwired mediain thefollowing ways.

First, the available bandwidthof the wirelessmediais limited and sharedby mary
usersandoverall throughputs thereforemuchlower thanthat of wired media. A typical
cateyory 5 unshieldedwisted-pair(UTP) cablecandeliver 1 Gbpsbandwidthin Gigabit
networks, but a typical wirelessWAN in GSMis designedor 9600bpsperuser In wired
networks, laying more cablesyields more bandwidth,so the bandwidthof wired media
canbe expandednfinitely. On the otherhand,the bandwidthof wirelessmediais limited
by the availableradio spectrum.The allocationof the spectrums normally controlledby
governmentagenciesWhile radio spectrumexpertsarelooking for waysto encodemore
bits in the spectrum the available spectrumremainslimited. In this sensethe wireless

bandwidthcannotbe expandednfinitely.



Secondwirelessmediais shared.Competitionfor the sharedmediumcausesaccess
contention.If not coordinatedoroperly the accessontentioncanresultin low efficiency
andunpredictablehannelhccesslelay

Third, wirelessmediais proneto transmissiorerrors.Variableconditionsin thenatural
ernvironment,multipathreflection,noise,channeiinterferenceandfadingaffect the signal
transmissiorandleadto high bit error rates. Forward Error Correction(FEC) and Auto-
matic RetransmissioReques{ARQ) canbe usedto recover from transmissiorerrors. In
wirelessWAN systemsthe averagebit errorrateafter FEC canbe ashigh as10~3. Link
layer ARQ canreducethe bit errorrate perceved by the high protocollayersto a magni-
tudeof 107 [47]. Theremainingiransmissiomerrorsareusuallypercevedaspaclketlosses
by upperprotocollayers.

Finally, wirelessmediais asymmetric.In the cellularphonesystemtheradioconnec-
tion consistsof a downlink from the basestationto the mobile hosts,andan uplink from
the mobile hoststo the basestation. Thetwo links arenot symmetric. The basestationis
not mobile andis normally equippedwith a transcerer of higherpower, sothe downlink
usuallyhasalower bit errorrateanda higherbandwidth.The uplink on the otherhand,is
sharedby mobile stationsin the cell. Thetransmissions from smallertranscerersin the

handseaindthereforehasa higherbit errorrateandalower bandwidth.

Someof the low QoS problemsof wirelessnetworks aredueto the limitations of the
wirelessmedia— wirelessnetworkscannotachiese the samedevel of bandwidthandqual-
ity of serviceaswired networks. However, mary of theseproblemsarethe resultof in-
correctunderlyingassumptionshatweremadebasedon wired networksthatdo not hold
truein wirelessnetworks. Mostexisting networking protocolsweredesigneavhenthenet-

workswerecomposedolely of wired links. Theseprotocolsmadeassumptionaboutthe

3



characteristiceandoperationof the underlyingmedia. While theseassumptiongmproved
efficiengy in wired networks, they do not applyto wirelesslinks. Continuingto usethese
assumptions heterogeneousetworksthatconsisiof wired andwirelesdinks causepoor
performance With the rapid developmentof wirelessnetworks, identifying the causeof
poorperformancendenhancinghe currentprotocolshasbecomeanurgenttask.
Thegoalof thisdissertations to addresproblemsn currentnetworking protocolsthat
causepoorperformancenwirelesdinks, to revisit enhancemergroposalsn theliterature

andto pointout new directionfor enhancements.

1.2 Architecture of Wir elessNetworks

The architectureof a typical wirelessnetwork is shovn in Figurel1.1. In this figure,a
mobilehostis communicatingvith ahostin afixednetwork connectedo thelnternet.The
key componenti this architecturencludethe mobile host,the basestation the switching
centerandthe Internet. The mobile hostcan be a mobile phonehandsetbr a computer
with awirelessmodem.Thebasestationis a stationarycollectionof hardwarecomponents
thatcommunicatevith nearbymobile hoststhroughradio media. The geographicaarea
coveredby a basestationis calledacell. A cellularsystemtypically consistsof thousands
of cells,eachwith its own basestation.Togetherthesecellscover alargeregion, suchasa
metropolitanareaor anentirecountry

All communicatiorwith mobile hostsis throughtheradio channebetweerthe mobile
hostandthe basestation. The communicatiorpathconsistf a last-hopwirelesslink and
anumberof wiredlinks in thefixedsubnetvarks. Theradiochannetonsistof adownlink
andanuplink. Thedownlink is broadcastrom the basestationto all mobile hostsin the

cell. Theaccesgo the uplink is normally sharedoy all mobile hosts. The basestationis
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responsibldor schedulingthe accesgo the mediaandfor resolvingcontentionsusinga
mediaaccessontrolprotocol.

Transmissioron wirelesslinks is proneto higherratio of corruptionthanon wired
links. Data corruptioncausesproblemsin the datalink layer, aswell asupperlayers.
In the datalink layer, two typesof error control mechanismskorward Error Correction
(FEC)andAutomaticRetransmissioReques{ARQ), canbe usedto combattransmission
errors. In FEC, the senderof a paclet calculatesan error correctioncodeaccordingto a
predetermineg@rocedureTheerrorcorrectioncodeis appendedo theoriginal packetand
transmittedover the wirelessmedia. Whenthe paclet is receved at the otherend of the
datalink, thereceverusegheerrorcorrectioncodeto checkwhetherary bitsin the paclet
have beencorrupted.Someerrorcorrectionschemesave theability to correctbit errorsup
to acertainlevel. Thiserrorcontrolmechanisncorrectserrorswithoutaddingtraffic in the
reversedirectionandis, therefore calledforward error correction.FEC may not catchall

transmissiorerrors. Theremainingerrorscanberecoveredby ARQ. UsingARQ, paclets



transmittedon unreliablelinks areacknavledgeduponreceipt. If the acknaviedgmentof
apacletis notrecevedbeforeatimerexpiresor if thepacletis negatively acknavledged,
thepacletwill beretransmittedRetransmissionswaycausevariabledelayandunexpected
timeoutsin upperprotocollayers.Thiswill beaddressethterin this dissertation.

The basestationis connectedo a switchingcenterthroughland lines. A switching
centemormallycontrolsall basestationgn ametropolitararea.Equippedwith moreintel-
ligent componentsthe switchingcenteris capableof performingcomplex functionalities.
Onefunctionthe switchingcentermperformsis voicetrunking. Voice pacletsfrom different
mobileterminalsthatsharehe samerunk canbepacledandsentin anATM cell to reduce
packingdelay

Datapacletssentto the communicatingparty needto go throughthe switchingcenter
and a numberof routersbeforereachingtheir destination. In wired networks, dataare
transferredat much higher speedand muchlower bit error rates. Packets may get lost,
but the majority of pacletlossesarecausedy congestionln traditionaltail droprouters,
whentherouterbuffer is full, theincomingpacletis dropped.n TCP/IR pacletlossesare
regardedasa signalto notify the sourceof thecongestionn thenetwork. Network routers
canalsosendexplicit congestiorsignalsby settingabit in the IP pacletheaderWhenthe
paclet reacheshe destinationthe feedbackwill bereflectedbackto the sourceto trigger

congestiorcontrolactions.

The “last-hop” configurationshowvn in Figure 1.1 is very typical. The mostcommon
scenarias a mobile hostretrieving informationfrom a fixed hostin the Internet. In this
scenariothe majority of traffic is from the fixed hostto the mobile host. Most wireless

network enhancemergroposalsarebasedn this configuration.A lesscommonscenario



is the“lost-hop” configurationwith themobilehostactingasawebsener. In thisscenario,
the majority of traffic is from the mobile hostto the wired network.
In additionto this configurationwirelesdinks canappeain mary otherconfigurations

including:

e Satellite Links: Satellitelinks area specialcasein which thewirelesslink is in the
middleof theconnection Satellitelinks normally have high bandwidth Jargeround-
trip time andasymmetrigpaths. Performanceanalysisandenhancemendf satellite

links have beena hotresearchopic.

e Mobile Networks: Networksin moving vehicles,airplanesand shipsare mobile
networks. All hostsin the mobile networksareconnectedo othernetworksthrough

anintermediatevirelesslink.

e Multiple WirelessLinks: Multiple wirelesslinks canbe containedn a communi-
cationpath. Thisis verytypical for networksusingmicrowave links in remoteareas
wherelaying wires s difficult. Anotherexampleis networks that connectisolated
islandsusingradio links. Normally connectionsn suchnetworks have morethan

onewirelesslink.

e Ad Hoc Networks: In adhocnetworks,participatinghostsareconnectedby wireless
links. Thesehostsarepartof the network only for the durationof the communica-
tion session.Becausef the unreliability of the hostsandlinks, the structureof the

network canchangedynamically

All theseconfigurationdhhave commonperformanceroblemsandneedenhancement.



1.3 Challenges

The goal of this dissertations to identify unsuitableassumptionsnadefor the wired-
only networks andto solve problemsin currentnetworking protocolsthatcausepoor per

formanceon wirelesslinks. Specifically we focuson thefollowing challenges:
e TCP enhancementat the mobile host

Whenwirelesslinks are addedto the network, severe performancedegradationis
causedoy falseinterpretationof paclet losses.Congestiorncontrol mechanismsn
traditional TCP algorithmregardall paclet lossesastheindicationof network con-
gestion,andreducethe effective transmissiomrate upondetectionof paclet losses.
Thepresencef transmissiorerrorsin thewirelesdink causeshesecongestiorcon-
trol mechanism$ make incorrectjudgmentsaboutnetwork statustake wrongcon-
gestioncontrolactions,andcausesesereperformancealegradation.While mary en-
hancemenproposalshave beensuggestedn the literature,our review shaws that
theseproposalsnake modificationsin placesthatare essentialljimpossible.Many
of themonly applyto the recever scenarioof the “last-hop” configurationandthe
majority of theseproposalglo notimprove TCP’stimeoutbehaior, whichwe found

to betheleadingcontrikbutor of performancelegradation.

The challengés to find a wirelessTCP enhancemergéchemehat makes modifica-
tionswithin the scopeof wirelessserviceproviders,appliesto all wirelessconfigu-

rations,andavoidsthe performancelegradationcompletely

e Fastercongestionfeedbackfrom network routers

Timely congestiorfeedbackirom the network is crucialto the effectivenessf con-
gestioncontrol actionstaken by the TCP. Fastercongestionfeedbackreducesthe
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numberof paclet lossesduring a congestionepisodeand the delay experienced
by paclets passingthe congestedouter Fastercongestionfeedbackalsoreduces
hardware costof the routersby reducingthe buffer size requirement.Historically,
timeout,triple duplicateacknaviedgmentandExplicit CongestiorNotificationhave
beenusedasthe mechanismso deliver congestiorfeedbackrom therouters.Each
deliversafasterfeedbacko the sourceandyieldshigherthroughputlt hasbeenob-
senedthatthesemechanism$iave somebadeffectssuchaslock-outphenomenon

[24] andunfairness.

Thechallengas to find amechanisnto deliver evenfastercongestiorfeedbackand

yield betterperformance.

Real-Time QoSsupportin MAC protocol

As real-timeapplicationggainmorepopularityandareincreasinglydeployedin mo-
bile handsetsmore supportfor real-timequality of servicesupportis neededrom
the mediaaccessontrol protocol. The OSU wirelessradio modemprojecthasa
working testbeddesignedo supportboth real-timeand non-real-timeapplications.
The testbedhastwo physicallayer characteristicsypical in mary cellularwireless
networks,asymmetridorward/revzersechannelandhalf duplex transmissionA sur
vey of currentMA C protocolsdid notfind any MAC protocolsthatsupportreal-time

applicationson suchphysicalradiomedia.

Thechallengas to designaMA C protocolthatsupportgeal-timeapplicationavhile
maximally utilizing the bandwidthresourcesn an asymmetricand half-duplec en-
vironment. Althoughthe MAC protocolis designedor the specificphysicalmedia

andthereal-timeapplicationsupporteds light-weight,the principlesandtechniques



of this designcan be generalizedo high-speedvirelessnetworks andto support

large-scaleeal-timeapplications.

e Quality and efficiencyanalysisfor voicetrunking

Voiceis the mosttraditionalreal-timeapplication,andis oneof the two prominent
motivationsdriving thetremendougrowth of wirelessnetworks. In fact,voicecom-
prisesmore than 90% of todays wirelesstraffic. With the developmentof high-
speeddatanetworks, traditionalcircuit voice technologyis giving way to the more
cost-efective and more scalablepaclet voice protocols. The major QoS concern
of paclet voiceis the delayassociatedavith voice paclets. Packingdelay which is

the delayto packan ATM cell with voice, becomeghe largestcomponenbf the
end-to-enddelaywhenefficient voice compressioralgorithmsareused. The AAL2

standardn the ATM Forum providesa way to reducethe packingdelay However,

voice trunking hasa tradeof betweenvoice quality andbandwidthefficiengy. The

standardlid not specifyhow to make thetradeof.

The challengeof this researchs to analyzethe relationshipbetweenvoice quality

andbandwidthefficiengy, andestablishguidelinesor makingthetradeof.

1.4 Main Contributions of this Study
Themajorcontritutionsof this studyare:

1. TheCongestiorCoherencalgorithmthatenhance3 CP/IPoverwirelesslinks

2. Themark-frontstrategy thatdeliversfastercongestiorieedbacKor bettercongestion

control
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3. A MAC protocolfor asymmetriovirelessLAN for the OSU wirelessradio modem

testbed

4. A stochasti@analysigo balancehevoicequality andbandwidthefficiengy in AAL2

voicetrunking'.

1.5 DissertationOutline

Therestof thisdissertations organizedasfollows. Chapter2 is abackgroundntroduc-
tion. We describethe TCP/IP protocolandits congestiorcontrol mechanismsThe state
of the art of currentresearchopicsis alsoreviewedin this chapter Chapter3 identifies
problemsn thecurrentwirelessnetworksandstategshe methodologyandapproachessed
in theresearch.

Chapters4 through9 arethe core of the dissertation. The requirementon wireless
TCPenhancemeniarestatedn Chapterd. We not only statetheserequirementshut also
analyzewhy theserequirementsreimportantfor enhancemergroposals.Theserequire-
mentssene asa setof criteriato evaluatethe enhancemerroposals.They establisithe
enhancemergolutionwe proposan this dissertatiorasa practicalandeffective enhance-
ment.

The leading contributors of wirelessTCP performancedegradationare analyzedin
Chapter5. A simulationis setup to collect performanceaelateddatafor wirelessTCP
andmajorenhancementroposals.A statisticalanalysisshaows that, contraryto common
understandinghe dominantcontributor of TCP performancelegradations nottheinabil-
ity to distinguishwirelesscorruptionfrom congestioosseshutinsteadhetimeoutcaused

1The analysisandresultare adoptedn the 3GPPRAN TechnicalSpecificationGroupstandard:Delay
Budgetwithin the AccessStratum[1].
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by multiple lossesn onewindow is theleadingcontributor. This analysissetsthetonefor
our enhancemertdirection.

TheproposeadnhancemersolutioncalledCongestiorCoherencés describedn Chap-
ter 6. Analysisandsimulationsshaving the benefitsof this proposedolutionandcompar
isonwith otherenhancemeniroposalsarepresented.

Efficient TCP algorithmsneedsfast congestionfeedbackfrom the network. A new
mechanisms suggestedn Chapter7 to deliver fastercongestionfeedbackthan current
mechanismg,e., timeout,triple duplicateacknavledgmentsandExplicit CongestiorNo-
tification.

Chapter8 is devotedto a Media AccessControl protocoldesignedspecificallyfor the
narrav-bandwirelessradio modemtestbedin the Ohio StateUniversity Departmentof
ElectricEngineeringandDepartmenbf ComputerandinformationScience.This protocol
is a unigue protocolfocusingon providing real-timesupportin an asymmetricwireless
localareanetwork. Althoughit is designedor aspecificsystemtheprinciplesusedin this
protocolcanbegeneralizedo high-speedvirelessnetworksto supportbothreal-timeand
non-real-timeapplications,andto improve wirelessbandwidthefficiency in asymmetric
wirelessLANS.

Chapter9 analyzeshe packingprocessn AAL2 voicetrunking. A Markovian model
is establishedo analyzethe relationshipof packingtimer expiration value and packing
density Thisanalysigprovidesa guidelineonthetradeof betweenvoice quality andband-
width efficiengy.

Finally, in Chapterl0, we summarizehe dissertatiorandpoint outthe openissuedor

future study
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CHAPTER 2

BACKGROUND AND STATE OF THE ART

This chaptersenesasanintroductionto the backgroundmaterialandthe stateof art.
Thebackgroundntroductionincludesanovervien of TCP/IR ananatomyof TCPconges-
tion controlmechanisma&nda comparisorof differentTCP variants. The stateof the art
consistsof surweys on wirelessTCP enhancementsietwork congestiorfeedbackmecha-

nismsandmediaaccesontrolprotocols.

2.1 TransmissionControl Protocol Overview

TransmissionControl Protocol (TCP) [63, 12, 2] is the mostwidely usedtransport
protocol. It wasdesignedo be connection-orientedn an unreliablenetwork layer By
providing reliabledatadelivery andcongestiorcontrol on the top of the InternetProtocol
(IP), TCPformsthefoundationof todays Internet. The operationof the TCP algorithmis
a concerteceffort of the senderthe network andthe recever to reliably deliver userdata
acrossan unreliablenetwork or a setof inter-connectedhetworks. This sectionprovides
anoverview of the TCP algorithm. TCP’s congestiorcontrolmechanismandcongestion
feedbacknechanism&om the network arediscussedh following sections.

IP is not designedo recover from pacletlossesnor doesit guaranteeraffic delivery.
Packetssenton IP networksmaybelostwhencongestioror transmissiorerrorshappenpr
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whenthe numberof permissibletransithopsis exceeded.n addition,IP doesnotdeliver
pacletsin order At the destinationthe IP layerforwardspacletsto the upperlayereven
thoughthey maybeout of order

Certainapplicationgequireassurancéhatdatagram$ave beendeliveredsafelyto the
destination. Lost and corruptedpaclets needto be retransmitted. Out-of-orderpaclets
needto berearrangedbeforedelivery to theapplication.Someapplicationsusethereceipt
acknavledgmentgrom the destinatiorto controlthe sendingprocessThe mechanism$o
achiee thesemportantservicesarebuilt in the TCPalgorithm.

TCPbelonggo thetransportayerof the corventionalseven-layemodel,sitting above
IP layer and belowv upperlayers. The TCP algorithmresidesin the hostcomputeror a
machinetasked with the end-to-endntegrity of the transferof userdata. It is notloaded
into intermediateoutersto supportuserdatatransfer If TCPrunsin therouter it doesso

to supportactiities suchasnetwork managementgrminalsessionsvith therouter etc.
2.1.1 Establishmentand Termination of TCP Connections

TCPis aconnectiororientedservice.Beforesendingary userdata,a connectiormust
be establishedetweenthe sourceandthe destination. To opena connectionthe sender
transmitsa SYN segment,therecever replieswith its own SYN, andthenthe senderan-
swerswith a SYN-ACK segment. The SYN segmentscanalsocarry control bits to nego-
tiate optionsusedin the TCP algorithm. After the connections establishedgatacanbe
transmittedin both directions. This procedureof establishinghe connectionis calleda
three-wayhandshak.

After all the datais sent,the senderand the recever exchangeFIN and FIN-ACK

seggmentgo terminatethe connection.
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2.1.2 Acknowledgmentsand Delayed Acknowledgments

TCPachieresreliabletransporby requiringpositve acknaviedgmentor recevedseay-
ments.Eachbyte of thedatais assigned uniquesequenc@umberandtherecever sends
anacknavledgmentACK) uponreceiptof a sgment. TCP acknavledgmentsarecumu-
lative— an ACK confirmsall bytesup to the givensequencaumber

Acknowledgmentsaresentonly in responséo a paclet beingreceved, ratherthanat
regularintervals. Thusif no pacletsarearriving, noacknavledgmentswvill besent.Cumu-
lative acknavledgmentsareefficientin the sensehatan ACK doesnot have to be sentfor
every pacletreceved. However, they areambiguousecausehey do notexplicitly inform
the senderof ary pacletswhich have beenlost or damaged.Beyond the acknavliedged
bytes thesendehasno informationwhetherall datahasbeenreceved.

TCPacknavledgmentsanbe a separatgaclet, or canbe“piggy backed” ontoa data
paclet in the reversedirection. Normally TCP doesnot acknavledgea receved segment
immediately but waits for a certainperiod. If a datasegmentis sentduring this period,
the acknavledgmentis “piggy bacled” ontoit. Alternatively, the recever canwait until
anotheratasegmentarrives,andacknavledgebothreceved segmentsat once.However,
TCP must not delay acknavledgmentsor more than half a secondand shouldsendan
acknavledgmentor every otherrecevedsggment|2].

TCP acknavledgmentsalsodrive TCP’s transmission.In the equilibrium condition,
eacharriving ACK triggersa transmissiorof a new segment. This is called TCP’s self-

clocking property
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2.2 TCP CongestionControl Mechanisms

Congestioroccurswhenthetotalamountof datapumpednto the network exceedghe
network’s capacity During congestiorthe queueat the congestedoutergrows larger so
paclets going throughthe router suffer an extendeddelay As congestiorcontinuesthe
gueuesizemayexceedthebuffer sizeandcausebuffer overflow. Packetsthatcannotbeac-
commodatedh thebuffer aredroppedoy thecongestedouter andhaveto beretransmitted
laterfrom thesource.In mary casesvhenthedroppedacletis retransmittedsomepack-
etsthathave alreadypassedhe congestedouterarealsoretransmitted Retransmissions
useprecioushandwidthandadda variabledelayto the retransmittegaclets. Congestion
leadsto severethroughputegradationranda dramaticincreasen the paclettransferdelay
andis thereforevery undesirable.

Figure2.1 from Chiu andJain[18] illustratesthe delay andthroughputof a network
in responseo increasingload. Whenthe load is low, anincreasen load improvesthe
throughputwithout significantlyraisingthe delay Whenthe load comescloseto the net-
work capacityfurtherincrease# loadraisethedelaybut notthethroughput.Thepointin
thefigurewhentheloadequalghe network capacityis calledtheknee andthe pointwhen
thethroughpufallsis calledthecliff.

Findingthenetwork’s capacityis notaneasytask. TCP’s stratgy is to controlconges-
tion onceit happensasopposedo trying to avoid congestionn the first place. In fact,
TCP repeatedlyincreaseghe load on the network in an effort to find the point at which
congestioroccurs,andthenbacksoff from this point. In otherwords, TCP needdo create
lossedo find theavailablebandwidthof theconnectionThistypeof stratgy is calledcon-

gestioncontmol. An alternatve, which is calledcongestionavoidanceis to predictwhen
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congestions aboutto happerandthenreducehetransmissiomatejustbeforepacletsstart
beingdiscarded.

Thegoalof congestioravoidancds to maintainoperatiorattheknee wherethedelayis
low andthethroughpuis high,while thegoalof congestiortontrolis to maintainoperation
to theleft of thecliff. TCP congestiorcontrolcontainsmechanismghatenablethe sender
to quickly estimatethe network capacity reachsteady-stateperation detectandreactto

network congestionandrecover from congestionosses.Thesemechanismaredescribed

below.
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2.2.1 The AIMD Principle

Both congestiorcontrolandcongestioravoidanceproblemscanbe formulatedassys-
tem control problemsin which the systemdetectsts stateandfeedsthis backto its users
who adjusttheir controls. Thekey componenbf congestiorcontrolandcongestioravoid-
anceschemess the controlfunction usedby the usersto increaseor decreasé¢heir load.
Chiu and Jain[18] abstractlycharacterizedhesefunctionsasa numberof increaseand
decreasalgorithms. They provedthata simple Additive Increaseand Multiplicative De-
creasqAIMD) algorithmsatisfieghe sufficient conditionsfor corvergenceto an efficient
andfair stateregardlesof the startingstateof the network.

Optimizationconsiderationsequirethatthe changen efficiengy andfairnesshe max-
imizedin every feedbackcycle. Using theseconsiderationsAIMD wasshown to be the

optimalpolicy.
2.2.2 Slow Start and CongestionAvoidance

TCPis designedo be consenrative in the amountof datatransmittecto the network
to prevent congestion. The mechanismgo estimatenetwork capacityare slow start and
congestionavoidancewhichwerefirstintroducedoy Jacobsoffi39] andwerequickly made
mandatoryin RFC1122[12].

Slow startand congestioravoidancearetwo phasesn TCP transmission.Thesetwo
phasesiredifferentiatedy two variables:congestiorwindow (cwnd andslow startthresh-
old (ssthesh. cwndis a sendersidelimit on the amountof datathe sendercantransmit
into the network beforereceving an ACK. Therecever’s adwertisedwindow (rwnd) is a
recever-sidelimit on the amountof outstandingdata. The minimum of cwnd and rwnd

governsdatatransmissionj2]. sstheshis neededo determinenvhetherthetransmissions
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in the slow-startor the congestioravoidancephase.If cwndis smallerthanssthesh the
transmissiornis in the slow-startphase. Otherwise the transmissioris in the congestion
avoidancephase.

Theinitial valueof cwnd calledinitial window (IW), mustbe no morethantwo sey-
ments.After the connectioris establishedthe TCP sendettransmitsasmary segmentsto
the network asthe valueof IW permits. Beforereceving an ACK, the sendeiis blocked
andcannotsendary new data. After receving the ACK, the numberof nenv segmentsto
besentis equalto thenumberof acknavledgedsegmentgplusonesegmentdueto increase
of cwnd

Duringslow start,a TCPsendesstartswith acwndof oneor two sggmentsandincrease
the cwndby at mostsendemaximumsegmentsize (SMSS)bytesfor eachACK receved
thatacknavledgesnew data.lf no pacletis lost, the congestiorwindow is onesegmentin
thefirst RTT, two segmentsn the secondRTT, andthreesegmentsin thethird RTT. Slow
startis somavhat of a misnomerbecausehe grownth of cwndis actually very fast. It is
calledslow startbecauseéhetransmissiorstartsfrom a smallvalue,normallyonesegment.

The exponentialgronth in slow startendswhencwndreachesstheshor whencon-
gestionis detected.The sendercandetectcongestionin two ways: the expiration of the
retransmissionimer or the receiptof threeconsecutie duplicateacknaviedgmentgdu-
pack).Thedatarecever sendsa dupackafterreceving anout-of-ordersggment.Whenthe
third dupackhasarrived,the TCP sendeigoesto afastretransmit/éstrecovery algorithm.

During congestioravoidancecwndis incrementedby onefull-sizedsegmentperround
trip time (RTT). That meansthat the cwnd s increasednly after a fill window of data

is acknavledged. Congestioravoidancecontinuedtill the endof the connectionor until
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congestions detectedy RTO. A commonlyusedformulato updatecwndis [2]

cwnd = cwnd + SMSSx SMSY cwnd (2.1)
2.2.3 Timeout

Traditionallya TCPreceveronly acknavledgeghehighestsegmentit hassuccessfully
recevedin order In caseof a sggmentloss,therecever cannotacknavledgenew data,so
thesendeiis notallowedto sendnew data.

Therefore,beforethe retransmissioniimeout, thereis usually an idle period during
which the senderoesnot transmitary data,possiblycausingthe communicatiorpathto
beunderutilized. Thereis noway to indicatethelossto the sender

In earlyversionsof TCR the only way to recover from a sggmentlosswasto wait for
theretransmissioimeout(RTO) timerto expire. Thevalueof RTO is determinedrom the
measuredound-triptime (RTT) andthe varianceof recentRTT measuremen{89, 61].

Timeoutis amechanisnto battlecongestionbut thetimeouttimermustbesetcorrectly
If the timer is too long, the network may be idle for a long time beforethe lost paclet
is retransmitted.If the timer is settoo short, the sendemmay unnecessarilyetransmita
segment,which only addsto network congestion.

Anotherreasorfor needingan accuratdimeoutvalueis thattimeoutsareregardedas
animplicationof congestiorandhave significantimpacton congestiorcontrolalgorithm.
Inaccuratetimeout valuesmay trigger false congestioncontrol actionsresultingin low

throughput.
2.2.4 Round-Trip Time Measurement

Estimatinground-triptime is notaseasyasit soundsAn intuitive ideais to recordthe
time whenTCP sendsout a paclet, andreadthe time againwhenthe acknaviedgments
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receved. The differencebetweenthe two timesis the round-triptime. Runningaverage

canbeusedto smooththevariationsof individual samples:

EstimatedRT = a x EstimatedRT + (1 — o) x SampleRT (2.2)

Here « is an averagingparametebetween0 and 1. Thetimeoutvalueis setto a quite
conserative value:

Timeout= 2 x EstimatedRT (2.3)

After several yearsof usein the Internet,a flaw of the simplealgorithmwasdiscov-
ered. The problemis that datapacletsandacknavledgmentsanbe lost in the network.
Whena pacletis retransmittecandthe acknavledgmentarrivesat the senderit is impos-
sibleto determinaf this acknavledgmenshouldbe associateavith thefirst or thesecond
transmission.

Karn and Patridge[44, 45] suggestea simple solutionwhich only measuresample
RTT for segmentsthat have beensentonce. If a pacletis retransmitted,TCP stopstak-
ing samplesof the RTT for the retransmittegaclet. They alsoproposeto changeTCP’s
timeoutmechanismThetimeoutvaluedoubleseachtime thelost pacletis retransmitted,
similar to theexponentiabacloff in Ethernet.

A timestampoptionwasrecommendeth RFC 1323[40]. Whenusingthetimestamp
option, the TCP senderwrites the currentvalue of a “timestampclock” into a 12-byte
optionalfield in theheadewof eachoutgoingsegment.Thereceverthenechoghosetimes-
tampsin thecorrespondindACKs. Whenreceving anACK, Thesendercandeterminghe
RTT by calculatingthe differencebetweerthe currentvalueof its “timestampclock” and

thetimestampechoedn the ACK.
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A few yearslater, Jacobsorand Karels proposedmore dramaticchangego TCP to
fight congestionincludinga new methodto setthetimeoutvalue.In this nevw method the

timeoutvalueis setaccordingto the estimatedRTT aswell asthe deviation of individual

RTT sampleg39]:
Difference= SampleRT — EstimatedRT (2.4)
EstimatedRT = EstimatedRT + § x Difference (2.5)
Deviation = Deviation+ p x (|Differenc¢ — Deviation) (2.6)

Thetimeoutvalueis setto
Timeout= EstimatedRT + n x Deviation (2.7)

Here,é andp areconstantdbetween0 and1l. Paxson[61] statesthat$ shouldbe setto
1/8, p to 1/4 andn to 4. Thesevaluesarewidely usedin presenfTCP implementations
becausef their efficiency in binary arithmetics. The above algorithmwasintroducedin
[39], becausehe original algorithmintroducedin [63] turnedout to be inadequatewith
congestedhternetworks. Thisalgorithmwasmademandatoryn RFC1122[12] by stating
that TCP implementationsnust follow the rules mentionedabore. The retransmission
timer mustbe resetwhenan ACK is receved thatacknavledgesnew data. This way the

timerwill expire after RT'O secondsFor amoredetaileddescriptionyeferto [61].
2.2.5 FastRetransmit and Recovery

Timeoutis a mechanisnto deliver the paclet lossinformationandtriggerthe retrans-
missionfrom the senderbut timeoutsarealwaysaccompaniethy anextendedperioddur-
ing which no datacanbe sent.A bettermechanisnior passinghegative acknaviedgments
and triggering retransmissionsalled triple duplicateacknowledgmentss introducedin
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RFC 2001[70]. This mechanisnregardsthe receiptof threeconsecutie duplicateac-
knowledgmentsasanindicationof pacletloss. Duplicateacknavledgmentscknavledge
exactly the sameoctetsasprevious acknaviedgments.The recever generates duplicate
ACK whenit recevesan out-of-ordersggment. The algorithmof triggeringa retransmis-
siononthreeduplicateACKsis calledfastretransmit

Additionally, the congestiorcontrol specificatioralsoimprovesthe TCP performance
by allowing the sendeto retransmita nev segmenteachtime anadditionalduplicateACK
arrivesafterthefastretransmiif the TCP congestiorwindow andreceverwindow permit.
This is basedon the judgmentthat eachduplicateACK is anindicationof a paclet that
hasarrivedattherecever, meaninghatthe network loadwasreducedy onepaclet. This
is calledthe padket conservatiorrule [39], which requiresthatthe numberof outstanding
sgmentsin the network is maintainedduring the fastrecovery phase.However, because
the paclet losscanbe a notificationof congestionthe sendethasto wait for the number
of outstandingsegmentsto be halved beforenew segmentscanbe transmitted.The algo-
rithm following thefastretransmiis calledfastrecovery, andit is completedafterthefirst

acknavledgmentor new dataarrivesto thesender

2.3 TCP Implementationsand Extensions

TCP hasbeena ratherfluid protocolover the last several years,especiallyin its con-
gestioncontrolmechanismin fact, TCPis no longerdefinedby a specificationput rather
by implementations Due to the availability of intermediateversionsof the codeandthe
factthatpatchhasbeenlayeredontop of patchespnecouldnotfind a universalagreement
aboutwhichtechniquewnasintroducedn whichreleaseln todays Internet,mary different

versionsof TCPimplementatiorcoexist andcommunicatavith eachother
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In this sectionwe review the differentTCPimplementationsndextensions.The pur-
poseof this review is to tracethe developmentof the TCP protocolandto understandhe

TCPversionghatnen TCPenhancemenisusttalk to.

2.3.1 TCP Tahoe

TCP Tahoe,which is alsoknown asBSD Network Releasel.0 (BNR1), refersto the
originalimplementatiorof Jacobsors congestiorcontrolmechanismenthe BSD operat-
ing systemin 1988. It includesslow start,congestioravoidance animproved round-trip-
time estimatiorandfastretransmi{39]. Thenew mechanismsvereintroducedn response
to congestie collapseghatbeganoccurringonthelnternetin 1986andcausedhroughput
to dropin somecasedy a factorof a thousand.TCP TahoeincludesmostmodernTCP
congestiorcontrolmechanismandis thepredecessaf mostotherTCPimplementations.

Thegoalof thesemechanismss to ensurghata TCPconnections ableto reachastate
of equilibriumandthatthe connectiorobeys the “consenation of paclets” principleonce
it is in equilibrium. This principle stateghat oncea connectiorhasreachecdequilibrium,
it shouldonly transmita paclet on the network whenit recevesfeedbackindicatingthat
a paclet hasleft the network. The connectiorreachegquilibriumby probingthe network
for availablebandwidthandadjustinga newnly proposedgendercongestiorwindow. In TCP
Tahoethewindow usedby the sendeis takenasthe minimumof thereceverwindow and
this new congestiorwindow.

The most significantperformancemprovementof TCP Tahoecomesfrom the fast
retransmitmechanism By triggeringa retransmissiomponthe receiptof threeduplicate

ACKs, TCP Tahoeavoidsthelong wait for theretransmissiotimer to expire.
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Themaindisadwantageof TCPTahoes its frequentnitiation of theslow startfollowing
eachpaclet loss. The slow-startprocesgakesa long time to bring the TCP transmission
ratebackto normal,so TCP Tahoedoesnot performwell on highbandwidth-delayroduct

connections.

2.3.2 TCP Reno

TCP Renowasimplementedn the BSD operatingsystemin 1990,andis alsoknown
asBSD Network Release.0 (BNR2). It is the mostwidely usedTCP versiontoday On
top of TCP Tahoe,TCP Renoaddsthefastrecarery mechanismFastrecovery enableghe
connectiorto quickly recover from isolatedsegmentlosseq70].

The maindifferencebetweenT CP TahoeandRenois the phasethey enterafterafast
retransmit.In both TahoeandReno,fastretransmitis triggereduponthe receiptof three
duplicateACKs. However, whenapartialor nev ACK isreceved, TCP Tahoesetsts cwnd
to oneseggment. As aresult, TCP entersthe slow startphaseuntil cwndreachessthesh
Butin TCPReno,whena partialor new ACK is receved,cwndis setto ssthesh causing
the systento immediatelyenterthe congestioravoidancephase.

Besidedastrecorery, TCPRenoalsosupportdeadempredictionanddelayedacknowl-
edgmentsptions.Headepredictionis anoptimizationfor thecommoncasethatsegments
arrive in order andthe delayedacknavledgmentsoption acknavledgesevery other sey-
mentratherthanevery segment.

The key advantageof TCP Renoover TCP Tahoeis thatit maintainsthe clocking of
new datawith theduplicateACKs andavoidsinitiating the slow startphasevhenthe TCP
transmissiorrate is reduced. This improvementis mostnoticeableon large bandwidth-

delayproductconnectionsvherethe slow startphaseds long.
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2.3.3 TCP NewReno

Thefastretransmitandrecoveryin TCP Renoareeffective in recoveringfrom isolated
paclet losses.However, it wasobsered that Renodoesnot work well if multiple pack-
etsaredroppedduring a singleroundtrip [36]. In high-speedinks, a typical congestion
episodecancausemultiple segmentdo bedropped.In this casefastretransmiandrecor-
eryarenotableto recover from thelossesandslow startis triggeredfrequently Figure2.2
shaws a casewhenthreeconsecutie pacletsarelost from a window andthe sendeffCP
incursfastretransmitwice andthentimesout. At this time, sstheeshis setto one-eighth
of the original congestiorwindow value. As a result,the exponentialgrowth lastsa very
shorttime, andthelinearincreaséeginsatavery smallwindow. Thus, TCPtransmitsata

very low rateandlosesmuchthroughput.
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Figure2.2: FastRetransmiandRecwery
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TCPNew Reno[27] introduceda fast-recoveryphaseduringwhich the senderemem-
bersthe highestsequenceiumbersent(RECO/ER) whenthe fastretransmitis first trig-
gered.After thefirst unacknevledgedpacletis retransmittediponthereceiptof threedu-
plicateACKs, the senderfollows the usualfastrecovery algorithmandincreaseshe cwnd
by onefor eachduplicateACK it receves. Whenthe senderrecevesanacknaviedgment
for the retransmittedpaclet, it checksif the ACK acknavledgesall segmentsincluding
RECOVER. If so,the ACK is a new ACK. The senderexits the fastretransmit-receery
phaseandsetsits cwndto sstheshandstartsa linearincreasgcongestioravoidance).

Ontheotherhand,if the ACK is apartial ACK, i.e., it acknavledgestheretransmitted
sggmentandonly a partof the sggmentsbeforeRECOVER, thenthe sendeiimmediately
retransmitghe next expectedsegmentasindicatedby the ACK. This continuesuntil all
sggmentancludingRECOVER areacknavledged.

This modificationallows TCP New Renoto handlemultiple losseswith a singlefast
recovery phase,while TCP Renohasto invoke fast-receery multiple times. Avoiding
multiple fast-recoery phasesaneliminatetwo detrimentaleffects. First, it preventsthe
senderffrom shrinkingthe congestiorwindow too dramatically Secondit eliminatesstalls
thatoftenhappernto TCP Renoaftertwo pacletsaredroppedn asinglewindow.

While TCP New Renois capableof handlingmultiple paclet lossesin a singlewin-
dow, it is limited to detectingandresendingat mostone paclet per round-trip-time. This

deficieny becomesnorepronouncedsthe delay-bandwidtiproductbecomegreater

2.3.4 TCP SACK

Currentlya TCP recever only acknavledgesthe highestsegmentit hassuccessfully

recevedin order In theeventof pacletloss,the sendeicanonly tell thefirst lost segment
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from theacknavledgmentst receves. Thedelivery statusof subsequergegmentswill not
beknown until theacknavledgmenbf thefirst retransmittegbacletis receved. Therefore,
multiple losseswithin oneround-triptime normally causea timeoutatthe source.

TheTCPSACK optionspecifiedn [57] providesaway of furnishingmoreinformation
aboutthe pacletsthathave beenreceved. A SACK optionis anoptionalfield in the TCP
header It is sentwhene&er out of sequencelatais receved. All duplicateACK’s contain
the SACK option. The optioncontainsa list of contiguousblocksof dataalreadyreceved
by therecever. Eachdatablockis identifiedby the sequenc@aumberof thefirst bytein the
block (the left edgeof the block) andthe sequenc&umberof the byte immediatelyafter
thelastbyte of the block. Becausef the limit onthe maximumTCP headersize,at most
threeSACK blockscanbespecifiedn oneSACK paclet.

The recever keepstrack of all out-of-orderdatablocksreceved. Whena SACK is
generatedthe first SACK block specifiesthe block of datacontainingthe mostrecently
receved datasegment. This ensuregshatthe recever providesthe mostup to dateinfor-
mationto the senderAfter thefirst SACK block, theremainingblockscanbefilled in ary
order but therecever shouldtry to includeasmary distinctblocksaspossible.

The senderkeepsa table of all the segmentssentbut not ACKed. Whena segment
is sent, it is enteredinto the table. Whenthe senderreceves an ACK with the SACK
option, it marksall the segmentsspecifiedin the SACK option blocksas SACKed. The
entriesfor eachsegmentremainin thetableuntil the segmentis ACKed. Whenthe sender
recevesthreeduplicateACKs, it retransmitghefirst unacknavledgedpaclet. During the
fastretransmitphase whenthe senderis sendingone segmentfor eachduplicateACK
receved, it first triesto retransmitthe holesin the SACK blocksbeforesendingarny new

sggments Whenthe senderetransmitsa sggment,it marksthe sggmentasretransmittedn
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thetable. If aretransmittedsegmentis lost, the sendeitimesout andperformsslow start.
Whenatimeoutoccursthesenderesetdhe SACK table.

The senderalsousesa new pipe mechanismio track the numberof pacletscurrently
in transit. SACK performsfast-retransmijust like TCP New Reno. It entersthe fast-
retransmiphasevhenalossis detectedandit exits whenall of the datathatwasoutstand-
ing atthe beginningof thefast-retransmiphasenasbeenacknavliedged.

SACK improvesuponTCP New-Renowhenmultiple pacletsarelostin a singlewin-
dow. Thedetailedinformationprovidedby SACK allowsthe sendeto retransmiimultiple
lost pacletswithin a singleroundtrip time, while New Renohasto wait for the ACK of

thefirst retransmitteghacletto determinewhich otherpacletshave beenlost.
2.3.5 TCP NetReno

Anotherimprovementon multiple lossesis the TCP Net Reno[54] proposedby Lin
andKung. They obsered that 85% of the timeoutsin currentTCP implementation®on
the Internetare causedby windows too small for fastretransmissiorto trigger. In such
casestherearenot enoughpacletsin the network pipe to trigger the fastretransmitand
recovery, andthereforetimeoutsareincurred.They proposea network-sensitve versionof
RenocalledNet Renothatimprovesperformancdoy reducingretransmissiotimeouts.In
NetReno,anew pacletis sentfor eachduplicateACK recevedbeforefastretransmission
is triggered.In caseof smallwindows,thesenew pacletstriggermoreduplicateACKs that

triggerfastretransmit.
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2.3.6 TCP Vegas

TCP Vegas[14] is a big changefrom earlierimplementation®f TCP that were dis-
tributedin release®f 4.3BSD Unix. It usesthreetechniquego improve TCPthroughput
andreducepacletloss.

First, Vegasenhanceshe TCP Round Trip Time estimationalgorithm by using the
systenclockinsteadof thecoarsegranularityTCPtimer. ThemoreaccuratdRTT estimate
is usedto sensecongestiorsoit canretransmita paclet even beforethe receiptof three
duplicateACKs. CertainACKs areusedto checkfor timeoutandretransmissiomsingthe
enhancedRTT estimate.

Second\Vegasmonitorschangesn throughputoy comparingmeasuredhroughputo
expectedthroughputcalculatedusing the window size. The congestionavoidancealgo-
rithm usesthis informationto maintainthe optimalamountof datain the network. Thus,
the steadystateestimations continuallyperformedusingthroughputasanindicator

Finally, Vegasmodifiesthe slow startalgorithmby introducinga constantcongestion
window phaseevery otherroundtrip. The congestionwindow increasesxponentially
every otherroundtrip andstaysconstantluringtheinterimround-trip.Duringthe constant
phasethe algorithmcompareghe estimatedandachiered throughput. The differenceof
thetwo throughputss usedo decidewhetherTCPshouldentertheincreaser thedecrease
mode.TCP Vegastakeslongerto getto steadystate but the steadystateestimationis more

accurate.
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2.4 CongestionFeedbackMechanisms

The TCPalgorithmatthesendeandthereceveris only partof the congestiorcontrol
effort. An equallyimportantpartis thecongestiorieedbackrom thenetwork, whichis the
basisof any congestiorcontrolactions.

Congestiorfeedbackcanbe deliveredin differentways. The mostprimitive feedback
is paclet drops. In caseof buffer overflow, the network simply dropsincoming paclets
that cannotbe accommodated the routerbuffer. The sourcecandetectthe paclet drop
eitherfrom atimeoutor from duplicateacknaviedgments.Tail Drop is the mostcommon
paclet droppingpolicy. More sophisticatedouterscanchoosepacletsto drop according
to accountingnformationof eachconnectionpr drop pacletsbeforethe buffer overflons
in orderto achieve certainperformanceyoals.

The secondapproachs to sendcongestiorcontrolmessagewhencongestioroccurs.
Basedon what informationis sentand wherethe congestioncontrol messageare sent,
thereareseveralprotocols.

Thethird feedbackapproachs to mark congestiorinformationin the headerof pass-
ing paclets. Whenthe paclet reachesherecever, the attachedeedbacks reflectedback
to the senderthroughacknavledgmentpaclets. This approachs calledexplicit notifica-
tion. Whenthe markingpolicy is properlytuned,this approaclhcanachiere the goalsof
congestiorcontrolwithoutlosinguserdataandwithout addingextratraffic.

Thesecongestiorfeedbacknechanismsarereviewedanddiscussedh this section.

2.4.1 Tail Drop

Tail Drop is the simplestpaclet droppingpolicy. Whenthe router buffer is full, in-

coming pacletsthat cannotbe accommodatedre simply dropped. Besidedroppingthe
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incomingpaclet, therouterperformsno otheroperations\Whenthesourceimesout, it re-
alizesthata pacletis lost,andassumethenetwork is congestedAn alternatve to timeout
is duplicateacknavledgmentslf thereareenoughpacletsfollowing the droppedpaclets,
the sourcecandeducethe loss signalfrom duplicateacknavledgments.In this way, the
congestiorsignalis deliveredto the source.

Despiteits simplicity, Tail Drop hasa numberof dravbacks,including unfairnessand
globalsynchronization.

At first glance the Tail Drop policy seemdair to all paclets:no pacletis treateddiffer-
ently from others.In fact, Tail Drop is unfair to bursty connectionandnew connections.
Comparedvith smoothconnectionsbursty connectiondave greaterprobabilityto fill up
thebuffer spaceghansmoothconnectionslif the samenumberof pacletsaresent,abursty
connectionwill suffer more paclet dropsthan a smoothconnection,causingunfairness
againstheburstyconnectionTail Drop alsofavorsold connectionshannew connections.
Old connectionghat occupy the buffer spacecankeeppacletsof new connectiongrom
enteringthe buffer. In somesituations,Tail Drop allows a singleconnectioror afew con-
nectiongo monopolizethe queuespacepreventingotherconnectiongrom gettinginto the
gueue.Thisis calledthelock-outphenomenoi24].

Tail Dropis alsoblamedfor causingglobalsynchronizationWhenthebuffer is notfull,
all pacletsaresuccessfullyenqueuedndforwarded causinghe congestiorwindow of all
connectiongo grow. Thusthe network is quickly congested As the buffer getscloseto
full, pacletsof all connectionhave agoodchanceo be droppedcausingall connections
to backoff simultaneously This resultsin a sustainegeriodof loweredlink utilization,
reducingoverall throughput.Eventhoughat extremelylow loadsthe performancef Tail

Drop is acceptablemary papershave shonvn that Drop Tail is always outperformedoy
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otherpolicies[48, 52]. Kim [46] even shaws thatthe entire systemcan be shutdown if
Drop Tail is implemented.

For IP over ATM traffic, Tail Dropin ATM mayresultin somecells of a paclet being
droppedwhile othercells may be enqueuedndforwarded.Floyd [30] shawvs thatthetail

dropschemecausegpoor TCP performancdecausef phaseeffectsin bursty TCPtraffic.

2.4.2 Partial Packet Discard

Partial Paclket Discard (PPD)wasfirst proposedn [68] to efficiently transportTCP
seggmentsover ATM networks. WhenPPD hasto drop a cell dueto buffer overflow, all
subsequentells belongingto the samepaclet aredropped.PPDavoidstransmittingcells
belongingto a corruptpaclet that mustbe retransmittedentirely by higherlayer protocol

(e.g., TCP),thusimproving the utilization of bandwidthresources.
2.4.3 Early Packet Discard

EPD [68] was also designedo avoid the transmissiorof partial pacletsin an ATM
network. BothEPDandPPDusetheEndof Messag€EoM) cell informationto distinguish
endof frameboundariesln thePPDschemewhenacell is droppediueto buffer overflow,
theremainingcellsfrom theframearealsodropped.EPD dropscompletepacletsinstead
of partialpaclets. As aresult,thelink doesnot carryincompletepacletsthatwould have
beendiscardedluringreassemblyin EPD,athresholdessthanthebuffer sizeis setin the
buffer. Whentheswitchqueudengthexceedgshisthresholdall cellsfrom arny new paclets
aredropped.Paclketsthathadbeenpartly receved beforeexceedingthe thresholdarestill
acceptedf thereis buffer space Thesuperiomperformancef EPDwasdemonstratedver

Tail DropandPPD[48, 52].
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EPD doesnot discriminatebetweenconnectionsn droppingpaclets. In mary cases,
EPDdropspacletsbelongingto oneconnectiorcausingt to backup, but transmitpaclets
belongingto anotherconnectiorallowing it to sendmorepaclets. A numberof dropping
policiesincluding Selectve Drop [33], Early Packet Discardwith Fair Buffer Allocation
[33] andEarly Selectve Packet Discard[17] wereproposed.Thesepoliciesmaintainand

useperconnectioraccountingnformationto achieve betterfairnessamongconnections.

2.4.4 Drop-from-Front

The Drop-from-Frontoptionwasfirst introducedby Yin [76]. Whenthe buffer is full,
insteadbf droppingtheincomingpaclet, thecongestedoutermakesroomfor theincoming
paclet by droppingthe paclet in the front of the queue. In this way, the TCP sender
is notified aboutthe congestiornone entire buffer soonerthanif the Tail Drop had been
applied. The sendercanrespondo the congestiorsoonerandthusshortenthe congestion
period.

Lakshmaretc. [51] studieda variantof Drop-from-Frontusedon IP over ATM, called
Partial FrameDrop at the Front (PFDF).In PFDFE, whena cell is droppedfrom front, the
pacletto whichthecell belongss markedsothatall remainingcellsfrom the samepaclet
arealsodroppedw~vhenthey arrive atthefront. ThestudyshovedthatPFDFachieresbetter
throughputhanPartial Packet Discard,Drop-from-FrontandTail Drop, especiallyin high

bandwidth-delayproductenvironments.

2.4.5 RandomEarly Detection

RandomEarly Detection(RED) [31] is a congestionavoidancemechanismmple-
mentedin routersto performactive queuemanagementRED differs from other paclet

droppingpoliciesin that routersneednot to maintainconnectionstateinformation. It is
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designedo work in collaborationwith atransportiayer congestiorcontrol protocol,such
asthecongestiorcontrolin TCP. The objectvesof RED includeavoiding globalsynchro-
nizationandkeepingtheaveragequeudengthin aregionof low delayandhighthroughput.
RED avoids the lock-outphenomenomndimprovesfairnessamongconnections Bursty
connectionglsogetfairertreatmenthanin Tail Drop. Burstyconnectionaremorelikely
to causecongestiorandgetdroppedn Tail Drop, but they do notconsumenorebandwidth
onaverage.

The RED algorithmconsistsof two parts:the estimationof the averagequeuesize g,
andthe calculationof the droppingprobability for the incoming paclet. Basically RED
usesan exponentiallyweightedmoving averagequeuelength,but theimplementatiorhas
to considelidle periodsduringwhichno pacletsarrive andthequeudengthis notupdated.

The probabilityto dropa paclet is determinedoy a particularalgorithm. The two pa-
rametersming, andmaz,,, representhelower andupperlimits of averagequeuelength
for paclet dropping. With averagequeueengthbelov min,,, no packetwill be dropped.
Whenaveragequeuelengthis abore maxy,, all incomingpacletswill be droppeddeter
ministically. Whenthe averagequeuelengthis betweernhe two thresholdsthe incoming
pacletwill bedroppedwith a probability calculatedrom ¢,,. anda configuredmaximum
drop probability p,,qq -

Droppingpacletswith probabilityin this way ensureshat TCP connectiondackoff
irregularly to breakthe global synchronization.The queuelengthat the routerno longer
oscillatesasmuchasin the Tail Drop. The averagequeuelengthcanbekeptin low level
sotherouterwill beoccupiedo ensurehighthroughputandalow paclettransferdelay

WeightedRED [23] is acommerciaimplementatiorof RED thatdistinguishepaclets

with differentpriorities. In thisschemehostsor edgeroutersmayaddprecedencealuesto
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pacletsasthey enterthe network. In theinterior of the network, whenthe RED threshold
is reachedhigherpriority pacletsaredroppedwith alower probabilitythanlower priority
paclets. In this way, W-RED canbe usedto provide priority-basedquality of serviceto

dataflows.

2.4.6 DEChit

Packet markingprovidesa differenttype of congestiorfeedbackhanpacletdropping.
The DECbit wasthefirst attemptto adda singlebinary bit in the paclet header A router
setsthis bit in a pacletif its averagequeudengthis greatethanor equalto 1 atthetime
the paclet arrives. This averagequeuelengthis measureaver a time interval that spans
thelastbusyidle cycle, plusthecurrentbusycycle.

Onthe hostside,the sourcerecordshow mary pacletshave the congestiorbit set. If
lessthan50% of the pacletsin thelastwindow have the congestiorbit set,thenthesource
increaseshecongestiorwindow by onepaclet. If 50%or morepacletsin thelastwindow
have the congestiorbit set,thenthe sourcedecreasethe congestiorwindow to % of the
previous value. The “increaseby 1, decreasey ;" rule was selectecbecauseadditive

increase/multiplicatie decreasenakesthe mechanisnstable.
2.4.7 Explicit CongestionNotification

The Explicit CongestionNotification proposedin [26, 65] is a binary feedbackfor
TCP/IR Ratherthandroppingpacletsduringbuffer overflon, ECN providesalight-weight
mechanisnfor routersto senda directindicationof congestiorto the source. Although
ECN is essentiallya binary feedbackschemejt usestwo bits in the IP headerand two
bitsin the TCPheadeto ensurecompatibilitywith otherprotocolsandreliabledelivery of

the congestiorfeedback.The ECN-Capablélransport{(ECT) bit is setby the datasender
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to indicatethatthe end-pointsof the transportprotocolare ECN-Capable. The CE (Con-
gestionExperiencedpit is setby the routerto indicatecongestiorto the endnodes.The
ECN-Echoflagis setby the datarecever to notify the sendethatthereceved paclet has
experiencedcongestion. The CongestionWindow Reducedbit is usedby the senderto
inform thereceverthatcongestioractionhasbeentaken.

Bits 6 and7 in thelPv4 TOS octetaredesignate@dsthe ECN field. Bit 6 is designated
astheECT bit, andbit 7 is designate@sthe EC bit. In theTCPconnectiorsetupphasethe
sourceandthe destinatiorexchangdanformationabouttheir desireand/orcapabilityto use
ECN. Subsequenti the completionof this negotiation,the TCP sendersetsthe ECT bit
in the IP headerof the datapacletsto indicateto the network thatthe transports capable
andwilling to participatein ECN for this paclet. If the TCP connectiondoesnot wish
to useECN notificationfor a particularpaclet, the TCP sendersetsthe ECT bit to 0 and
thereceverignoresthe CE bit in therecevedpaclet. Whentherouterdetectscongestion,
it checkswhetherthe ECT bit of the incoming paclet is set. If not, the paclet will be
discardedik e aconventionalrouter If the ECT bit is set,therouterwill markthe CE bit to
indicateto thedatarecever thatthis paclet hasexperiencedongestion.

In the TCP headerbit 9 in the Reseredfield of the TCP headeris designateasthe
ECN-Echoflag, bit 8 is designatecdasthe CWR bit. Whena paclet with the CE bit set
reacheghe recever, the recever responddy settingthe ECN-Echoflag in the next out-
going ACK for theflow. To provide robustnessagainsthe possibility of a droppedACK
paclet carryingan ECN-Echoflag, the TCP recever mustsetthe ECN-Echoflag in a se-
riesof ACK paclets. Thereceveruseshe CWR flagto determinavhento stopsettingthe

ECN-Echaflag.
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WhenanECN-Capabld CPreducests congestiorwindow for ary reasor(becausef
aretransmittimeout,a FastRetransmitor in responséo an ECN notification), TCP sets
the CWR flag in the TCP headerof thefirst datapaclet sentafter the window reduction.
If thatdatapaclet is droppedin the network, thenthe sendingTCP will have to reduce
the congestiorwindow againand retransmitthe droppedpaclet. Thus, the Congestion
Window Reducednessages reliably deliveredto the datarecever. After the receiptof
the CWR paclet, acknavledgmentdor subsequenhon-CEdatapacletsdo not have the

ECN-Echoflag set.
2.4.8 FECN and BECN

Forward explicit congestiomotification(FECN)is abit in the headeiof aframe-relay
frame. It canbe setby any nodein a virtual pathin the frame-relaynetwork thatis in
dangerof gettingcongestedit might be setin framesthataretraveling on thevirtual path
from sourceto destination.The bit indicatesthe congestiorto the destinatiomode. This
informationshouldbe passed-oimo a higherlevel protocol,which shouldtake appropriate
measures.

Backwardexplicit congestiomotification(BECN) is a FrameRelaymessagéhatnoti-
fiesthe sendingdevice thatthereis congestionn the network. A BECN bit is sentin the

oppositedirectionin which theframeis traveling, towardits transmissiorsource.
2.4.9 SourceQuench

Sourcequench62] is anotherexplicit feedbacknechanisnto tell ahostcomputeithat
it needdo reducethepaceatwhichit is sendingpacletsto thathost. It is aspecialinternet

ControlMessagérotocol(ICMP).
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Ideally, areceving hostwould detectwhenpacletswerestackingup too fastandsend
a sourcequenchin time to slow the pacedown sothatno pacletswerelost. Notethatthe
InternetProtocolof which ICMP is apartdoesnotitself guarante¢hedelivery of paclets.
Higherlevel protocols suchasTCR have responsibilityfor ensuringsuccessfuénd-to-end
communicationlP andICMP simply reporterrorsor situationsasthey aredetectedsothat
paclets canbe resentor sentat a differentpace. Sourcequenchis not the only way to
controlflow in a network andnot necessarilyhe mostefficientway. In IP Version4 (the
mostcommonly-usedP version),routersarenot allowedto originatea sourcequenchand
arenot obligatedto acton areceved sourcequench.Becausehe sourcequenchmessage

may itself increasenetwork traffic, otherapproachet network flow controlarepreferred.

2.5 Surveyof WirelessTCP Enhancements

Enhancementgroposedn theliteratureusuallyfall into two cateyories.Thefirst cate-
goryattemptgo hidewirelessdosse from TCPsoexisting TCPalgorithmsdo notneedo
change.This cateyory canbefurtherdividedinto Split ConnectioPApproach,Link Layer
ProtocolsandTranspori_ayerProtocols.

The secondcateyory corveys wirelesslossesexplicitly to TCP andlets TCP decide

whatcongestioractionto take. In this case modificationdo TCPareneeded.

2.5.1 Split ConnectionApproach

Thesplit connectiorapproactsplitsthe entirepathinto awired connectioranda wire-
lessconnection.TCP/IPrunsindependentlypnthetwo connections.

2We call paclet lossescausedy wirelesstransmissiorerror “wirelesslosses” andpaclet lossescaused
by network congestiorfcongestionlosses”.
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I-TCP [5] is oneof theearlyprotocolsto split theentirepathinto two separateonnec-
tions, onebetweerthe sendemandthe basestation,andthe otherbetweerthe basestation
andthe mobile host.Both connectionsun TCP/IPindependentlyThe basestationsimply
copiespacletsbetweerthe two connections Errorsoccurringin the wirelessconnection
do not affect the wired connectionso the performancewill not be affectedby wireless
errors.

Thissolutionis simple.Eachconnections homogeneouandnomodificationis needed
atthefixedhostandthe mobile host. Its problemis thatacknaviedgmentsecevedby the
senderdo not meanthe pacletshave beenreceved by their destination.Whenthe mobile
hostmovesto anothercell, someacknavledgedpaclets may getlost. Thusthis method
violatesTCP’s end-to-endsemantic.The seconddravbackof I-TCP is heary buffering at
the basestation. Large numberof pacletsmay pile up at the basestationbeforethey can

betransportedo the mobile host.

The basicmodelfor Two Connections[7] is that the network is wired andthe last
hop from the basestationto the mobile hostis wireless. It assumeshatthe mobile host
recevesall its pacletsfrom the basestation. TCP at the sendelis assumedo know that
thedestinatiorhostis amobilehost.

Whena fixedhostwantsto communicatevith amobile host,it openswo connections,
onewith the mobile hostandthe otherwith the basestation. The secondconnections a
controlconnectiorusedto estimatehe congestiorstatuson thewired network. Packetsof
thesetwo connectionsare expectedto be routedin the sameway andhenceare affected
the sameby the congestionlf thetwo connectiongxperiencehe samefractionof paclet

loss,thenthe senderegardsthe paclet lossasdueto congestiorandinvokescongestion
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control. Otherwise, it regardsthe paclet lossasdueto wirelesserrors,the lost paclet is
retransmittedbut congestiorcontrolis notinvoked.

Underthis scenariothe sendesendgaclketsonthecontrolconnectionn regularinter-
valssuficiently spacedsoasnotto causeoverhead.Thesendethenperiodicallycompares
thefractionof acknavledgedpacletson thetwo connectionandchecksf the pacletsare
lostdueto congestioror dueto transmissiomrroronthewirelesdink. If theacknavledged
fractionis significantlydifferentin thesetwo casesthenit concludeghattheerrorin the
wirelesslink is causingthe pacletsto be droppedsothe senderdoesnot apply congestion
control, doesnot reducethe window size and continuesthe incrementas before. If the
two fractionsarethe same thenthe congestiorcontrol methodsare appliedasin normal
TCP. Whenthe pacletsarelost, TCP at the senderasto wait for a timeoutafter which
it retransmitghe paclets. Whenthe mobile hostlearnsaboutthis loss, it sendsduplicate
ACKs. OnseeingheduplicateACKsthe sendeknows thatits previouspacletshave been
lostandimmediatelyresendshe pacletswithout waiting for thetimeouit.

This methodhassereral severedefects.First, the assumptiorthatthe two connections
will have the samerouteis questionable.Also, the correlationof paclet lossesbetween
thetwo connectionsnay bevery low. Finally, this methodaddsa significantoverheadof

traffic to the network.

2.5.2 Link Layer Protocols

The secondapproachis link layer protocols which enhancehe wirelesslink by for-
warderrorcorrectionandlocal retransmissioo provide areliablelink to theupperlayer,
atthe expenseof introducingvariabledelaysin datadelivery. Thesemethodsaturallyfit

into thelayeredstructureof networking protocols.
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Xylomenog[75] arguesthatlink layersolutionsareapplicableto ary link andnetwork
topology Its main problemis the interferenceof retransmissiomechanismst different
layers.Thevariabledelaycausedy link layerretransmissiomaytriggeratimeoutatthe
sourceandstartan end-to-endl CP retransmissionln addition,decidingthe neededevel
of enhancemerntfor a particularwirelesslink may be difficult. A single solutioncannot

addresshe need=f multiple protocolson differentlinks.
2.5.3 Transport Layer CachingProtocols

The third approachs transportiayer cachingprotocols,with the Snoopprotocol[34]
asthebest-knevn implementationThis approactassumethatanintermediatanodeor an
elemenin thewirelesdink knowsthatthetransportayeris TCPandtheunderlyinglink is
awirelesslink. It selectvely interceptsandmodifiesthe dataandacknavledgmentraffic
to mitigatethe effect of wirelesslosses.

Snoopprotocol [34] introducesa snoopingagentat the basestationto cacheandcom-
pareTCP pacletsgoingoutto the mobile host,aswell asacknavledgmentsomingback.
Thesnoopingagentis ableto determinewhich pacletis lost on thewirelesslink andwill
schedulalocalretransmissiofor thelostpaclet. At thesameime, duplicateacknavledg-
mentscorrespondingo thewirelesdossaresuppressetb avoid triggeringafastretransmit
from thesource.

Unlike otherproposalsthe Snoopprotocolcanfind outtheexactcauseof pacletlosses
andtake actionsto preventthe TCP senderfrom makingunnecessarglovdowns. Snoop
protocolrequiresthe basestationto cacheTCP seggmentsandkeepperconnectionstate,
which imposesa heavry buffering andprocessingurdenon the basestation. In addition,

the Snoopagentat the basestationneedsto checkthe TCP headetrto find the sequence
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number If the pacletsare protectedwith IP security the entire TCP pacletis encrypted
so intermediateroutersincluding the basestationare prohibitedfrom readingthe TCP
header Therefore,Snoopprotocol will not work with encryptedtraffic. Furthermore,
Snoopprotocolonly worksfor traffic from thefixedhosttowardthe mobilehost. Whenthe
mobile hostis the sendeia differentprotocolhasto be used.

Delayed Duplicate Acknowledgments(DDA) [73] is anotheitransportayerprotocol.
Unlike the Snoopprotocol, DDA doesnot needtheinvolvementof thebasestation.It only
needsminor modificationat the recever, andworkswith encryptedraffic. DDA assumes
that a link level retransmissiorschemes implemented. When out-of-orderpaclets are
receved,therecever sendsiluplicateACKs for thefirst two out-of-ordemaclets.If it gets
moreof them,therecever defersfurtherduplicateACKsfor aperiod.If duringthisperiod,
thenext in-sequenc@acletarrives,therecever discardshe deferredduplicateACKs and
sendsanew ACK. If thein-sequenceacletdoesnotarrive duringthis period,therecever
releaseshedeferredduplicateACKsto triggeraretransmissionDDA is asimpleproposal
andrequiregnodificationonly atthemobilehost. However, it doesnotdistinguishbetween

wirelessandcongestioossesandincreaseshe delayof retransmittedongestioriosses.

Thebasicideaof Fast-TCP is thata network elementsuchasa router delaysthe IP
pacletscarryingTCP acknavledgmentsvhencongestions aboutto occur Sincethe TCP
sourcedoesnotreceve anacknaviedgmentijt keepsts currenttransmissiorwindow until
thedelayedacknavledgmenis receved.

It hasbeenprovedthat Fast-TCPcanspeedup TCP flow control time, reducebuffer
oscillation,increaséandwidthutilization,increasehroughputandreducepacletlossesn

IP networkswith wired links.
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Fast-TCPcan prevent buffer overflov during slow startwhenthe TCP transmission
window increasesapidly. Sincewirelesslinks causdost sggmentsandasa consequence,
slow starts, the Fast-TCPhaseven more opportunityto act. Naturally, the overall amount
of datatransferreds higherwith thewired link.

Themainconclusions that,evenwithoutany specialadaptationso wirelessprotocols,

Fast-TCPimprovesthe performancef wirelessTCP connections.

Multiple Acknowledgments[8] usestwo typesof acknavledgmentsto distinguish
betweerpacletlossedn the wired network andin thewirelesslink. The partialacknavl-
edgmentACKp is sentby the basestationto tell the sendethatit hasrecevedthe paclet.
ThecompleteacknavledgmentACKc is sentby the mobile host.

Local retransmissioms implementedon the wirelesslink. Whenthe basestationre-
ceivesapaclet, it sendsan ACKp to thesendernddeliversthe paclet to the mobile host.
If thelocal retransmissiotimer expires, it retransmitghe paclet. ACKs from the mobile
hostareforwardedonly if they areneededyy the sendeflTCP. ACKs thattriggerunneces-
saryretransmissionarediscardedWhenthesenderecevesanACKp, it marksthepaclet
ashaving beenreceved by the basestation. Only whenthe pacletis not receved by the
basestationwill the pacletberetransmittecgndthe congestiorcontrolactionsbetaken.

This methodcan determinethe causeof paclet losses,at the costof extra traffic to
sendthe partial acknavledgments.However, its main problemis the modificationat the
fixed host,which is usuallynot underthe wirelessserviceprovider’s control. Evenif the
wirelessserviceprovider canmake changesn somefixed hosts the mobile hostis limited

to visiting thesehostsonly.
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2.5.4 Explicit Notification Protocols

Unlike othermethodghathidewirelesserrors,explicit notificationprotocolsexplicitly
communicatehe causeof paclet lossto the sourceso TCP cantake correctcongestion

controlactions.

Explicit LossNotification (ELN) [6] is ageneramechanisniby whichthecauseof the
pacletlosscanbecommunicatedo the TCPsenderA snoopingagentrunningatthebase
stationmonitorsall TCP segmentghatarrive overthewirelesslink. 1t doesnotcachel CP
sgmentssinceit doesnot performary retransmissionsRather it keepstrack of holesin
the sequencespace.Theseholescorrespondo sggmentsthathave beenlost over wireless
links.

WhenanACK arrivesfrom therecever, theagentat the basestationconsultsts list of
holes.If the ACK correspond#o asegmentin thelist, theELN bit in the ACK is setbefore
beingforwardedto the datasenderWhenthe senderecevesan ACK with ELN bit set,it
retransmitghe next segmentbut doesnot take any congestiorcontrolactions.

In ELN, the basestationsuffersheavy processindurdenjustasin the Snoopprotocol.
It worksonly whenthemobilehostis thesenderin addition,ELN introducesinnecessarily
long delaysfor the retransmittegaclets. Whenthe basestationdetectsa wirelesserror,
it doesnot requesta retransmissiommmediately Instead,it waits for the corresponding
duplicateACKs comingbackandsetsthe ELN bit to triggertheretransmissionThis adds
almostoneentireroundtrip delayto theretransmitteghaclets.

The Inter-arri val Time methodproposedn [9] againusesthe modelwherethe net-
work is wiredandthelasthopis wireless.It alsoassumethewirelesdink is thebottleneck

in the network. Sincethe wirelesslink is the bottleneck,mostpacletsare queuedat the
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basestationandtransmittedbackto backonthewirelesdink. Thepacletinter-arrival time
is definedasthetime betweenrarrival of consecutie paclets.

Whenno pacletis lost, the pacletinter-arrival time is the sameasthetime requiredto
transferthepacletonthewirelessnetwork, denotedas?'. If pacletn islostdueto wireless
error, theinter-arrival time betweerpacletsn — 1 andn + 1 is 2T If pacletn is lostdue
to congestionthepacletsn — 1 andn + 1 will becomeback-to-backn the basestations
gueue.Thereforetheirinterarrival time atthe mobilehostis T'.

LetT,,;, betheminimuminter-arrival timeobseredsofar. P, denotegheout-of-order
pacletrecevedby therecever. P, wasthelastin-sequenceacletrecevedbeforep,. T, is
thetime betweerarrivalsof P, andP; andlet n bethenumberof pacletsmissingbetween
P, andP,. If (n+ 1)1, < T, < (n+ 2)T,,, thenn missingpacletsareassumedo
be lost dueto wirelesstransmissiorerrorsotherwisethey areassumedo be lost dueto
congestion.

This methodis basedon unrealisticassumption®n the network. If thereis another
mobile userat the samecell, the back-to-backassumptiorwill be broken. Therefore this

methodis notfeasible.

If the TCP sendethasaccumulated certainnumberof dupacksandis confidentthat
thenext unacknavledgedpacletis lost, it caninvoke the FastRetransmitlgorithmimme-
diately Thenumberof dupackgshatshouldbeaccumulateds a functionof the numberof
unacknevledgedpacletsthroughthe Segment-In-Flight Estimate [60].

A new variablesi fest, whichis the senders estimationof theamountof in-flight sey-
mentsandis zeroinitially, is proposedo be addedat the senderfor every actve TCP
sessionWhenanew datapacletis sent,s: fest is increasedy one.Whenthe TCPsender

getsanewack, sifest is decreasethy the numberof acknavledgedsegments.If timeout
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occursor the senderhasbeenidle for morethanonertt, sifest is zeroagainsincethe
sendelis goingto reprobethe network. If the TCP senderetransmitsa sentpaclet trig-
geredby scheme®therthanatimeout,si fest remainsuntouchedsinceit is assumedhat
thepreviouscopy of this paclethasalreadyleft thenetwork. Thereceverandintermediate
systemsareunmodified andthe modified TCP canbe deplog/edincrementallyandinteract
with ordinaryTCP compatiblyovertheInternet.

Whenthe TCP senderalreadyhas(sifest — 1) dupacksor dupackshave exceededa
fixedthresholdandthemostunacknavledgedpaclethasnotbeerresenin thelastrit, this
pacletis resenimmediatelyaccordingo theFastRetransmitlf morenew datapacletsare
allowedby cwndandthe cwndinflating algorithm,they canbe pipedinto the networksto
triggermore ACKs andto help TCP endpointgegainthe self-cloking earlier Integrating
the SIF estimationwith ordinary TCP variantsis quite straightforward and conflict-free
with the original algorithms. With the SIF enhancementhe TCP sendemight become
lesstoleranton re-orderedpaclets, and the estimationerror might be accumulatedor a
while. However, whenSIF is effective, sincethereareonly few in-flight segmentsandthe
estimationis re-initializedperiodically the probabilityof dupad occurrencalueto paclet

reorderings negligible.
2.6 Surveyof Media AccessControl

Themostimportantinterfacein wirelessnetworksis theradioaccessnterfacebetween
themobile stationsandthe basestation. The wirelessradiolink enablesnobile stationsto
be connectedo the network while moving. Theair mediais sharedy the basestationand

all mobilestationgn thecell. Theaccess$o themediais coordinatedy the MAC protocol.
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As morereal-timeapplicationsare deployed on mobile stations,the supportfor real-
time applicationbecomesnimportantrequiremenfor MAC protocols.In this sectionwe
summarizeexisting MAC protocolsthat supportreal-timeapplicationson wirelesslocal

areanetworks.

2.6.1 Packet Resewation Multiple Access

The first MAC protocol proposedto supportwirelesscommunicationis the Packet
Reseration Multiple Access(PRMA) protocol[59]. As shavn in Fig. 2.3 (1), in PRMA
timeis dividedinto basictransmissiomnitscalledslots andseveralslotsform ascheduling
unit calleda frame Usersareclassifiednto two types:voice usersanddatausers. PRMA
doesnot have dedicatedesenation bandwidth.Eachuserwith voice/datao transmitran-
domly choosesa slot available inside a frame for paclet transmission.Whetheror not
contentionoccursin aslotwill beknown to all the senderdy theendof theslot. If avoice
usersuccessfullytransmitsits voice pacletin a slot, the slotswill be labeledasresened
in subsequenframesuntil releasedy the voice useruponcompletionof its transmission.
Thisrule, however, doesnotapplyto datauserswho arerequiredto contendor every slot
it would like to usefor datatransmission. Due to its CSMA nature,PRMA suffersfrom

low utilizationin mediumto heavy traffic loads.

2.6.2 Dynamic Time Division Multiple Access

DynamicTime Division Multiple AccesgD-TDMA) [74] wasproposedy Wilson etc
in 1993.As shavnin Fig. 2.3(2),in D-TDMA, timeis dividedinto frames andeachframe
is composedf resenation slots, voice slotsanddataslots. A slottedALOHA approach
is usedin resenation slots for reseration requests. That is, to resene an information

(voice/data)kslot, a usersendsa resenation paclet in arandomlychoserresenation slot.
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(1) Frame structure in PRMA

Reservation Voice slots Data slots
slots

(2) Frame structure in D-TDMA

Figure2.3: Framestructuregor thePRMA andD-TDMA protocols.

The resenation paclet containsinformation neededto establisha connection(e.g., the
source/destinatioaddresses)At the endof a resenation period, successfutesenation
will be identifiedandthe final slot schedulewill be broadcasto all the usersby the base
station. Onceallocateda voice slot, a usercanusethe sameslotsin subsequenframes
until it completedts transmissionyhile a datauseris grantedonedataslot (in the same
frameasit malkestheresenration)atatime. Unsuccessfuliserswill retryin thenext frame

accordingo areservatiorretransmissiomprobability.

2.6.3 ResouiceAuction Multiple Access

ResourcductionMultiple Acces§RAMA) [3] is verysimilarto D-TDMA exceptthat
it usesa differentreserationapproach As shavn in Fig. 2.4, reserationslotsin a frame
arereplacedoy auctionslotsin RAMA. In eachauctionslot, the availableresourcegi.e.,
informationslots)will beauctionedo requestingisersandwill beassignedo thewinner
of theauction. The auctionprocedurevorks asfollows (Fig. 2.4): eachrequestingiseris
assignec@userliD whichis randomlygenerateevhentheuserdecidedo attendtheauction.

Thenumberof digits usedin therandomnumberdepend®nthe numberof userscurrently
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Figure2.4: Framestructuref RAMA

in the network. Requestingisersstartto transmittheir IDs in the auctionslots,oneat a
time, from the mostsignificantbit to the leastsignificantbit. After eachbit transmission,
thebasestationbroadcastthelargestbit valueit justreceved,andthosecontendingnobile
hostswith unmatchedbit valuewill dropoff. Therewill beafinal winnerby theendof each
auctionslot. This winnerwill not attendary future auctionin the sameframe. The users
droppingoff in the currentauctionslot canselectanotherandomnumberandre-enteithe
auctionin the next slot. Oneattractive propertyof RAMA is thatit is guaranteedhatone
mobilehostwill finally win outin eachauctionandbesuccessfuin sendingts reseration
requesto the basestation.
2.6.4 DynamicResewation Multiple Accessand Floor Acquisition Mul-
tiple Access

DRMA [64] is a variationof the above protocols,anddiffersin the degreeof design

complity andthe level of bandwidthefficiency thus achiered. DRMA eliminatesthe

resenation/auctiorslotsin D-TDMA/RAMA, anduseq(if necessaryanavailableslotasa
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Frame structure in RQMA

Figure2.5: Framestructureof RQMA.

setof reserationslots. Efficiency is achieved by dynamicallyassigningesenationslots,
ratherthanusingfixedresenationslots. FAMA [19], on the otherhand,basicallyapplies
the carrier sensemultiple accesswith collision detectionmechanisnto the control and
jamming paclets sentfrom mobile hoststo the basestation,and can be regardedas a
CSMA/CD schemean awirelessLAN.

All the above wirelessMAC protocolsaretailoredto meetthe specificrequirementf
supportingonly voice anddatausers,anddo not addresshe needfor supportingotheras-
pectsof QoS.In particular they provide notemporalQoSrequiredby buslocationtracking
applications.Recently several otherMAC protocolshave beenproposedhataddresghe

QoSissuesn wirelessLANs, whichwe summarizebelow.

2.6.5 Remote-QueuingMultiple Access

RQMA [25] supportsthreetypesof traffic: constantbit rate (CBR), real-time,and
best-efort. A framein RQMA is dividedinto threefields: b backlogslots, requesslots

(andtheir correspondin@ck subfields) andt transmissiorslots(Fig. 2.5). A mobile host
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sendsarequesin arequesslot (in aslottedALOHA fashion)to the basestationto either
establisha RT/CBR sessioror sendbest-efort paclets. If the basestationsuccessfully
recevesarequesin arequessilot, it sendsanackin the correspondingcksubfield.Once
a real-timesessions establisheda mobile hostthen usesone backlogslot (assignedy
the basestation)to inform the basestationof arny newly-arrived pacletsof thereal-time
sessionand their deadlines. The basestationthen determinesvhen a mobile host can
send/recefie datapaclets by specifyingin the assignsubfieldof eachtransmitslot the
mobile hostid andthe sessiond. The mostdesirablefeatureof RQMA [25] is that it
takesinto consideratiorof the error characteristiof the wirelesschannelandestablishes
a priori a real-timeretransmissiorsessiono retransmittime-critical datapaclets upon

errordetectionn thenormaltransmissiomphase.

2.6.6 Data Over Cable Sewvice Interface Specification

It hasalsocometo our attentionthatthe CableModemstandard— DataOver Cable
Servicelnterface Specification(DOCSIS)[15] — hasrecentlybeendevelopedby thein-
dustrial associatiorMultimedia Cable Network System(MCNS) Partnersto specifythe
internalandexternalnetwork interfacesfor a systemthatallows bi-directionaltransferof
InternetProtocoltraffic betweerthe cablesystemandthe customeendsover a cabletele-
vision system.In particular the RadioFrequeng (RF) InterfaceSpecificatiorof DOCSIS

[15] specifieshe MCNS MAC protocolto beusedin the CableModemsystem.
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CHAPTER 3

PROBLEM STATEMENT AND METHODOLOGY

Enhancementsf wirelessnetworksinvolve mary aspect®f thenetwork. Thefocusof
our studyis onthetransporfayerandthe mediaaccessontrollayer, includingalgorithms
at the end points and supportfrom network routers. The issuesresolhed in this study

include:

Identifying requirement®n wirelessTCP enhancement

AnalyzingwirelessTCP performancealegradation

DesigningawirelessTCPenhancemergcheme

Deliveringfastercongestiorfeedback

Allocating resourcesn asymmetriavirelessLANs

Balancingdelayandbandwidthefficiencgy in voicetrunking

Theseassuesandthemethodologyto addresshesessuesarediscussedbelow.
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3.1 Identifying Requirementson Wir elessTCP Enhancement

While mary proposalshave beensuggestedor wirelessTCP enhancementnary of
them poseunrealisticassumptiong&nd needmodificationsin placesthat are essentially
impossible.Someproposalsapply only to a specialnetwork configurationandsomeonly
solve the performancealegradatiorproblemfor traffic in onedirection.

In this partof the study we identify and prioritize requirementdhat are desirablein
practice. The goal of formulating this requirementist is to decidecriteria to evaluate

enhancemeni@ndto find nev enhancemerapproaches.

3.2 Analyzing WirelessTCP Performance Degradation

It hasbeenwidely recognizedthat TCP hasdegradedperformancean wirelessnet-
works. A commonmisunderstandingn the researclcommunityis thatthe performance
degradationis causedoy TCP’s inability to distinguishbetweenwirelessand congestion
losses. Enhancementproposedn the literaturefocus on distinguishingwirelesspaclet
lossedrom congestiorlosses.

However, throughsimulationswe found theseenhancementdo not work well, even
thoughthe causeof pacletlosshasbeencommunicatedo the TCP sendelandcongestion
controlactionsatthesendehave beensuppressedr duplicateacknavledgmenthavebeen
discardedThesimulationresultsstronglysuggesthatsomecause®therthantheinability
to distinguishbetweerthetwo typesof lossesaredegradingthe performance.

In orderto find the contributors of the performancedegradation,we designedan ex-
perimentto collect TCP performancealataunderdifferentlossscenariosandusestepwise

multiple regressiorto analyzetheleadingcontritutorsof TCP performancealegradation.
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Thegoalof thisanalysiss to find theleadingcontributorsof performancealegradation
in wirelessTCP, andto shav thatcurrentproposalglid not solve the degradationproblem.

Theconclusiorof this analysisalsosuggestshe directionof futureenhancemergfforts.
3.3 DesigningWir elessTCP EnhancementScheme

As indicatedby the resultof the previous two issuescurrentwirelessTCP enhance-
mentsarenot satishctory A nev enhancemergchemas neededThegoalof thisscheme
is to achieve compatibilitywith currentTCP implementationsimake modificationsto cur-
rent network implementationonly in the scopeof wirelessserviceproviders,and most
importantly to solve the performancelegradatiornproblemcausedy timeout.

The proposedschemes basedon the ECN protocolthat was standardizedy IETF
in RFC 2481 andis expectedto be widely implemented.This schememakesuseof the
sequentiatoherenceof ECN paclet markingwhich is basedon the fact that congestion
doesnot happennor disappearsuddenly Before the congestiorreachedo the level of
buffer overflow, somepacletsmustbe marked. Similarly, aftera pacletis dropped,some
subsequenpacletswill be marked. Congestiorcoherenceanhelpto distinguishthe two
typesof pacletlossesandECN canhelpto eliminatetimeoutsarisingfrom multiple losses

in onewindow.

3.4 Delivering Faster CongestionFeedback

Deliveringcongestiorfeedbackn time is critical to the succes®f congestiorcontrol
algorithms.Thefasterthecongestiorieedbacks recevedby thesenderthemoreeffective
thecongestioractionwill be. Historically, timeout[41], triple duplicateacknavledgments

[70] andexplicit congestiomotification[26] have beenusedo delivercongestiorieedback
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tothesenderEachof thesehreemechanismss fasterthanits predecessandbringsbetter
TCP performanceln this study we find thatmarkingthe pacletin the front of queuecan
deliver evenfastercongestiorfeedbacko the source.

In this researchthe performanceeffectivenessof the mark-front stratey is studied
throughanalysisandsimulation.Theimprovementof mark-frontstratey includessmaller
buffer sizerequirementt the routersandhigherTCP throughput.It alsoavoidsthe lock-

outphenomenorandimprovesthefairnessamongconnections.

3.5 Allocating Resouicesin Asymmetric WirelessLANs

Media AccessControl protocolis one of the mostimportantprotocolsin a wireless
LAN. A vastvariety of MAC protocolswereproposedn theliteraturein orderto address
the variousneedsof differentwirelessnetworks. The OSU-MAC is proposedo support
both real-timeand non-real-timeapplicationsin the OSU narrav-bandwirelessmodem
testbedsubjectto its physicallayercharacteristiceandconstraints.

The OSUwirelessmodemtestbeds a narrav-bandmodemwith half-duplex transmis-
sionandasymmetricchannels.The basestation,which is equippedwith a moresensitve
transcererandhaving higherpower consumption¢antransmitandlistenatthe sametime.
The mobile station,with its lighter weighthandseandsmall battery canonly transmitor
listenat any giventime. Moreover, switchingfrom transmittingmodeto listeningmode
andvice versarequiresa guardtime. Becausef the differentequipmentindpower con-
sumptiontheforwardandreversechanneldhave differentdataanderrorrates.In addition,
in amulti-userernvironment,userscanjoin andleave the cell at any time andcompetefor

themediaaccess.
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The half-duplex media,asymmetricchannelsand real-time applicationscreategreat
challengesn the mediaaccesgesign. In the designof OSU-MAC, a numberof unique
techniquedave beenused,ncludingdoublecontrolfields,dynamicregistrationandreser
vation, separatiorof real-timeslotsandnon-real-timeslots,two levels of error correction
code,etc.

The goal of OSU-MAC is to provide supportfor bothreal-timeandnon-real-timeap-
plications,andto maximally improve the mediaefficiengy underthe physicallayer con-
straints. The simulationresultsof the MAC protocol prove that the MAC schemedoes

improve the efficiencgy of themedia.

3.6 BalancingDelay and Bandwidth Efficiency in Voice Trunking

Delayandbandwidtharetwo importantaspect®f Quality of Servicefor real-timeap-
plications.Real-timeapplicationsgspeciallywoice,aresensitve to delay Humanearsare
very goodatpickingupthedelayin voice. In voiceconversationmostpeoplenoticeround
trip time whenit exceeds250 ms. ITU-T G.114recommendd.50 ms asthe maximum
desiredone-vay lateng to achieve high-qualityvoice. Beyondthis lateng, callersbegin
to feel uneasyholdinga two-way corversationrandusuallyendup talking over eachother
At a500msor largerroundtrip time, phonecallsareimpractical.

Theproblemof delaybecomesnoreseverewhenmoreefficientcompression/decompression
methodsare used. For example,in orderto fill an ATM cell which has48-bytepayload,
theITU-T G.711(64 kbps)codecneedss ms, but the moreefficient ITU-T G.723.1(5.3
kbps)codecneeds’2 ms. Notice thatthis 72 ms doesnot includethe propagatiordelay

gueueingdelay etc,thatthe cell mustundego whenit travelsthroughthe networks.
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ATM AdaptationLayer 2 (AAL2) hasbeendesignedo reducethe packingdelay It
is describedn ITU-T Recommendatioh366.2[3§ andATM Forum specificatior'ATM
TrunkingusingAAL2 for Narrov-bandservices[4]. Theideais to multiplex voice pack-
etsfrom multiple sourcesnto oneATM cell sothatthetimetofill acell canbereduced.
However, thereis a balancebetweerthe delayandthe bdictemgthin AAL2,
_CU thatdecideghe expiration of the packing theyeis a parameteimer
Timer _CU value meansan ATM cell can wait longer and carry more voice paclets, a
smallerTimer_CU valueimpliesthatmorecellsmight be sentbeforefully paakorder
to reducethe delayincurredby elongategackingprocess.Thereforeehe Timer  _CU value

is animportantparameteto balancevoice delayandbandwidth



CHAPTER 4

REQUIREMENTS OF WIRELESS TCP ENHANCEMENTS

TCPis known to have poor performanceover wirelesslinks. With the rapid devel-
opmentof wirelessandmobile communicationsthereis a pressingneedto enhancel CP
performanceverwirelesdinks. In thepastfew yearsanumberof enhancementsave been
proposedput mary of theseenhancementarenot practicalin termsof assumptionsm-
plementatiorandapplicability As criteriato evaluatetheseenhancement# this chapter

we establisha setof requirements$or wirelessTCP enhancements.

4.1 Implementation Requirements

Althoughthe proposalgeviewedin Chapter2 solve the poor performanceroblemin
someways,they arebasednquestionablassumptiongjeedmodificationsatsomepoints,
andapplyonly to certaintraffic configurations Herewe summarizea setof requirements

thatwe think aredesirablan practice listedin the orderof importance.
4.1.1 SemanticRequirement

First, the enhancementmust maintain the end-to-endsemantic TCPis areliable

transportprotocol. All pacletsacknavledgedmusthave beenreceved correctly at their
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destination Any enhancementot meetingthis requirements not areliabletransporipro-

tocol.

4.1.2 Local Modification Requirement

Secondall modificationsto the existing algorithm must be local. Addingawireless
link to thenetwork shouldnotrequirethe entirenetwork to changeln thecaseof amobile
host,only the basestationandthe mobile hostareunderthe control of thewirelessservice
provider. Modificationsbeyond this scopeare usuallyimpractical. For example,whena
wirelessserviceprovider offers an Internetservice ,he canmodify the basestationor the
mobilestationto improve TCP performancebut requiringall websitesthathis subscribers

may visit to changds impractical.
4.1.3 Encryption Requirement

Third, the enhancemenimust apply to encryptedtraffic. As datasecuritygetsmore
important,a large portion of traffic is likely to be encrypted. Encryptionprotocolslike
IPSECencryptIP payloadso that intermediatenodescannotseewhat is being carried.
Only the destinatiorhasaccesdo the contentof IP paclets. Enhancemengolutionsthat

monitorthe TCP headeiat the basestationdo not meetthis requirement.

4.1.4 Two-way Traffic Requirement

Fourth, the enhancementshould apply to two-way traffic. Many enhancementare
designedor mobile recevers, and work only for traffic from the wired network to the
mobile host. However, in almostall caseghe mobile hostsalsosenddatapaclets. Traf-
fic in both directionsis affectedby wirelesserrors. In orderto fully utilize the wireless

bandwidth theenhancememhustwork for bothdirections.
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4.1.5 Intermediate Link Requirement

Fifth, the enhancemenshould apply to intermediate wir elesdinks. Many enhance-
mentspresumethe wirelesslink is the last hop of the connectionandwork only for this
configuration. While this configurationis common,othertypesof networks like ad-hoc
networks, mobile networks andsatellitelinks have intermediatewirelesslinks. It is desir
ablethattheenhancemerndanapplyto intermediatavirelesslinks.

In additionto theabove five requirementst is desirabldo controlthetraffic, buffering

andprocessingverhead.

I-TCP | Multiple Control Snoop| ELN | Delayed
Acks Connection Dupacks
Modify MH no no yes no no yes
Modify BS yes yes no yes yes no
Modify FH no yes yes no no no
Compleity simple | moderate, moderate | high | high | simple
Add traffic no yes yes no no no
BS buffering heary heary no heary no light
TCPstatesatBS light light no heary | heary no
Two-way solution yes no no no no no
End-to-endsemantic| no yes yes yes yes yes
Interpretlosses no yes probably yes yes no
Interpretdupacks no yes probably yes yes yes
Delayvariations small small large small | large small

Notes:

1. BS buffering: high if transportlayer retransmissiontight if link layer
retransmissiomoif retransmissiois notneeded.

2. TCPstatesat BS: highif BS needgo maintaina holelist; light if only
window variablesareneeded.

3. Delayanddelayvariation:largeif thecorruptedpacletsareretransmitted
end-to-endsmallif retransmittedocally.

Table4.1: Comparisorof proposaldo enhanc& CPoverwirelesslinks
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4.2 How Curr ent EnhancementdMeet the Requirements

Currentenhancemenproposalsin the literature have beenreviewed in Section2.5.
Table4.1.5summarizeshe major characteristicef theseenhancement#cludingwhere
themodificationsaremadeandtheir compleity andperformance.

Table 4.2 summarizesvhetherthe currentproposalameetthe requirementandtheir
traffic, buffering andcomputingoverhead A / meangherequirements metor the over-
headis low, a x meanghe requirements not metor the overheads high. Surprisingly

noneof currentsolutionsmeetall therequirements.

I-TCP | Multiple Control Snoop | ELN | Delayed

Acks | Connection Dupacks
SemanticRequirement X Vv Vv Vv Vv Vv
Local Requirement Vv X X Vv Vv Vv
Encryption Requirement X X Vv X X Vv
Two-way Requirement Vv X X X X X
Intermediate Link Rgmt Vv X Vv X X Vv
Traffic Overhead Vv X X Vv Vv Vv
Buffering Overhead X Vv Vv X X Vv
Computing Overhead Vv Vv Vv X X Vv

Notes: Both SnoopandELN areone-way solutions,but they canbe com-
binedto provide a two-way solution.

Table4.2: Which solutionsmeettherequirements?

Basedon theclassificationin Section2.5andthe requirementsn this chapterwe find
that the split connectionapproachviolatesthe end-to-endsemantic. Explicit notification

protocolsarenotlocal. Thelink layerprotocolsarehighly dependentn the characteristic
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of thewirelesslink anda generaimethodis difficult to find to for all links. Thereforepur

studymainly concentrateen thetransporiayerprotocols.
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CHAPTER 5

LEADING CONTRIBUTORSOF WIRELESS TCP
PERFORMANCE DEGRADATION

Transmissiorerrorson wirelesslinks causeend-to-endetransmissionand unneces-
sary slowdowns in wirelessTCP. A commonunderstandingn the researchcommunity
is that the performancedegradationof wirelessTCP is causedoy TCP’s inability to dis-
tinguishbetweenwirelessand congestionosses.In the pastfew years,a numberof en-
hancementiave beenproposedo improve TCP performancever wirelesslinks. These
enhancemenimplementocal retransmissiomo avoid end-to-endetransmissiorandde-
velop schemedgo distinguishthe two differenttypesof paclet losses.In this chapterwe
conducta numberof simulationsto collect performancealata,andstatisticallyanalyzethe

contributorsof wirelessTCP performancelegradation.

5.1 Intr oduction

TCPwasdesignednainly for wired networks, wheretransmissiorerrorsarerareand
the majority of pacletlossesarecausedy congestionAn underlyingassumptiorof TCP
congestiorcontrol algorithmis that paclet lossesandthe resultingtimeoutat the source
areindicationsof network congestiorandthe sourceshouldreducetheir traffic ontimeout

[41].
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WhenTCP is deplojed on wirelessnetworks, paclet lossesdueto transmissiorerror
areretransmittedrom the source anduponretransmissiotthe effective transmissionate
is reducedby half. If wirelesserrorshappenfrequently the effective transmissiorrate
of the wirelesslink could becomevery small. Therefore, TCP hassevere performance
degradationon wirelesslinks.

A commonunderstandingn the researcltcommunityis thatthe performancalegrada-
tionis causedy thelackof localretransmissioonthewirelesdink andby TCP’sinability
to distinguishwirelesslossesand congestioriosses.Enhancementproposedn the past
few yearsfocuson implementinglocal link layerretransmissiomnddevelopingschemes
to distinguishthe two typesof paclet losses. However, our simulationsshov theseen-
hancementdo notwork well in mary casesWe find thatretransmissiomndunnecessary
slowdown arenotthe only contritutorsof performancaelegradation WirelessTCP suffers
heavily from timeout. Timeout,whichis theresultof multiple lossesn onewindow, hap-
pensonly occasionallyin wired networks. With the presencef wirelesslinks, thechance
of having multiple pacletlossesn onewindow is significantlyincreasedandcausesevere
performancelegradation.

In this chaptemwe designanexperimentto collect TCP performancealataunderdiffer-
entlossscenariosandusestepwisamultiple regressiorto analyzetheleadingcontritutors
of TCP performancalegradation.Our resultrevealsthattimeoutis the leadinganddomi-
nantcontributor of performancelegradationIn addition,our simulationsshow thatcurrent
enhancementil to improve TCP’s timeoutbehaior andthereforeexhibit lower perfor
mancein mary cases.This studyindicatesthata goodenhancemennustchangeTCP’s

timeoutbehaior. Basedon the conclusionof this study a new enhancemerdpproachs
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proposed.Simulationresultsshown thatsuchan approacloutperformsotherenhancement

proposals.
5.2 Contributors of TCP PerformanceDegradation

The TCP algorithmis designedo be conserative on the amountof outstandinglata
in thenetwork. A congestiorwindow (cwnd) is usedto controlthe numberof outstanding
TCPsaymentsn thenetwork. At thebeginningof transmissiongwndis setto onesegment.
Whenthe acknavledgments receved,cwndis increasedy onesggment.If no pacletis
lost, TCP cantransmitone seggmentin the first round-triptime (RTT), two sggmentsin
the secondRTT, andfour segmentsin the third RTT. This periodis calledthe slow start
phaseThetransmissiomategrows exponentiallyuntil cwndreaches slow startthreshold
(ssthesh value or when a paclet is detectedto be lost. At the beginning, sstheshis
initialized to anarbitraryhigh valueandis setto half of the currentcwndvalueif a paclet
lossis detected.After cwnd grows larger than ssthesh the senderentersthe congestion
avoidancephaseduringwhich cwndincreasedy only onesegmentperRTT.

Whentoo mary pacletsaresentto the network, somepacletswill belostdueto con-
gestion.In earlyversionf TCR thereceverwould only acknavledgethehighesiseggment
it hadsuccessfullyecevedin order sothe sourcereliedsolely on retransmissiotimeout
to recoverfrom pacletlosses.TheRenoversion[2] of TCPallowsthesendeto retransmit
a paclet whenthreesuccessie duplicateacknavledgmentsarereceved. This procedure
is called fastretransmit. Fastretransmitcan recover only one paclet lossin a window.
Whenmultiple losseshapperin the samewindow, the sourcewill timeoutanda slow start

procedureébegins.
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The above TCP congestiorcontrol mechanismsvere designedmainly for wired net-
works. With the presencef wirelesslossesin the network, the underlyingassumptions
of thesecongestiorcontrolmechanismsrecompletelychanged.Throughsimulationand
comparisonwe find threecontritutors of TCP performancedegradation: end-to-ende-
transmissionynnecessaryglovdown andtimeout.

First, whena paclet is lost, it will be retransmitteckitherlocally or end-to-end.In
generalall congestiorlossesareretransmitteaénd-to-endIf alocal retransmissiois im-
plementednthewirelessink, themajority of wirelesdossesanberetransmittedocally.
Pacletssuffering a secondossin theretransmissiomay causehe TCP sourceto timeout
andtriggeranend-to-endetransmissionlf theretransmissiois end-to-endr if the bot-
tlenecklink is on the retransmissiomath, the extra traffic usesthe bottleneckbandwidth
andmayreducethegoodput.

Secondwhenawirelesdossis retransmittee@nd-to-endexisting TCPalgorithmstreat
thepacletlossasanindicationof congestiorandslow down thetransmissiomate. Unnec-
essaryslowdown causessignificantperformancelegradationbecausehe effective trans-
missionrateis cut to half. This degradationcanbe avoidedif a mechanisms found to
distinguishbetweerthetwo typesof losses.

Third, existing TCP algorithms(TahoeandReno)canrecover only onepacletlossin a
window usingfastretransmit.Two or morepacletlosseqeithercongestioror wireless)in
thesamewindow usuallyresultin timeout. Timeoutcausesevereperformanceegradation
becauseaftertimeoutit takesmary roundtrip times(RTT) to bring the transmissiorrate
to normallevel. If pacletlossis usedfor delivering congestiorfeedbacka wirelessloss

happeningn the samewindow asa congestioriossis likely to causeimeout.
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Different TCP versionsand enhancementave slightly differenttreatmentto paclet
losses retransmissionslowdown andtimeout, so the impactof thesecontributorson the

performancenayvary slightly.

5.3 Experiment Designand Data Collection

In orderto find the performancémpactof thethreecontritutors,we conducted setof
simulationswith thens simulatorf53], collectedT CPperformancelatafor differentpaclet
errorratesandenhancementsndtried to analyzethe datausingmultiple regression.Our
purposes notto find a formulafor calculatingdegradationin generalcaseshut ratherto
find theleadingcontributorsof TCP degradatiorandthereforegive light to thedirectionof
enhancemerdesign.

The simulationswere conductedn a simplified network modelshavn in Figure5.1,
where s, s, are the sourcesand d;, d, arethe destinations. The numbersbesideeach
link representts rateanddelay Thelink betweenintermediateroutersr; andr, is the

bottlenecKink. Thelink between, andd; is awirelesslink.

10Mb, 1ms 1.5Mb, 1ms/'/
1.5Mb, 20ms
1 (r2)
10Mb, 1ms
10Mb, 1ms

Figure5.1: Simulationmodel
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Theexperimenttraffic isanFTP sessiorfrom s to d; usingTCPRenoasthetransport
protocol. Thebackgroundraffic is a UDP flow from s, to d, generatedby anexponential
on-off model. The meanburst periodandthe meansilenceperiodare both 100 ms, and
theburstdatarateis 500 kbps. Both TCP andUDP paclet sizesare1000bytes,andTCP
acknavledgmentsare40 byteslong.

Link layer retransmissions implementedon the wirelesslink. Packets sentbut not
acknavledgedat the link level within 40 ms are resent. Retransmittegaclets are also
subjectto wirelesserrorsat the samerate. The waiting time for DDA is 81 msso paclets
deliveredwithin two retransmissionare accepted.The paclet error rate of the wireless
link is variedto testthe performancef variousproposalsinderdifferentlossscenarios.

To reflect steadystatemeasurementthe simulationtime should be long enoughto
minimize the effect of the initial transientstate. Longer simulationnormally generates
smoothemaggrgateresults.Techniqueso determineghe simulationendtime canbefound
in Chapter25 of [42]. In our experimentwe tried varioussimulationtimesandfoundthe
resultsof 500secondshav theessentialeatureswithoutnoticeablaifferencerom longer
simulationssoall aggrgatemeasuremenrecollectedfrom 500-seconagimulations.

In eachsimulation thefollowing dataarecollected:

RETRANS: numberof end-to-endetransmissionsncludingcongestiorlosseswireless

losseghatareretransmittec&nd-to-endandpacletsretransmittediuringtimeout.

SLOWDOWN: numberof slowdown actionstaken at the source. The slowdown action

canbetriggeredby duplicateacknavledgmentr by ECN-Echoif ECNis used.
TIMEOUT : numberof timeoutsatthesource.

GOODPUT: numberof pacletssuccessfullyecevedandacknavledged.

69



1400 1300
1200 1200
1100
@ 1000
s ® 1000
4 800 £ 900
£ °
% 600 E 800
pa (2]
@ 700
£ 400
600
200 500
0 400
0.001 0.01 0.1 0.001 0.01 0.1
packet error rate packet error rate
(a) Retransmission (b) Slovdown
600 ———————y —————— 80000 ————————T
TCP —x—
DDA —=— L 4
500 [ EGN —o 1 70000
Snoop —& 60000 .
400 | e ]
2 3 50000 - .
g 300 - 13
£ S, 40000 - -
200 & 1 30000 | -
K TCP —x—
L 4 DDA —&—
100 20000 - ECN —eo— b
Snoop —&—
0 10000 L
0.001 0.01 0.1 0.001 0.01 0.1
packet error rate packet error rate
(c) Timeout (d) Goodput

Figure5.2: Retransmissiorglowdown, timeoutandgoodputfor differentmethods

The methodswe simulatedincludeplain TCE DDA, ECN andSnoop.ECN (Explicit
CongestiorNotification)is notanenhancemerior wirelessnetwork, but it improvesTCP

performancen certainscenarios



5.4 RegressionMethodology and Results

Thegoalof ouranalysidstofind asetof variables{ X, Xs, . .., X, } romRETRANS,

SLOWDOWN andTIMEOUT suchthatthey constitutea goodregressiorfor the goodput.
goodput = by + b1 X1 + bo Xo + -+ + b Xin (5.1)

By studyingtheregressiormodel,we hopeto find theleadingcontritutorsof TCP perfor
mancedegradation.

Thedifficulty in this regressiorcomesfrom theintercorrelatioramongvariables.The
threeindependenvariables— RETRANS,SLOWDOWN andTIMEOUT — affecteach
other Adding or remaoving a variablefrom the modelsignificantlyaffectsthe coeficients.
Stepwisevariable selectionis a frequentlyusedprocedureto selectthe minimal set of
independentariabledo constitutea satisactoryregressiongspeciallywhenthe candidate
independentariableshave strongcorrelation.

In eachstepof thestepwiseselectionavariableis addedo or removedfrom theregres-
sionmodel(5.1). Thefirst variableenteredat stepl is the onewith the strongespositive
(or negative) simple correlationwith the dependenvariable. At step2 (andat eachsub-
sequenstep),the variablewith the strongespartial correlationis entered.At eachstep,
the hypothesighatthe coeficient of theenteredvariableis 0 is testedusingits F' statistic.
Steppingstopswhenanestablishedriterionfor the F' nolongerholds.

The entireselectionproceduras carriedout usingthe SPSSsoftware. Theresultsare
presentedh Table5.1t0 5.6.

Table 5.1 characterizeshe meanand standarddeviation of the variables,which are

definedrespectiely as

Sa  and sw:\/w (5.2)
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Heren = 204 andz; is theobsenedvaluein thei-th dataentry.

Mean | Std. Deviation | N
GOODPUT 51340.19 13820.967| 204
RETRANS 996.39 316.490| 204
SLOWDOWN 744.35 234.828| 204
TIMEOUT 167.57 127.428| 204

Table5.1: Descriptve Statistics

Thecorrelationbetweertwo variablesr andy is definedas

iz (i — ) (yi — §)
(n—1)sys,

(5.3)

Ty =

Thecorrelationamongthe collectedvariabless listedin Table5.2. This tablerevealsthat
TIMEOUT hasthe strongestorrelationwith GOODPUT andthe correlationlevel among

thesevariableds prettyhigh.

GOODPUT| RETRANS| SLOWDOWN | TIMEOUT

GOODPUT 1.000 -.710 -.504 -.952
RETRANS -.710 1.000 317 .680
SLOWDOWN -.504 317 1.000 469
TIMEOUT -.952 .680 469 1.000

Table5.2: Correlation

In the stepwiseselection,the criterionto entera variableis that the probability of F'

statisticis smalleror equalto 0.05;thecriterionto remove avariablefrom themodelis that
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the probability of F' statisticis greaterthanor equalto 0.10. Table5.3 recordsthe order

thatthevariablesareenteredor removedfrom themodel.

Model | Variables Entered | VariablesRemoved
1 TIMEOUT —
2 RETRANS —
3 SLOWDOWN —

Table5.3: VariableEntered/Remeed

Table5.4 summarizetiow well eachregressiormodelfits the obsered data. R, the
coeficient of multiple regression,is the correlationbetweenthe obsered and predicted
valuesof the dependenvariable. R? is often interpretedas the proportionof the total
variationin thedependentariableaccountedor by theregressiormodel(5.1). R? ranges
from Oto 1. If thereis nolinearrelationbetweerthedependenandindependenvariables,
R?is0orverysmall.If all theobsenrationsfall ontheregressiorine, R? is 1. Thismeasure
of thegoodnes®f fit of alinearmodelis alsocalledthe coeficientof determination R2,
theadjustedi?, is designedo compensatéor the optimisticbiasof R?. It is afunctionof

R? adjustedby the numberof variablesn themodelandthe samplesize.

p(1 — R?)

2 2
Ri=R - g

(5.4)

wherep is the numberof independentariablesin the equation. The last columnin the
table,standarcerror of the estimatejs the squareroot of the residualmeansquaren the
ANOVA tablebelow. It measurethe spreadf theresidualqor errors)aboutthefittedline

usingtheregressiommodel(5.1).
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A noticeablepoint in Table 5.4 is that R?, the goodnesof fitting, hasa very high
valuestartingfrom the first model. It indicatesthat 90% of the variationof goodputcan
be explainedsolely by timeout. Adding SLOWDOWN and RETRANS into the model

increaseshe coeficient of determinationtheincreasehowever, is small.

Std Err or of
Model Predictors R | R* | R? |theEstimate
1 (Constant)TIMEOUT 9521 .907|.906| 4235.416
2 (Constant)TIMEOUT, RETRANS | .956 | .914| .913| 4077.532
3 (Constant)TIMEOUT, RETRANS,| .958 | .918| .917| 3985.823
3 SLOWDOWN

Table5.4: Model Summary

Table5.5is the analysisof varianceor ANOVA table. Denotey; asthei-th obsered
value of the dependenvariable,y astheir mean,andy; asthe i-th predictedvalue. The

sumsof squaregor regressionfor residualandtotal aredefinedas

SSRayression =

M- 114

SSResidual = (yi — 9:)° (5.5)

SSTotal = Y (y7 —7)

=1
Thedegreeof freedomarelistedin thethird column.Meansquaresrethesumsof squares
dividedby theirrespectre degreeof freedom.The F’ statisticis theratio of meansquareof
regressiorto themeansquareof residual.lt is usedto testthe hypothesighatall regression
coeficientsarezero:



i.e.,nolinearrelationexistsbetweerthedependentariableandtheindependentariables.
F is large whenthe independenvariableshelp to explain the variationin the dependent

variable. Herethe linearrelationis highly significant(in all threemodels,the p valuefor

the F' is lessthan0.0005).

Model Sumof Squares | df Mean Square F Sig.
1 Regression| 35153253390.678 1 | 35153253390.678 1959.627| .000
Residual 3623627402.866 202 17938749.514
Total 38776880793.544 203
2 Regression| 35435001755.524 2 | 17717500877.762 1065.633| .000
Residual 3341879038.02(0 201 16626263.871
Total 38776880793.544 203
3 Regression| 35599524396.335 3| 11866508132.112 746.942| .000
Residual 3177356397.209 200 15886781.986
Total 38776880793.544 203

Table5.5: ANOVA

Thesecondcolumnof Table5.6liststheestimateof coeficientsin theregressiormodel
(5.1)to computethe predictedvaluesfor the dependenvariable. The standarcerror of the
coeficientsis listedin thethird column.Whenall variablesaretransformednto z-score,

Y-V  Xi- X

U= A (5.7)
Sy SX;
model(5.1) canbewritten as
U= p1Z1+ BeZo+ -+ BnZy (5.8)
with
ﬂi - &blv 7’:11' ) 10 (59)
Sy



whereSx, andSy arethestandardleviationof X; andY. The 3’s arecalledstandardized
coeficients. They areanattempto make theregressiorcoeficientsmorecomparableThe
t statisticin the next columnprovidessomeclue regardingtherelative importanceof each
variablein themodel. They areobtainedoy dividing thecoeficientsby their standarderror.
Clearly TIMEOUT is muchmoreimportantthanRETRANSandSLOWDOWN. Thelast

columnis thessignificantlevel calculatedrom the percentileof thet distribution.

Unstandardized Standardized

Coefficients Coefficients
Model B Std Error Beta t Sig.
1 (Constant) 68645.314 1490.666 139.902| .000
TIMEOUT -103.269 2.333 -.952| -44.268| .000
2 (Constant) 72267.513 998.691 72.362| .000
TIMEOUT -94.690 3.064 -.873| -30.906| .000
RETRANS -5.078 1.234 -116| -4.117| .000
3 (Constant) 74879.746 1269.624 58.978| .000
TIMEOUT -90.912 3.217 -.838| -28.262| .000
RETRANS -5.092 1.206 -117| -4.223| .000
SLOWDOWN -4.341 1.349 -.074| -3.218] .002

Table5.6: Coeficients

Basedon the modelconsistingof all threevariables performancealegradationof each
methodis broken down accordingto the threecontributors. Figure 5.3 shows the rela-
tive size of degradationby the threecontrikbutors. The projectedtotal degradationandthe
actualdegradationarealsoshavn. The actualdegradationis computedrom a hypotheti-

cal goodputbaseddn the projectionwith no retransmissiomo slowdown andno timeout.
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Obviously timeoutmakesup the main partof the degradation.Retransmissiors the sec-
ond leadingcontributor. Contraryto intuition, slowdown hasthe smallestcontrikution to
degradation.

From Figure 5.2(c)(d)and Figure 5.3(c)(d),we canclearly seethat Snoopand DDA
have lower performancéhanplain TCPwhenthepacleterrorrateis notvery high,andthe

mainreasorfor the poorperformancas thatthey fail to improve thetimeoutbehaior.
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Figure5.3: Breakdavn of performancealegradation
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5.5 Chapter Summary

This chapteranalyzeghe leadingcontritutorsof performancelegradationin wireless
TCP Contraryto the commonunderstandinghat the inability to distinguishwirelessand
congestiorossess the main causeof performancedegradation,our resultindicatesthat
timeoutis the leadingcontritutor of TCP performancedegradation. It also shavs that
currentenhancementsil to improve thetimeoutbehaior.

The value of this study is that it points out a direction in designingenhancement
schemes.Sincetimeoutis the result of multiple lossesin onewindow, a good scheme
shouldstoprelying on usingpacletlossesasthe mechanisnof deliveringcongestiorfeed-

back.Suchaschemewill bedescribedn detailin thenext chapter
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CHAPTER 6

USING CONGESTION COHERENCE TO ENHANCE TCP OVER
WIRELESS LINKS

In the previoustwo chaptersye have seenthat TCP haspoor performancever wire-
lesslinks, andenhancemergroposalsn theliteraturedo notsatisfytheimplementatiome-
guirement®stablisheih Chapte#t. Thestatisticalanalysisn Chaptei5 alsoindicateghat
timeoutasaresultof multiple lossesn onewindow is the leadingcontributor of wireless
TCP performancealegradation. Currentproposalsusepaclet losseso deliver congestion
feedbackandfail to improve the TCP’s timeoutbehaior over wirelesslinks. A gooden-
hancemenschememuststopusing paclet lossesasthe congestiorfeedbackmechanism.

In this chapterwe will presensuchanenhancemerdgcheme.

6.1 Intr oduction

TransmissiorControl Protocol(TCP)is themostwidely usedtransporiprotocolin the
network world. By providing reliable datatransportand congestiorcontrol, TCP senes
asthe foundationof todays Internet. Historically, TCP was designedmainly for wired
networks wheretransmissiorerrorsarerare andthe majority of paclet lossesare caused

by congestionJainwasthefirstto pointoutthatpaclketlossandtheresultingtimeoutatthe
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sourceareindicationsof congestiorandthe sourceshouldreducetheir traffic on timeout
[41].

With the rapid developmentof wirelessnetworks in recentyears, TCP hasbeende-
ployedon wirelessnetworks. It hasbeendiscoveredthat TCP haspoor performancever
wirelesslinks. Thisis because¢he assumptiorbehindTCP congestiorcontrol algorithm
— thatthe majority of paclet lossesarecausedyy congestion— is no longertrue on the
wirelesdinks. Whenawirelesdossis treatedasa congestionoss,theeffective TCPtrans-
missionrateis cut by half. If wirelesserrorshapperfrequently the effective transmission
rateof thewirelesslink becomesilmostzero.

A scenarioof suchtransmissiomatedropis illustratedin Figure6.1. Beforethetrans-
missionerrorhappensthe pathbetweerthe senderandtherecever cansupportawindow
sizeof six paclets. Thesendetransmitsatthisrateandapacletis lostonthewirelesslink
dueto atransmissiorerror. Whenthe destinatiorseeghe out-of-orderpaclets, it follows
TCP congestiorcontrolalgorithmto sendbackduplicateACKs. Uponthereceiptof three
duplicateACKs, the senderassumeshatcongestiorhashappenedh the network, retrans-
mits thelost paclket andreduceghewindow by half. As aresult,thewirelesslink thatcan
sendsix pacletsin a window is now sendingonly three,even thoughthe network is not

congested.

In the pastfew years,a numberof enhancementsave beenproposedo improve TCP
performance.Theseenhancementsuggesitnodificationat the senderthe basestationor
therecever. Someof themtry to hide the lossycharacteristiof wirelesslink from TCP
by performingbuffering andretransmissiomt the basestation. Othersuseextra traffic to
determinghenetwork congestiorstatus.Thesemethodsarereviewedandevaluatedn the

next sectionof this chapter It is our conclusionthatthesemethodsithermake unrealistic
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Figure6.1: Window reductiondueto wirelesslosses

assumptionsgo not meetcertainimplementatiorrequirementsor apply only to specific
network configurations.

In this chapter we identify the threeways that wirelesserrorsdegrade TCP perfor
mance,andproposea nev enhancemerdpproach.This new approachmakesuseof the
sequentiatoherenceof congestiommarksto distinguishwirelesslossesfrom congestion
losses.It requiresonly minor modificationsn the mobile host,andappliesto all network
configurationsAnalysisandsimulationresultsshav thatthis approachavoidsthemajority
of retransmissiongjnnecessarglovdowvn andtimeouts,andthussignificantlyimproves

TCPperformance.

6.2 ProposedApproach

As discussed@bore,transmissiorerrorscausehepoorTCP performanceverwireless
links. A closerlook at TCPtracegevealsthatwirelesserrorscandegradel CPperformance

in threeways:

End-to-endretransmissions: Whena paclet is lost in the wirelesslink, the paclet has

to be retransmitted.If the retransmissions doneend-to-endthe extra traffic can
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addto the congestiorandreducethe numberof pacletsthatcanbe sentthroughthe

bottlenecKink. Extratraffic alsocauseslongerdelay

Unnecessaryslowdowns: Whenwirelesslossesareretransmitteand-to-endtheregular
TCPalgorithmtreatsthe pacletlossasanindicationof congestiorandthusreduces
the congestiorwindow size.Unnecessarglowdownscausesignificantperformance

degradatiorbecausehe effective transmissiomateis cutto half.

Timeouts: The existing TCP algorithms(Tahoe,Renoor nev Reno)can recover one
paclet lossin a window using duplicateacknavledgments. Two or more paclet
losseqcanbe congestioror wireless)in the samewindow will resultin atimeout.
Timeoutscausesevere performancedegradationbecausat takes mary roundtrip
times(RTT) to bringthetransmissiomateto anormalvalueafteratimeout.If paclet
lossis usedfor congestiorcontrolasin thecurrentTCPalgorithm,thenany wireless

losswithin the RTT thatcontainsa congestiorlossalwaysresultsin atimeout.

In orderto improve TCP performanceanenhancemergolutionshouldeliminatetheabove
threedegradations.Thefirst degradationcanbe eliminatedby local link layerretransmis-
sion. The seconddegradationcan be eliminatedif a mechanismnto distinguishbetween
wirelessand congestioriossesis found. In orderto eliminatethe third degradation,we
needto stopusingcongestiorlossasa mechanisnto adjustthewindow.

We find thatall currentproposal€liminateonly thefirst two degradationsThey all use
paclet lossego deliver congestiorfeedback.Therefore the third degradationis inherent

andunavoidable.
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In this chapterwe useExplicit CongestiorNotification (ECN) for congestiorcontrol
andproposea mechanisnto distinguishwirelessandcongestioriosses.ECN avoids con-
gestionlossesby makinguseof early congestionwarnings. Avoiding congestiorlosses
hastwo benefitson performancelt avoidstheend-to-endetransmissiongswell astime-
outs causedby multiple lossesin a window. In this way, we caneliminateall the three
degradationsf TCP performance.

Our proposakonsistsof thefollowing threeparts:
e Assumehatall networkroutersare ECNcapable

e Implementiocal link layer retransmissioron the wirelesslink to avoid end-to-end

retransmissiorof thewirelesdosses,
e Usecongestioncoheenceto determinecauseof padeet lossat the mobilehost.
Detailsof the proposedpproacharegivenbelaow.

6.2.1 Explicit CongestionNotification

Theideaof markingpacletheadertthecongestedouterto deliverbinaryfeedbaclon
congestiorstatuscanbetracedio the DECbitschemg67] in 1988.Comparedvith timeout
andduplicateACKs, explicit feedbackdeliversa directandfastercongestiorsignalto the
sender

Explicit CongestiorNotification, the binary feedbackschemen TCP/IR wasfirst in-
troducedby Floyd and Ramakrishnafi26]. ECN usestwo bits in the IP headerandtwo
bits in the TCP headerfor ECN capability negotiationandfeedbackdelivery. Whenthe

gueuelength exceedsa thresholdand the incoming paclet is labeledECN-Capablethe
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routermarksthe pacletascongestionexperienced At the destinationthe CongestiorEx-
periencebit is copiedto the ECN-Edo bit in the TCP acknavledgmentandthusdelivers
a congestiomotificationbackto the sender Upon receving the ECN-Echo,the sender
reducests congestiorwindow to alleviatethe congestion.

ECN hasprovento beeffective in avoiding unnecessargaclet dropsandin improving
TCP performance.In RFC 2309[24], it wasrecommendedo be widely deployed asa
router mechanisnon the Internet,and was standardizedy IETF in RFC 2481 [66] in
1999. In this paper we will assumeECN is implementedn all routers. This is a very

importantassumptiorof our proposal.

The marking policy determineshow a paclet is marked. Floyd and Ramakrishnan
[26] recommendisingRandomEarly Detection(RED) [31] asthe markingpolicy. RED
detectancipientcongestiorandrandomlymarkspacletsat a computedorobability when
the averagequeuesize exceedsa threshold.Figure 6.2 shavs the markingpolicy usedin
our simulation,which is alittle differentfrom thatin [26]. We usethe actual queuesize
insteadof the averagequeuesize. Whenthe queuesizeis belov a minimum threshold
th.in, the incomingpaclet will not be marked. Whenthe queuesizeis betweenth,,,;,
anda maximumthresholdth,, .., the incoming paclet will be marked with a probability
proportionalto the queuesize. Whenthe queuesizeis greaterthanth,,.., all incoming
pacletsaremarked. Whenthe queuesizeis equalto buffer size,all incomingpacletsare

dropped.

6.2.2 Local Link Layer Retransmission

Whena pacletis lostin thewirelessmedia,it hasto beretransmittedeitherend-to-end
or overthelocalwirelesslink. Comparedo theend-to-endetransmissiorpcallink layer
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marking probability

no action

marking

1 dropping

p_max
gueue size

th_min th_max buffer size

Figure6.2: Marking anddroppingpolicy usedfor congestiorcoherence

retransmissionotonly avoidsextratraffic in thewired network but alsoreduceghedelay
However, thedelaycausedy thelocallink layerretransmissioganinterferewith theend-
to-endTCP retransmissiotimer. If thelocallink layerretransmissiomakestoo long, the
sourcemay timeoutandtrigger an end-to-endetransmissiomeforethe acknaviedgment
of local retransmissioris receved. In designingthe link layer retransmissiorschemeijt
is importantto transmitthe failed pacletswith high priority to reducethe retransmission
delay Oneway of implementingthis is to usethe “insert from front” stratgy. Whena
paclet is detectedo be lost, the link layer insertsthe failed paclet into the front of the
transmissiorgueueand transmitsit whenthe mediais available. In this way, the failed

pacletdoesnot suffer the queuingdelayagain.

An implicationof locallink layerretransmissiors out-of-orderpaclets.Whenapaclet
is lost andretransmittedthe TCP recever will receve out-of-orderpaclketsandmay re-
spondwith duplicateACKs. Both congestionossesandwirelesslossesauseout-of-order
pacletsandcreateholesin the paclet sequenc&umberspaceput their consequencesre

different. A hole causedoy a wirelesslosswill befilled whenthe retransmissiomrrives,
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but a hole causedoy a congestionlosswill not be filled without a timeoutor triggering
an end-to-endetransmissionlf the recever knows the hole is a wirelessloss, it should
wait for theretransmissionlf it knows the holeis a congestioross, it shouldtriggerthe

end-to-endetransmissiomight away.

Therecever needsaschemeo tell whetherholeis awirelesslossor a congestioross.

Sucha schemas describedn the next section.
6.2.3 CongestionCoherence

Table6.lillustrateswo losscasesakenfrom asimulationtrace.Packets37and112are
lost, but the ECN marksof their neighboringpacletsarelistedin thetable. An “E” means
the paclet is marked “CongestionExperienced”a blank meanst did not experienceary
congestion By looking at thesemarkings,is it possibleto guesswvhich pacletis lostdue

to congestiorandwhichis lostdueto error?

seqgno| mark seqgno| mark
33 108
34 E 109
35 E 110
36 E 111
37 lost 112 | lost
38 E 113
39 E 114
40 115

Table6.1: Are thesepacletslost dueto congestioror dueto transmissiorerror?

Packet 37 is a congestioriossandpaclet 112 is a transmissioross. This obsenation
is basedon the so calledcongestioncoheenceof ECN markings. It reflectsthe factthat
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congestiordoesnot happeror disappeasuddenly Beforecongestiorbecomeso severe
thata paclet hasto be dropped,somepacletsmusthave beenmarked. Similarly, aftera
pacletis dropped,congestiordoesnot disappearmmediately The queuesizefalls grad-
ually andsomepacletsaremarked. As aresult,congestiolossesarenormally preceded

andfollowedby marked paclets,seeFigure6.3.

dropped due to congestion

- o A D e

marked

Figure6.3: Congestiorcoherence

In contrastfransmissiorerrorsnormallyhappernndependentdf congestionNeighbor

ing pacletsof awirelesslossareusuallynot marked.

Therefore peingsurroundedy marked pacletsis atagof congestioriosses.Conges-
tion coherenceanbeusedto distinguishcongestionossedrom wirelesdossesWe define
thecoheencecontet of pacletrn aspaclets{n — 1,n + 1,n + 2}. Thecoherenceontext
is saidto bemarkedif any pacletin thecontet is marked.

If apacletis foundlostatthedestinatiorandits context is marked,duplicateacknavl-
edgmentshouldbe sentright away to invoke fastretransmitandcongestiorcontrolat the
source.If the contet is not marked, it is mostlikely a wirelessloss. Duplicateacknavl-
edgmentsshouldbe held to avoid invoking fastretransmitand congestiorncontrol at the

source.
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The sameideacanbe appliedto the wirelesssendercase. Whenthe wirelesssender
recevesduplicateacknavledgmentsit checkswhetherthe coherenceontext containsan
ECN-Echo.If yes,thenthe duplicateacknavledgmentsare mostlikely causedoy a con-
gestionloss, so the senderinvokesthe congestioncontrol. Otherwise,the duplicateac-
knowledgmentsare mostlikely causedoy a wirelessloss. The senderignoresduplicate

acknavledgmentsuntil thelocal retransmissiosucceeds.

6.2.4 CongestionCoherenceTCP Algorithm

e The TCP sink follows existing algorithmfor sendingnewv acknavl-

edgmentsfirst andsecondduplicateacknaviedgments.

e Whenthe third duplicateacknavledgmentis to be sent, TCP sink
checkswvhetherthecoherenceontect is marked. If yes,theacknavl-
edgments sentright away. Otherwise|t is deferredfor w seconds,

andatimeris started.

o If the expectedpaclet arrivesduringthe w secondsa new acknavl-

edgments generateédndthetimeris cleared.

e If thetimer expires,all deferredduplicateacknavledgmentsarere-

leased.

Figure6.4: CongestiorCoherenceeceving algorithm
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In our proposedpproachthemaodificationgo existing TCPalgorithmsaremadein the
wirelessend. Basedon thetechniquediscusse@bove, this approachs namedCongestion

Coheence Figures6.4and6.5shav themodifiedreceving andsendingalgorithms.

It shouldbe noticedthatthe modificationsto the receving andsendingalgorithmsare
madeon the sameend. Theimplementatiorof CongestiorCoherencet the wirelessend
hidesthe lossycharacteristiof the wirelesslink from the otherend. The wired endand
intermediataouters,including the basestation,needno modification. If the wirelesslink
is in themiddle,suchasasatellitelink or in anad-hocwirelessnetwork, the modifications

canbemadeon eitherendor bothends.

Revisiting Table4.2, we cannoticethatour approachmeetsall therequirementsThe
traffic overheads zerobecausdeedbacks deliveredusingthelP andTCPheaderandno
extra pacletsaresent. The buffering is minimal, only thosepacletssentover thewireless
link but notyet acknavledgedarebuffered. The computingcompleity is very small,only

afew linesof modificationneedto beaddedo theexisting TCP code.

6.3 Mistake Scenarios

Congestiorcoherencg@rovidesan educatedjuessof the causeof paclet losses How-
ever, this methodis basedon probability and can make mistake in somecases. In this
sectionwe discusghesemistale casesaandanalyzetheir performancempact.

Thefirst mistale casehappensvhena wirelesserror occursin a congestiorepisode.
Sinceneighboringpacletsaremarked,thewirelesdossmaybetreatedasacongestionoss.
Thereforecongestiortontrolis triggeredatthe sourceandanend-to-endetransmissiors

started.In this case the end-to-endetransmissiofis unnecessargecausdocal link layer
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e The TCP sendefrfollows existing algorithmfor sendingpacletsand
updatingthe congestionwindow upon receving nev acknavledg-

ments first andsecondduplicateacknavledgments.

¢ Whenthethird duplicateacknavledgmentarrives,the senderchecks
whetherarny acknavledgmentin the coherencecontext is an ECN-
Echo. If yes,the paclet correspondingo the duplicateacknavledg-
mentsis sentright away and congestiorwindow is reducedto half
if areductionhasnot beendonein the previousRTT. Otherwise the
sendelignoresthe duplicateacknavledgementanda timer of w sec-

ondsis started.

¢ If anew acknavledgmentarrivesduringthe w secondsthetimeris
clearedandnew pacletsaresentasif theduplicateacknaviedgments

did nothappen.

e If the timer expires, the paclet correspondingo the duplicateac-
knowledgmentds sentand congestiorwindow is reducedo half if

areductionhasnotbeendonein the previousRTT.

Figure6.5: CongestiorCoherencsendingalgorithm
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retransmissiomwill deliverthe pacletagain.However, triggeringthe congestiorcontrolis
neededecauseaf the existenceof congestion.As congestiorcontrolis moreimportant
thanretransmittingasinglepaclet, sendinghethird duplicateacknavledgmentight awvay
is thecorrectaction.

The secondmistale casehappensvhen a burst of backgroundraffic causesa con-
gestionlosswithout markingthe coherenceontext. In this case,our methodregardsthe
paclet lossasa wirelesslossandwill wait w seconds.At the endof this period,the re-
transmissiorof this paclet doesnot come. So deferredduplicateACKs arereleasedo
triggeranend-to-endetransmissionThe costof this mistale is a delayin the end-to-end
retransmissioanda slowdown.

Thesetwo mistalesaffect the performancebut resultsfrom our simulationsshav that

themistale rateis very smallandtheimpactis minimal.
6.4 Simulation and Result Analysis

In orderto compareour proposednethodwith otherproposalsyve performeda setof
simulationswith thens simulator[53]. In this sectionwe presenbur network model,sim-
ulationscenariosgatacollectionmethodandresultsfrom analyzingindividual simulation

tracesandaggrgyatemeasurements.

6.4.1 Simulation Model and ScenarioDesign

The simulationsare performedon the simplified network modelshavn in Figure5.1,
wheres,, s, arethesourcesandd,, d, arethedestinationsThelink betweerintermediate
routersr; andr, is thebottlenecKink. Thelink betweenr, andd; is awirelesslink. The

numberdesideeachlink represenits rateanddelay
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Theexperimenttraffic isanFTP sessiorfrom s to d; usingTCPRenoasthetransport
protocol. Thebackgroundraffic is a UDP flow from s, to d, generatedby anexponential
on-off model. The meanburst period and the meansilenceperiodare 100 ms, andthe
burst datarateis 500 kbps. Both TCP and UDP paclet sizesare 1000 bytes,and TCP
acknavledgmentsare40 byteslong.

Link layer retransmissions implementedon the wirelesslink. Packets sentbut not
acknavledgedatthelink level in 40 msareresent.Retransmitteghacletsarealsosubject
to wirelesserrorsat the samerate. The waiting time at the recever is setat 81 ms so
that paclets deliveredwithin two retransmissionare accepted.The paclet error rate of
thewirelesslink is variedto testthe performancef variousproposalsinderdifferentloss

scenarios.

To reflectsteadystatemeasurementhe simulationdurationshouldbe long enough
to minimize the effect of theinitial transientstate. Longersimulationnormally generates
smoothemaggrgateresults.Techniqueso determineghe simulationendtime canbefound
in Chapter25 of [42]. In our experiment,we tried variousdurationsand found the re-
sultsof 500 secondshaw the essentiafeatureswithout noticeablelifferencefrom longer

simulationssoall aggrgatemeasuremenrecollectedfrom 500-seconagimulations.

The proposalsve comparednclude baseTCR, DDA, Snoopand CongestionCoher
ence.Whenthe mobile hostis a senderSnoopis replacedoy ELN. In orderto shaw that
ECN without congestiorcoherenceloesnot work, we alsocomparedagainstplain ECN.
We did not compareagainstl-TCP, Multiple Acknowledgmentsand Control Connection
becausedhey violate the end-to-endandthe local requirementsandare consideredunac-

ceptable.
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We experimentedwith variousnetwork configurationsjncluding the wirelesslink as
the last hop (mobile recever), asthe first hop (mobile sender)and asintermediatdinks
(e.g.ad-hocor satellitelink). CongestiorCoherenceavorksfor all threeconfigurationsand
hassimilar performanceBecausenostotherproposalonly work for the mobilerecever

configurationthe comparisorbelow is conductednly for this configuration.
6.4.2 Resultsand Analysis

Ourfirstgroupof results shovnin Figure6.6,is theTCPcongestiorwindow andqueue
lengthof eachproposal.They arecollectedfrom 40-secondgimulationtraces.The paclet
errorratein thesimulationis 0.1. A calculationshavs thatthe averagewindow sizeof the
wirelessconnectiorcanberoughly 10 paclets,but asshavnin thefigure,thewindow size
of baseTCPandECN is reducedrequently Their correspondingjueuesizegraphshovs
the queueat the bottlenecHKink is almostalwaysempty Thereforetheirlink efficiency is
verylow. SnoopandDDA solvetheproblemof unnecessarslovdownscausedy wireless
errors. Thewindow sizeis significantlyincrease@ndthebottlenecKink is betterutilized.
Neverthelessthe spikesin the bottomof Snoopand DDA cwndfigure indicatethesetwo
methodssuffer severe degradationfrom timeouts. CongestionCoherencas a thorough
solution. Unnecessarglowdownsandtimeoutsareavoided. The queuesizefigure shovs
it hashighlink efficiengy.

The major metricto evaluatethe enhancememroposalds goodput which is defined
asthe numberof pacletssuccessfullyeceved andacknavliedgedby the mobile host, ex-
cludingtheretransmitteghaclets. Thegoodputof thefive proposalsinderdifferentpaclet
error ratesis shaovn in Figure6.7. BaseTCP performsreasonablyvell whenthe paclet

error rateis very small, but asthe paclet error rate increasesits performancedegrades
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Figure6.6: Congestiorwindow andqueudengthfor differentmethods
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quickly. The performanceurve confirmsthat TCP needsenhancemendn wirelesslinks.
Plain ECN performsbetterthanbaseTCP whenthe error rateis very small, but its per
formancedegradesquickly asthe errorrateincreasesDDA doesnot degrademuchwith
the errorrate, but its performanceundersmall error ratesis low. CongestionCoherence

improvesgoodputfor all paclet errorratesin thesimulatedrange.

80000 ——r

70000 - 1
60000 1

50000 - 1

goodput

40000 —

|l TCP —x—
30000 DDA
ECN —o—
20000 " Snoop —&—
CC —eo—
10000 L
0.001 0.01 0.1

packet error rate

Figure6.7: Goodputfor thefive methods

In additionto the goodput,we alsoanalyzedthe simulationtraceand collectedother

datathathelpedusunderstanavhy oneenhancememorksbetterthananother

Figure6.8and6.9 shav the numberof wirelessandcongestionosses.The numberof
wirelesslossesequalsthe total numberof pacletstransmittedon the wirelesslink times
the paclet error rate. The numberof congestionossesof baseTCP, Snoopand DDA is
significantlymorethanothermethodsecausé¢hey usepacletlossesasa congestiorcon-
trol mechanism As the paclet errorrateincreaseswirelesslossesreducethe congestion

window so frequentlythat the window seldomgrows to the level that a paclet needsto
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Figure6.8: Wirelesslosses
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Figure6.9: Congestioriosses

be dropped. This explainsthe smallernumberof congestionossesof baseTCP in the
right half of Figure6.9. In contrast,methodsusing ECN do not suffer from congestion
losseonaregularbasis.Congestionossesapperonly whenburstsof backgroundraffic
generateso mary pacletsthatthe buffer of bottleneckink cannotabsorb As analyzedn
the beginning of Section6.2, having fewer congestioriosseshelpsto reduceend-to-end

retransmissionandthe chanceof timeout.
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Figure6.10: Averagecongestiorwindow size

Figure 6.10 shaws the averagecongestiorwindow size. As the paclet error ratein-
creaseswirelesslossescauseunnecessarglowdovns in TCP and plain ECN, but the
window size of Snoop,DDA and CongestionCoherencas not affected much by wire-
lesserrors. The slight drop in the right uppercorneris causedoy transmissiorerrorsin
theretransmifpaclets’. This figure confirmsthat Snoop, DDA andCongestiorCoherence

solve the problemof unnecessarglowdowns.

Figure6.11shavs the numberof timeoutsthatoccurredduring the simulationperiod.
Whenthe paclet error rateis small, TCP, Snoopand DDA have the largestnumberof
timeoutsbecausehey usepacletlossedor congestiorcontrol. Their buffer occupanyg at
the bottleneckink cangrow so high that burstsin backgroundraffic cancausecontinual
losses. Sincetwo or more lossesin a window causea timeout, this translatego large
numberof timeouts. ECN and CongestionCoherencehave very few timeoutsbecause
mostof their congestionossesare avoided; backgroundraffic causeccasionalosses,

but seldombecomemultiple lossesn onewindow. As the paclet errorrateincreasesthe

3In anothersimulation,whenthe retransmissiomethodis replacedoy perfectretransmissioni.e., no
transmissiorerrorfor retransmittegbaclet, wirelesslossesdo not affect the congestiorwindow atall.
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Figure6.11: Numberof timeouts

numberof timeoutsin TCP andplain ECN increasesliramaticallybecausdarger number
of wirelesslossesncreaseshe chanceof multiple lossesn onewindow. Whenthe error
rateis belowv 0.014, TCPhasmoretimeoutsthanplain ECN. As the congestiorwindow of
TCPis reducedrequentlyby wirelesslossegFigure6.10)andcongestiolossesbecome
fewer (Figure6.9), TCPbehaesalmostidenticalto ECN. Thetimeoutsof SnoopandDDA
aremainly causedy congestiorlossesandremainconstantacrossall paclet errorrates.
CongestionCoherencéiasthe smallestnumberof timeoutsof all proposals.This figure
is the evidenceshaving thatonly our proposedschemeavoids the degradationcausedy

timeouts.

Figure6.12shawvs the numberof end-to-endetransmissionslhis numberdepend®n
thenumberof congestiorlosseswirelesslossesandtimeouts,aswell astheenhancement
methodused.In fact,congestiotossesn all methodsareretransmittedWirelesslossesn
TCPandplain ECN areretransmittedWhentimeouthappensonefull window of paclets
are retransmitted. Snoopand DDA avoid the majority of end-to-endretransmissionsf

wirelesslossesput they still have alargenumberof retransmissionbecaus®f congestion
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Figure6.12: Numberof end-to-endetransmissions

lossesandtimeouts.PlainECNreducesongestionossesbut cannotecoverfromwireless
lossesAll its wirelesslossesareretransmittedCongestiorCoherencevoidsthe majority
of congestioriossesandwaitsfor thelocal retransmissionf wirelesslossessoit hasthe

smallesinumberof retransmissions.
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Figure6.13: Mistake rate
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Finally, the mistale ratein determiningthe causeof paclet lossess shavn in Figure
6.13. Both baseTCP andplain ECN assumall lossesare causediy congestionsotheir
mistale rateis the percentagef wirelesslossedn all lossesPlainECN makesalmostthe
samenumberof mistakesasbaseTCR but it hasa muchhighermistale rate becausef
its smallnumberof congestiolosses.DDA assumesll pacletlossesaredueto wireless
errors,soits mistale ratedecreasewhenthe paclet errorrateincreasesSnoopknowsthe
exact causeof all paclet lossesby monitoring pacletsarriving at the basestation,so its
mistale rateis zero. CongestiorCoherenceakesadwantageof congestiorcoherenceand
makesthe right guessn mostcases.As analyzedn Section6.3, it makesmistale when
veryburstytraffic causesudderpacletlosseswithouthaving neighboringoacletsmarked.
In our simulationsCongestiorCoherence mistale raterangedrom 0.06%to 1.2%. This
rateis very small comparedvith othermethodgexceptSnoop),andhasminimal impact

ontheperformance.

In summarythe simulationresultsrevealthat CongestiorCoherencevoidsthe major
ity of congestioossesandis ableto distinguishwirelesslossfrom congestiodosseslt is
theonly enhancemenhatavoidsthethreedegradation®f TCP performanceverwireless
links — end-to-endetransmissiongjnnecessarglovdovnsandtimeouts.Thereforethe

performancef TCPis significantlyimproved.

6.5 Discussions

This sectionis devotedto discussinga numberof implementatiordetails,alternatves

andpossibleextensiondor future study
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CoherenceContext Thecoherenceontet usedin our simulationis threepaclets,one
beforethe lost paclet andtwo after. We tried differentsizesof the coherenceontext. It

turnedout that smallercoherencecontets tendto mistale congestioriossesaswireless
lossesand causemoretimeoutswhile larger coherenceontets tendto mistale wireless
lossesascongestioriossesand causemore unnecessargnd-to-endetransmissionsThe
othercoherenceontext of sizethree,i.e., two beforethelost paclet andoneafter, yields

similarresults.

Location of WirelessLink Most enhancemenproposalsin the literatureassumethe
wirelesslink is thelasthop, congestioriosseshapperonly betweerthe fixedhostandthe
basestation,andwirelesserrorshapperonly betweerthebasestationandthe mobile host.
Whenthe wirelesslink is a hopthatconnectdwo wired networks, lik e the satellitelinks,

or whenthereare multiple wirelesslinks asin an ad-hocnetwork, this assumptions no

longertrue. Thesesolutionsdo notwork in thesecases Our solutiondoesnot assumehe
locationor the numberof wirelesslinks. As longasECN is usedin intermediataouters

andthewirelesslinks implementocal retransmissiomur solutionwill work.

Mark-Fr ont Strategy It shouldbe notedthatthe markon pacletscarriesthecongestion
informationof the pathto the destination.The earlierthe informationis deliveredto the
senderthe moreeffective the sendeis responseanbe. In our recentpaper[55], we pro-
posedto usethe paclet at the front of the queue,insteadof the paclet at the end of the
gueueto carrythe congestioninformation. This is calledthe mark-frontstratgyy andhas
beenshawvn to requiresmallerbuffers,to generaténigherthroughputandto provide better

fairness.In this chapter we assumenarkingand droppingare always performedon the
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pacletin the front of the queue.Marking is donewhena paclet is leaving the queueand

droppingis donewhena pacletentersa full queue.

marking probability

1 | Mo actioni markingi droppingi

gueue size

th_min th_max buffer size

Figure6.14: Early RED markinganddroppingpolicy

Marking Policy The markingpolicy hasa significantimpacton congestiorcoherence.
It is importantto ensurethat paclets are not droppedwithout neighboringpaclets being
marked. Therandomnes# decidingwhetherto marka paclet helpsto desynchronizéhe
TCP congestiorwindows amongflows, but may jeopardizethis assurancekEarly versions
of the RED algorithm,asdepictedin Figure 6.14,yield low congestiorcoherence.The
gentle option describedn [29] andimplementedn ns2.17improvesthe coherence.A
better marking policy shouldkeepa randommarking zoneto help desynchronizer CP
congestiorwindows amongflows, anda deterministionarkingzoneto ensurecongestion

coherenceasshownn in Figure6.2.

Queuelength It shouldbe notedthatit is the realqueudengththatis relatedto paclet

losses.Averagequeuelength,becausef its delayin reflectingthe real congestiorstatus,
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normally yields lower coherenceand low goodput. Our simulationsconfirm this result.
Discussingoptionsof settingthe RED parameterss beyondthe scopeof this dissertation.

We will reportthemelsavhere.
6.6 Chapter Summary

This chapterpresentsa schemecalled CongestionCoherenceao enhancel CP over
wirelesslinks. Basedon the analysison the leadingcontributorsof wirelessTCP perfor
mancedegradationpresentedn 5, this schemestopsrelying on usingpaclet lossesasthe
mechanisnto deliver congestiorfeedbacko the sender It usesECN to deliver the con-
gestionfeedbackanduseshe“congestioncoherencein consecutie pacletsto determine
the causeof pacletlosses.

In termsof performancethe proposedschemeavoids the majority of end-to-ende-
transmissionsnnecessarglovdownsandtimeoutscausedy wirelesserrors,andthere-
fore improvesthe performancef TCP overwirelesslinks.

In termsof modifications,the proposedschemerequiresonly minor modificationin
the TCP codeat the mobile stations side. No modificationis neededn the basestation
andin the fixed host, assumingeCN hasbeenimplementedn all network routers. In
this way, TCP’s end-to-endsemantids maintained;all modificationsarein the scopeof
wirelessserviceproviders;the schemecanwork with encryptedraffic andappliesto two-
way traffic. In addition,this schemeappliesto immediatewirelesslinks, suchassatellite

links andmobile networks.
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Thesekey differentiatorsestablisithe schemesa uniquewirelessTCP enhancement.
The proposecenhancemertlearly shavs the advantageof ECN over traditionalconges-
tion controlmechanismsCongestiorCoherenceés highly dependentn thewide deploy-
mentof ECN protocol. We recommendhatit beusedwhenECN is widely deployed.

In conclusionwe regardthis schemeasa new wirelessTCP enhancemerdaswell asa

promotionof the ECN protocol.
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CHAPTER 7

IMPROVING EXPLICIT CONGESTION NOTIFICA TION WITH
THE MARK-FR ONT STRATEGY

Fastcongestiorfeedbackrom the network is crucialto the effectivenessof TCP con-
gestioncontrol actions. CurrentTCP/IP networks usepaclet lossesto signalcongestion.
Packet lossesnot only reduceT CP performancebut alsointroducelarge delays. Explicit
CongestioNotification(ECN) deliversafasterindicationof congestiorandimprovesper
formance. However, currentECN implementationgnark the paclet from the tail of the
gueue In this chapterwe proposea new stratgy thatdeliversevenfastercongestiorfeed-

back.

7.1 Intr oduction

Deliveringcongestiorsignalsis essentiato the performancef computemetworks. In
TCP/IR congestiorsignalsfrom the network areusedby the sourceto determinehe load.
Whena pacletis acknavledged the sourceincreasedts window size.Whena congestion
signalis receved,its window sizeis reduced39, 71].

TCP/IP usestwo methodsto deliver congestiorsignals. The first methodis timeout.
Whenthe sourcesendsa paclet, it startsa retransmissioimer. If it doesnot receve an

acknavledgmentwithin a certaintime, it assumesongestiorhasoccurredn the network
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andthe paclet hasbeenlost. Timeoutis the slowestcongestiorsignalbecaus¢he source
hasto wait along time for theretransmissiotimer to expire.

The secondmethodis loss detection. In this method,the recever sendsa duplicate
ACK immediatelyon receptionof eachout-of-sequencpaclet. The sourceinterpretsthe
receptionof threeduplicateacknavledgmentsasa congestiorpaclet loss. Lossdetection
canavoid thelong delaysof timeouts.

Both timeoutandlossdetectionusepaclet lossesascongestiorsignals.Packet losses
notonly increasehetraffic in thenetwork, but alsoadda largetransferdelay TheExplicit
CongestionNotification (ECN) proposedn [65, 26] providesa light-weight mechanism
for routersto senda direct indicationof congestiorto the source. It makesuseof two
experimentalbits in the IP headerandtwo experimentalbits in the TCP header When
theaveragegueudengthexceedsathresholdtheincomingpacletis markedascongstion
experiencedvith aprobabilitycalculatedrom theaveragequeudength.Whenthemarked
paclet is receved, therecever marksthe acknavledgmentusingan ECN-Edto bit in the
TCP headetto sendcongestiomotificationbackto the source.Uponreceving the ECN-
Echo,the sourcehalvesits congestiorwindow to helpalleviatethe congestion.

Many authorshave pointedout thatmarkingprovidesmoreinformationaboutthe con-
gestionstatethanpacletdropping[69, 32], andECN hasbeenprovento beabetterway to
deliverthe congestiorsignalandexhibits a betterperformancg26, 69, 16].

In mostECN implementationswhencongestiorhappensthe congestedoutermarks
theincomingpaclet thatjust enteredhe queue.Whenthe buffer is full or whena paclet
needgo bedroppedasin RandomEarly Detection(RED), someimplementationssuchas
thenssimulator[53], have the“drop from front” optionassuggestedtby Yin [76] andLak-

shman50]. A brief discussiorof dropfrom frontin RED canbefoundin [28]. However,
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for pacletmarking,thesemplementationstill marktheincomingpacletandnotthefront
paclet. We call this policy “mark-tail”.

In this chapterwe proposea simplemarkingmechanism— the “mark-front” strateyy.
This stratgly marksa paclet whenthe paclet is going to leave the queueandthe queue
lengthis greaterthanthe pre-determinedhreshold. The mark-frontstrategy is different
from the currentmark-tail policy in two ways. First, sincethe routermarksthe paclet at
the time whenit is sent,andnot at the time whenthe paclet is receved, a more up-to-
datecongestiorsignalis carriedby the marked paclet. Second sincethe router marks
the paclet in the front of the queueandnot the incoming paclet, congestionsignalsdo
not undepgo the queueingdelay asthe datapacletsdo. In this way, a fastercongestion
feedbacks deliveredto thesource.

Theimplementatiorof this stratgy is extremelysimple. Oneonly needso move the
markingactionfrom theenqueug@rocedurdo thedequeu@rocedureandchoosdhepaclet
leaving the queuen steadof the paclet enteringthe queue.

We justify the mark-frontstratey by studyingits benefits.We find that, by providing
fastercongestiorsignals,the mark-front stratgly reducesthe buffer size requirementat
the routers, it avoids paclet losses,andit improvesthe link efficiency when the buffer
sizein routersis limited. Our simulationsalsoshav thatthe mark-frontstratey improves
the fairnessamongold andnew connectionsandalleviatesTCP’s discriminationagainst

connectionsvith largeroundtrip time.

Themark-frontstratgy differsfrom the“drop from front” optionin thatwhenpaclets
aredropped,only implicit congestiorfeedbackcanbe inferredfrom timeoutor duplicate
ACKs. Whenpacletsaremarked, explicit andfastercongestiorfeedbacks deliveredto

thesource.
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GibbonsandKelly [32] suggested numberof mechanism$or paclketmarking,suchas
“marking all the pacletsin the queueat thetime of a pacletloss”, “marking every paclet
leaving the queuefrom the time of a paclet loss until the queuebecomesmpty”, and
“marking paclketsrandomlyasthey leave the queuewith a probabilitysothatlaterpaclets
will not belost” Our mark-frontstratey differsfrom thesemarkingmechanismsn that
it is a simple markingrule that faithfully reflectsthe up-to-datecongestiorstatus,while
the mechanismsuggestedby GibbonsandKelly eitherdo not reflectthe correctconges-
tion status,or needsophisticategbrobability calculationdor which no soundalgorithmis

known.

It is worthmentioninghatthemark-frontstratgy is aseffectivein high-speecdetworks
asin low speechetworks. LakshmarandMadhaw [49] shavedthattheamountof drop-tail
switchesshouldbe at leasttwo to threetimesthe bandwidth-delayroductof the network
in orderfor TCPto achieve deceniperformancendto avoid lossesn theslow startphase.
Ouranalysisn sectiond.3revealsthatin the steady-stateongestioravoidancephasethe
gueuesizefluctuatesrom emptyto onebandwidth-delayproduct. Sothe queueingdelay
experiencedby paclets when congestiorhappenss comparableo the fixed round-trip
time*. Thereforethe mark-frontstrat@y cansave asmuchasa fixedround-triptimein the

congestiorsignaldelay independenof thelink speed.

We shouldalsomentionthatthe mark-frontstratgy appliesto bothwired andwireless
networks. Whenthe routerthresholdis properly set,the coherencéetweenconsecutie
paclets canbe usedto distinguishpaclet lossesdueto wirelesstransmissiorerror from
pacletlossesdueto congestionThis resultwill bereportedelsavhere.

4Thefixedround-triptime is the round-triptime underlight load,i.e., without the queueinglelay
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This chapteiis organizedasfollows. In section2 we describethe assumptiongor our
analysis.Dynamicsof queuegrowth with TCPwindow controlis studiedin section3. In
section4, we comparethe buffer sizerequirement®f mark-frontandmark-tail strateies.
In sectionb, we explainwhy mark-frontis fairerthanmark-tail. Thesimulationresultsthat
verify our conclusionsarepresentedn section6. In section7, we remove theassumptions
madeto facilitate the analysis,and apply the mark-frontstrateyy to the RED algorithm.
Simulationresultsshowv thatmark-fronthasthe advantageover mark-tailasshavn by the

analysis.

7.2 Assumptions

ECN is usedtogetherwith TCP congestioncontrol mechanismgike slow startand
congestioravoidance[71]. Whenthe acknavledgmentis not marked, the sourcefollows
existing TCP algorithmsto senddataandincreasehe congestiorwindow. Uponthere-
ceiptof anECN-Echo the sourcehalvesits congestiorwindow andreduceghe slow start
threshold.In the caseof a pacletloss,the sourcefollows the TCP algorithmto reducethe
window andretransmithelost paclet.

ECN deliverscongestiorsignalsby settingthe congestionexperiencedit, but deter
mining whento setthe bit dependson the congestiondetectionpolicy. In [65], ECN is
proposedor usewith averagequeuelengthandRED. Their goalis to avoid sendingcon-
gestionsignalscausedy transienttraffic andto desynchronizeendemwindows [31, 11].
In this chapterto allow analyticalmodeling,we assumea simplified congestiordetection
criterion: whenthe actualqueuedengthis smallerthanthe threshold theincomingpaclet
will not be marked; whenthe actual queuelength exceedsthe threshold,the incoming

pacletwill bemarked.

109



We alsomakethefollowing assumptions(1l) Receverwindowsarelargeenoughsothe
bottleneckis in the network. (2) Sendersalwayshave datato sendandwill sendasmary
pacletsastheir windows allow. (3) Thereis only onebottlenecklink that causegjueue
buildup. (4) Receversacknavledgeevery paclet receved andthereare no delayedac-
knowledgments(5) Thereis no ACK compressioffi78]. (6) Thequeudengthis measured

in pacletsandall pacletshave thesamesize.

7.3 QueueDynamicswith TCP Window Control

In this section,we studythe relationshipbetweenthe window size at the sourceand
the queuesize at the congestedouter The purposeis to shav the differencebetween
mark-tail and mark-front stratgies. Our analysisis madeon one connection,but with
smallmodifications,it canalsoapply to multiple connectioncases.Simulationresultsof
multiple connectionsaand connectionswith differentroundtrip timeswill be presentedn
sectionG.

In a pathwith one connectionthe only bottleneckis thefirst link with the lowestrate
in theentireroute.In caseof congestionthe queuebuilds upsonly attherouterbeforethe

bottlenecKink. Thefollowing lemmais obvious.

Lemma l If the datarate of the bottlene& link is d padetsper secondthenthe down-
streampadket inter-arrival time andthe adk inter-arrival time on the reverselink cannot
beshorterthan1/d secondslf thebottlene& link is fully-loaded(i.e., noidling), thenthe
downsteampadket inter-arrival time and the ACK inter-arrival time on the reverselink

are1/d seconds.

Denotingthe sourcewindow sizeattime ¢t asw(t), we have
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Theorem 1 Considera pathwith only oneconnectionand only onebottlene& link. Let
thefixedroundtrip timeber secondsthebottlene& link ratebed padketspersecondand
the propagation andtransmissiorime betweerthe souice and bottlene& routerbet,,. If
the bottlene& link hasbeenbusyfor at leastr secondsand a padet just arrived at the

congestedrouterat timet, thenthe queudengthat the congestedrouteris

Qt)=w(t—-t,) —rd (7.1)

Sender

,Atp L ,AL 1,

total number of packets and acks r time downstream from the router = rd

Figure7.1: Calculationof thequeudength

Proof Consideithepacletthatjustarrivedatthecongestedouterattimet. It wassent
by thesourceattimet —t,. At thattime, thenumberof pacletsonthepathandoutstanding
ACKs onthereverselink wasw(t — t,). By timet, t,d ACKs arereceved by thesource.
All paclets betweenthe sourceandthe routerhave enteredthe congestedouteror have
beensentdownstream As shavn in Figure7.1,the pipe lengthfrom the congestedouter
to the recever, andthenbackto the sourceis r — ¢,. The numberof downstreanpaclets
andoutstandindACKsare(r — t,)d. Therestof thew(t — t,) unacknevledgedpacletsare

still in thecongestedouter Sothe queudengthis
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Qt)y=w(t—t,) —tyd— (r—t,)d=w(t—1t,) —rd (7.2)

This completeghe proof.

Noticethatin this theoremwe did not usethe numberof pacletsbetweenhe source
andthe congestedouterto estimatethe queuelength, becausehe paclets downstream
from the congestedouterandthe ACKs on the reverselink are equally spacedbut the
samemaynot betruefor pacletsbetweerthe sourceandthe congestedouter

The analysisin this theoremis basedon theassumption# section2. The conclusion
appliesto both slow startandcongestioravoidancephasesin orderfor equation(7.1) to

hold, theroutermusthave beencongestedor atleastr seconds.

7.4 Buffer SizeRequirementand ThresholdSetting

WhenECN signalsareusedfor congestiortontrol,thenetwork canachiere zeropaclet
loss. Whenacknavledgmentsare not marked, the sourcegraduallyincreasethe window
size.Uponthereceiptof anECN-Echothe sourcehalvesits congestiorwindow to reduce
thecongestion.

In thissectionwe analyzethebuffer sizerequirementor bothmark-tailandmark-front

stratgies. Theresultalsoincludesananalysison how to setthethreshold.

7.4.1 Mark-T all Strategy

SupposeP wasthe paclet thatincreasedhe queuelengthover the thresholdT’, and
it was sentfrom the sourceat time s, andarrived at the congestedouterat time t,. Its

acknavledgmentwhichwasanECN-Echoarrivedatthesourceattime s; andthewindow
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was reducedat the sametime. We also assumehat the last paclet beforethe window
reductionwassentattime s; andarrivedatthecongestedouterattimet; .
In orderto useTheoreml, we needto considertwo casesseparatelywhenT is large

andwhenT is small,ascomparedo rd.

Casel If T is reasonablyarge (aboutrd) suchthatthe buildup of a queueof sizeT

needs- time,theassumptionn Theoreml is satisfiedwe have
T = Q(to) = w(ty — t,) —rd = w(so) — rd (7.3)
SO
w(so) =T+ rd (7.4)

Sincethe time elapsedetweens, ands; is oneRTT, if paclet P werenot marked,
the congestiorwindow would increaseto 2w(sq). Since P was marked, the congestion

window beforereceving the ECN-Echowas

w(sy) =2w(so) —1=2(T+rd)—1 (7.5)

Whenthelastpacletsentunderthiswindow reachedherouterattimet; , thequeudength
was

Qty) =w(sy) —rd=2w(sy) —1—rd=2T+rd -1 (7.6)

Uponthereceiptof ECN-Echothecongestiorwindow washalved. Thesourcecannot
sendarny morepacletsbeforehalf of the pacletsareacknavledged.So27 + rd — 1 isthe

maximumqueudength.
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Case2 If T is small,rd is an overestimateof the numberof downstreampacletsand

ACKsonthereverselink.
w(sg) = T + numberof downsteampadetsandACKs < T + rd (7.7)
Therefore,
QtT)=w(s7)—rd= 2w(sg) = 1) —rd <2(T+rd)—1—rd=2T+rd—1 (7.8)

So,in bothcases2T + rd — 1 is anupperboundof queuelengththatcanbereachedn

slow startphase.

Theorem 2 In a TCPconnectiorwith ECN congestioncontrol, if thefixedroundtrip time
is r secondsthebottlenek link rateis d padetsper secondandthebottlene& routeruses
thresholdT” for congestiondetectionthenthe maximungueudengththat canbereated

in slowstart phases lessthanor equalto 27" + rd — 1.

As shavn by equation(7.6), whenT is large,the bound2T + rd — 1 canbereached
with equality WhenT is small, 27 4+ rd — 1 is justanupperbound.Sincethequeudength

in congestioravoidancephaseas smaller this boundis actuallythe buffer sizerequirement.

7.4.2 Mark-Fr ont Strategy

SupposeP wasthe paclet thatincreasedhe queuelength over the threshold?’, and
it wassentfrom the sourceat time s, andarrived at the congestedouterat time ¢,. The
routermarkedthe paclet P’ thatstoodin the front of the queue.The acknavledgmentof
P’, whichwasanECN-Echo arrivedatthe sourceattime s; andthewindow wasreduced
atthesametime. We alsosupposehelastpaclet beforethe window reductionwassentat
time s; andarrivedatthe congestedouterattimet; .

Considettwo caseseparatelywhenT is largeandwhenT is small.
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Casel |If T is reasonablyarge (aboutrd) suchthatthe buildup of a queueof sizeT

needs time,theassumptionn Theoreml is satisfied We have

T = Q(ty) =w(ty —t,) —rd = w(sy) —rd (7.9)

SO

w(so) =T +rd (7.10)

In slow startphase the sourceincreaseshe congestiorwindow by onefor every ac-
knowledgmentit receves.If theacknavledgmeniof P wasrecevedatthe sourcewithout

the congestionndication,the congestiorwindow would bedoubledto

2w(sg) = 2(T + rd).

However, whentheacknavledgmenof P’ arrived,T — 1 acknavledgmentsorresponding

to pacletsprior to P werestill ontheway. Sothewindow sizeattime s; was

w(sy) =2w(sg) — (T —1)—1=T+2rd (7.11)

Whenthelastpacletsentunderthiswindow reachedherouterattimet; , thequeudength
was

Qity)=w(sy)—rd=T+2rd—rd=T+rd (7.12)

Uponthereceiptof ECN-Echocongestiorwindow is halved. Thesourcecannotsend
ary morepacletsbeforehalf of the pacletsareacknavledged.SoT + rd is themaximum

gueudength.
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Case2 If T is small,rd is an overestimateof the numberof downstreampacletsand

ACKsonthereverselink.

w(sp) = T + numberof downsteampadetsandACKs < T + rd (7.13)

Therefore,
Qty)=w(sy)—rd= 2w(sg) =T)—rd<2(T+rd)—T—-rd=T+rd (7.14)

So,in bothcases? + rd is anupperboundof queudengththatcanbereachedn theslow

startphase.

Theorem 3 In a TCPconnectiorwith ECN congestioncontrol, if thefixedroundtrip time
is r secondsthebottlenek link rateis d padetsper secondandthebottlene& routeruses
thresholdT” for congestiondetectionthenthe maximungueudengththat canbereathed

in slowstart phases lessthanor equalto 7" + rd.

Again, whenT is large, equation(7.12) showvs the boundT” + rd is tight. Sincethe
gueuelengthin congestionavoidancephaseis smaller this boundis actually the buffer

sizerequirement.

Theorem2 and 3 estimatethe buffer size requiremenfor zero-lossECN congestion

control.
7.4.3 ThresholdSetting

In the congestioravoidancephasethe congestiorwindow increasesoughlyby onein
every RTT. Assumingthe mark-tail stratgy is used,usingthe sametiming variablesasin

the previoussubsectionsye have

w(so) =Qto) +rd =T +rd (7.15)
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Thecongestiorwindow increasesoughlyby onein anRTT,
w(sy)=T+rd+1 (7.16)

Whenthelastpaclet sentbeforethewindow reductionarrivedattherouter it sav aqueue
lengthof 7" + 1:

Qty)=w(sy)—rd=T+1 (7.17)

Uponthereceiptof the ECN-Echothewindow washalved:
w(s) =(T+rd+1)/2 (7.18)

Thesourcemaynot beableto sendpacletsimmediatelyafters,. After somepacletswere
acknavledged,the halved window allowed new pacletsto be sent. The first paclet sent

underthenew window sav a queudengthof
Q) =w(s)—rd=T+rd+1)/2—rd=(T—-rd+1)/2 (7.19)

The congestiorwindow wasfixed for an RTT andthenbeganto increase.So Q(t;) was
theminimumqueudengthin acycle.

In summaryin the congestioravoidancephasethe maximumqueuelengthis 7" + 1
andtheminimumqueuedengthis (T — rd + 1) /2.

In orderto avoid link idling, we shouldhave (T — rd 4+ 1) /2 > 0 or equialently, 7" >
rd — 1. Onthe otherhand,if min@Q is alwayspositive, the routerkeepsan unnecessarily
large queueandall pacletssuffer a long queueingdelay Therefore,the bestchoice of
thresholdshouldsatisfy

(T —rd+1)/2=0 (7.20)
or
T=rd—1 (7.21)
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If themark-frontstrategy is usedthesources congestiorwindow increasesoughlyby

onein every RTT, but congestiorfeedbackravelsfasterthanthe datapaclets.Hence
Q(s7)=T+rd+e (7.22)

wheree is betweerD and1, anddepend®nthelocationof thecongestedouter Therefore,

Qty)=w(s;)—rd=T+e¢ (7.23)
w(s1)) =(T+rd+e)/2 (7.24)
Q1) =w(s1))—rd=(T+rd+e€)/2—-rd=(T—-rd+¢€)/2 (7.25)

For thereasorstatedabove, thebestchoiceof thresholds 7" = rd — e. Compareavith
rd, the differencebetween-d — ¢ andrd — 1 canbeignored. So we have the following

theorem:

Theorem4 In a path with only one connection the optimal thresholdthat achievesfull
link utilization while keepingthe queueingdelay minimalin congestionavoidancephase
isrd — 1. If thethresholdis smallerthanthis value thelink will be underutilized. If the
thresholdis greaterthanthis valug thelink canbefully utilized, but padketswill sufer an

unnecessarilyarge queueinglelay

Combiningtheresultsin Theorem2, 3 and4, we canseethatthe mark-frontstratey
reduceghe buffer sizerequiremenfrom about3rd to 2rd. It alsoreduceghe congestion

feedbacks delayby onefixedround-triptime.

7.5 Lock-out Phenomenonand Fairness

Oneof theweaknessesf mark-tailpolicy is its discriminationagainsihew flows. Con-
siderthe time whena new flow joins the network, but the buffer of the congestedouter
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is occupiedby pacletsof old flows. In the mark-tail stratgy, the paclet thatjust arrived
will be marked, but the pacletsalreadyin the buffer will be sentwithout beingmarked.
The acknavledgmentsf the sentpacletswill increasehe window sizeof the old flows.
Therefore the old flows which alreadyhave a large shareof the resourcesvill grow even
larger However, the new flow with small or no shareof the resourcesiasto back off,
sinceits window sizewill be reducedby the marked paclets. This causesa “lock-out”
phenomenom which a singleconnectioror a few flows monopolizethe buffer spaceand
prevent other connectiondrom gettingroom in the queue[24]. Lock-outleadsto gross
unfairnessamongconnectionsandis clearlyundesirable.

Contraryto themark-tailpolicy, the mark-frontstratgyy marksthe pacletsin the buffer
first. Connectionswith large buffer occupang will have more paclets marked thancon-
nectionswith small buffer occupang. Comparedwith the mark-tail stratgy thatlet the
pacletsin the buffer escapehe marking,the mark-frontstratey helpsto preventthelock-
out phenomenonTherefore we canexpectthatthe mark-frontstratey to be fairerthan
mark-tailstratey.

TCP’sdiscriminationagainstonnectionsvith largeRTT is alsowell known. Thecause
of this discriminationis similar to the discriminationagainstnew connectionslf connec-
tionswith smallRTT andlargeRTT startatthesameime, theconnectionsvith smallRTT
will receve theiracknavledgmentfasterandthereforegrow faster Whencongestiorhap-
pens,connectiongvith smallRTT will take morebuffer roomthanconnectionsvith large
RTT. With mark-tail policy, pacletsalreadyin the queuewill not be marked, only newly

arrived pacletswill be marked. Therefore,connectionsvith small RTT will grow even
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Figure7.2: Simulationmodel

larger, but connectionsvith large RTT will haveto backoff. Mark-frontalleviatesthis dis-
criminationby treatingall pacletsin the buffer equally Packetsalreadyin the buffer may

alsobemarked. Thereforeconnectionsvith large RTT canhave largerbandwidthshares.

7.6 Simulation Results

In orderto comparethe mark-frontand mark-tail stratgies, we performeda set of
simulationswith the ns simulator[53]. We modifiedthe RED algorithmin ns simulator
to deterministicallymark the paclets whenthe real queuelength exceedsthe threshold.
Thebasicsimulationmodelis shavn in Figure7.2. A numberof sources;, ss, . . ., S, are
connectedo therouterr; by 10 Mbpslinks, routerr; is connectedo r, by a1.5Mbpslink,
anddestinationsly, ds, . . ., d,,, areconnectedo r, by 10 Mbpslinks. Thelink speedsre
chosersothatcongestiorwill only happerattherouterr;, wheremark-tailandmark-front
stratgiesaretested.

With the basicconfigurationshown in Figure7.2, the fixed roundtrip time, including
the propagationtime and the transmissiortime at the routers,is 59 ms. Changingthe
propagatiordelaybetweerrouterr; andr, from 20 msto 40 msgivesanRTT of 99 ms.

Changinghe propagatiordelaysbetweerthe sourcesandrouterr; givesusconfigurations
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of differentRTT. An FTP applicationrunson eachsource.RenoTCP andECN areused
for congestiorcontrol. The datapaclet size,includingall headersis 1000bytesandthe
acknavledgmenipacletsizeis 40 bytes.

With the basicconfiguration,
rd = 0.059 x 1.5 x 10° bits = 11062.5 bytes ~ 11 paclets

In our simulations,the routersare configuredto implementmark-tail or mark-front.

Theresultsfor bothstratgiesarecompared.

7.6.1 Simulation Scenarios

In orderto shaw the differencebetweenmark-frontand mark-tail stratgies, we de-
signedthe following simulationscenariogasedon the basicsimulationmodeldescribed
in Figure7.2. If not specified,all connectiondhave an RTT of 59 ms, startat the zeroth

secondandstopatthe 10thsecond.
1. Oneconnection.
2. Two connectionsvith thesameRTT.

3. Two overlappingconnectionsvith thesameRTT, but thefirst connectiorstartsatthe
zerothsecondandstopsat the ninth secondthe secondconnectiorstartsat the first

secondandstopsat the 10thsecond.
4. Two connectionsvith RTT equalto 59 and157 msrespectiely.

5. Two connectionsvith sameRTT, but thebuffer sizeatthecongestedouteris limited

to 25 paclets.

6. Fiveconnectionsvith thesameRTT.
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7. Five connectionsvith RRT of 59,67,137,157and257 msrespectely.

8. Five connectionsvith the sameRTT, but the buffer size at the congestedouteris

limited to 25 paclets.

Scenariosl, 4, 6 and 7 are mainly designedor testingthe buffer size requirement.
Scenariod, 3,4, 6, 7, 8 arefor link efficiengy, andscenario2, 3,4, 5, 6, 7 arefor fairness

amongconnections.

7.6.2 Metrics

We usethreemetricsto comparethe two stratgies. Thefirst metricis the buffer size
requirementfor zerolosscongestiorcontrol. Thisis the maximumqueuesizethatcanbe
built up at the routerin the slow start phasebeforethe congestiorsignaltakes effect at
the congestedouter If the buffer sizeis greateror equalto this value,no paclet losswill
happen.This metricis measureésthe maximumqueudengthin the entiresimulation.

The secondmetric, link efficiency is calculatedfrom the numberof acknavledged
paclets(not countingthe retransmissiongjivided by the possiblenumberof pacletsthat
can be transmittedduring the simulation. Becauseof the slow start phaseand possible
link idling afterthe window reduction,the link efficiengy is alwayssmallerthanl. Link
efficiengy shouldbe measuredavith long simulationdurationto minimize the effect of the
initial transientstate. We tried differentdurationsfrom 5 secondgo 100 seconds.The
resultsfor 10 secondshow the essentiafeaturesof the stratey, without muchdifference
from theresultsfor 100secondsThe simulationresultspresentedh this chapterarebased
on 10-secondimulations.

The third metric, fairnessindex, is calculatedaccordingto the formulain [42]. If

m connectionssharethe bandwidth,and z; is the numberof acknavledgedpaclets of
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connectioni, thenthefairnessindex is calculatedas:

m )2
fairness = % (7.26)
M 2i=1T;

Becausehe fairnessindex is often closeto 1, in our graphs,we drav the un fairness
index:

unfairness =1 — fairness (7.27)

Theperformancef ECNdepend®ntheselectiorof thethresholdvalue.In ourresults,

all threemetricsaredrawn for differentvaluesof threshold.

7.6.3 Buffer SizeRequirement

Figure 7.3 shaws the buffer sizerequirementor mark-tailand mark-front. The mea-
suredmaximumqgueudengthsareshovn with “0O” and“ A” respectrely. Thecorrespond-
ing theoreticalestimatesrom Theorem2 and3 areshavn with dashedandsolid lines. In
Figure7.3(b)and(d), wheretheconnectionhave differentRTT, thetheoreticakstimatds
calculatedrom thesmallestiRTT.

From the simulation,we find thatfor connectionawith the sameRTT, the theoretical
estimateof buffer sizerequirements accurate Whenthreshold!” is small,the buffer size
requirements anupperbound,whenT > rd, the upperboundis tight. For connections
with differentRTT, the estimategivenby thelargestRTT is anupperbound,but is usually

anover estimate.The estimategivenby thesmallesiRTT is a closerapproximation.
7.6.4 Link Efficiency

Figure 7.4 shaws the link efficiengy for variousscenarios.In all casesthe efficiengy

increasesvith thethreshold until thethresholds aboutrd, wherethelink reacheslmost
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Figure7.5: Lock-outphenomenomndalleviation by the mark-frontstrateyy

full utilization. A smallthresholdesultsn low link utilizationbecausé generatesonges-
tion signalsevenwhenthe routeris not really congestedlUnnecessaryindow reduction
actionstaken by the sourceleadto link idling. The link efficiency resultsin Figure7.4
verify the choiceof thresholdstatedn Theoreny.

In the unlimited buffer casega), (b), (d), (e), the differencebetweenmark-tail and
mark-frontis small. However, when the buffer size is limited asin cases(c) and (f),
mark-fronthasmuchbetterlink efficiengy. This is becausavhencongestioroccurs,the
mark-frontstrat@y providesa fastercongestiorfeedbackthan mark-tail. Fasterconges-
tion feedbackpreventsthe sourcefrom sendingmore pacletsthat will be droppedat the
congestedouter Multiple dropscausesourcetimeoutandidling at the bottlenecklink,
andthusthe low utilization. This explainsthe drop of link efficiengy in Figure7.4 (c)
and(f) whenthethresholdexceedsabout10 pacletsfor mark-tailandabout20 pacletsin

mark-front.
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7.6.5 Fairness

Scenariog — 7 aredesignedo testthefairnesof thetwo markingstratgies. Figure7.5
shawvslock-outphenomenomandalleviation by the mark-frontstratgy. With the mark-tail
stratgyy, old connectionccuypy the buffer andlock-outnenv connections.Althoughthe
two connectionsn scenariad3 have the sametime span,the numberof the acknavliedged
pacletsin the first connectionis muchlarger thanthat of the secondconnection Figure
7.5(a).In scenarid}, theconnectiorwith large RTT (157 ms)startsatthe sametime asthe
connectiorwith smallRTT (59 ms),but theconnectiorwith smallRTT growsfastertakes
over a large portion of the buffer room, andlocks out the connectionwith large RTT. Of
all of the bandwidth,only 6.49%is allocatedo the connectiorwith large RTT. The mark-
front stratgy alleviatesthe discriminationagainstiarge RTT by markingpacletsalready
in the buffer. Simulationresultsshav thatthe mark-frontstratey improvesthe portion of
bandwidthallocatedo connectiorwith large RTT from 6.49%to 21.35%.

Figure7.6shavstheunfairnessndex for themark-tailandthemark-frontstrategyies.In
Figure7.6(a),thetwo connectionfiave the sameconfiguration Which connectiorreceves
morepacletsthantheotheris notdeterministicsotheunfairnessndex seemsandom.But
in generalmark-fronthassmallerunfairnessndex thanmark-tail.

In Figure7.6(b), the two connectionsare different: the first connectionstartssooner
andtakesthe buffer room. Althoughthe two connectiondhave the sametime span,if the
mark-tail strat@y is used,the secondconnectionis locked out by the first andtherefore
recevesfewer paclets. Mark-front avoids this lock-out phenomenon.The resultsshav
thatthe unfairnessandex of mark-frontis muchsmallerthanthatof mark-tail. In addition,
asthe thresholdincreasesthe unfairnessndex of mark-tail increasesbut the mark-front

remaingoughlythe sameregardlesof thethreshold.
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Figure 7.6(c) shaws the differencebetweenconnectionswith differentRTT. With the
mark-tail stratgy, the connectionsvith small RTT grow fasterandthereforelocked out
the connectionswith large RTT. Sincethe mark-front stratgyy doesnot have the lock-
out problem, the discriminationagainstconnectionswith large RTT is alleviated. The
differenceof thetwo stratgjiesis obviouswhenthethresholds large.

Figure7.6(e)shavs the unfairnessndex whenthe routerbuffer sizeis limited. In this
scenariowhenthe buffer is full, the routerdropsthe the pacletin the front of the queue.
Wheneer a pacletis sent,the routercheckswhetherthe currentqueuesizeis largerthan
thethreshold.If yes,the pacletis marked. Thefigure shavs thatmark-frontis fairerthan
mark-tail.

Similar resultsfor five connectiongreshawvn in Figure7.6(d)and7.6(f).

7.7 Apply to RED

The analyticaland simulationresultsobtainedin previous sectionsare basedon the
simplified congestiordetectionrmodelwhich marksa paclet leaving a routerif theactual
gueuesizeof therouterexceedgshethreshold.However, RED usesa differentcongestion
detectioncriterion. First, RED usesaveragequeuesize insteadof the actualqueuesize.
Secondapacletis notmarkeddeterministicallybut with a probabilitycalculatedrom the
averagegueuesize.

In this sectionwe applythemark-frontstratgy to the RED algorithmandcomparehe
resultswith the mark-tail stratgyy. Becausef thedifficulty in analyzingRED mathemati-

cally, thecomparisons carriedout by simulationsonly.

TheRED algorithmneeddour parametersgqueueweightw, minimumthresholdh,,;,,

maximumthresholdh,,,, andmaximummarkingprobabilityp,,.... Althoughdetermining
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thebestRED parameterss out of the scopeof this chapterwe have testedseveralhundred
of combinationsin almostall thesecombinationsmark-fronthasbetterperformancehan

mark-tailin termsof buffer sizerequirementlink efficiengy andfairness.

Insteadof presentingndividual parametercombinationsfor all scenarioswe focus
on one scenarioand presentthe resultsfor a rangeof parametewvalues. The simulation
scenarids two overlappingconnectionslescribedn section6.1,scenarid3. Basedonthe
recommendations [31], we varythe queueweightw for four values:0.002,0.02,0.2and

1,varyth,,;, from1to 70,fiX th,,., as2th,,i,, andfiX p,,., as0.1.

Figure 7.7 shaws the buffer sizerequiremenfor both stratgieswith differentqueue
weight. In all casesthe mark-frontstrategy requiresa smallerbuffer sizethanthe mark-
tail. Theresultsalsoshav thatqueueweightw is a majorfactoraffecting the buffer size
requirement.Smallerqueueweightsrequirelarger buffers. Whenthe actualqueuesizeis

used(correspondingo w = 1), RED requireghe minimumbuffer size.

Figure7.8shavsthelink efficiency. For almostall valuesof thresholdmark-frontpro-
videsbetterlink efficiengy thanmark-tail. Contraryto the commonbelief, theactualqueue
size (Figure 7.8(d))is no worsethanthe averagequeuesize (Figure 7.8(a))in achiezing
higherlink efficiengy.

The queuesizetraceat the congestedoutershovn in Figure 7.9 provides someex-
planationfor the smallerbuffer size requirementand higherefficiengy of the mark-front
stratggy. The RED parametergor this simulationarew = 0.002, thyin = 70, thyme: =
140, pmae = 0.1. Whencongestiorhappensmark-frontdeliversfastercongestiorfeed-
backthanmark-tail so thatthe sourcesanstopsendingpacletsearlier In Figure7.9(a),

with the mark-tail signal,the queuesize stopsincreasingat 1.98 second.With mark-front
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signal,the queuesize stopsincreasingat 1.64 second.Therefore the mark-frontstrategy
needsa smallerbuffer.

Ontheotherhand,whencongestioris gone,mark-tailis slow in reportingthe change
of congestiorstatus.Pacletsleaving therouterstill carrythe congestionnformationsetat
thetimewhenthey enteredhequeue Evenif thequeudas empty thesepacletsstill tell the
sourcedhattherouteris congestedThis out-datedcongestiorinformationis responsible
for thelink idling aroundthe 6th secondandthe 12th secondn Figure7.9(a). As acom-
parison,in Figure7.9(b),the samepacletscarry more up-to-datecongestiorinformation
to tell thesourceghattherouteris no longercongestedsothe sourcesendmorepaclets.

Thusthe mark-frontsignalhelpsto avoid link idling andimprove the efficiency.

Figure7.10shavstheunfairnessndex. Bothmark-frontandmark-tailhave big oscilla-
tionsin theunfairnessndex whenthethresholdchangesTheseoscillationsarecausedy
the randomnessf the numberof pacletsof eachconnectiorgettingmarkedin the bursty

TCPslow startphase Changinghethresholdvaluecansignificantlychangehe numberof

133



Figure7.10: Unfairnesdor differentqueueweight,p,,.
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marked pacletsof eachconnection.In spiteof the randomnessn mostcasesnark-front

is fairerthanmark-tail.

7.8 Chapter Summary

In this chaptemwe analyzethe mark-frontstrategy usedin ECN. Insteadof markingthe
pacletfrom thetail of thequeuethis stratgy marksthepacletin thefront of thequeueand
thusdeliversfastercongestiorsignalsto the source.Comparedvith the mark-tail policy,

mark-frontstratgy hasthreeadvantages.First, it reduceghe buffer size requirementat
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therouters.Secondijt providesmoreup-to-datecongestioninformationto helpthe source
adjustits window in time to avoid pacletlossesandlink idling, andthusimprovesthelink

efficiengy. Third, it improvesthe fairnessamongold andnewv connectionsand helpsto

alleviate TCP’s discriminationagainsiconnectionsvith large roundtrip time.

With a simplified model, we analyzethe buffer size requiremenfor both mark-front
andmark-tailstratgies.Link efficiency, fairnesandmorecomplicatedscenariosiretested
with simulations.Theresultsshav thatthemark-frontstratey achiezesbetterperformance
thanthe currentmark-tail policy. We alsoapply the mark-frontstrateyy to the RED algo-
rithm. Simulationsshown that mark-frontstratgy usedwith RED hassimilar advantages
over mark-tail.

Basedon the analysisandthe simulationswe concludethat mark-frontis an easy-to-
implemenimprovementhatprovidesabettercongestiorcontrolandhelpsTCPto achieve
smallerbuffer sizerequirementshigherlink efficiency andbetterfairnessamongconnec-

tions.
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CHAPTER 8

IMPROVING RESOURCEUTILIZA TION IN ASYMMETRIC
WIRELESS LANS

In this chapter we documentour designof a MAC protocol, called OSU-MAC, sub-
jectto the physicallayercharacteristiceandconstraintof a narrav-bandwirelessmodem
testbedturrentlybeingbuilt atthe Ohio StateUniversity Thenarrav-bandwirelessmodem
testbeds expectedo supportothreal-time(buslocationtracking)andnon-real-timereg-
ular) dataapplications.A numberof techniquesare proposedo supportQoSimposedby
thereal-timeapplicationsto dealwith theasymmetryon theforwardandreversechannels
andthe half-duple transmissiorconstrainimposedby the physicallayer, andto enhance
theerrorcontrolcapabilityof OSU-MAC. We alsopresensimulationresultso demonstrate

thekey, functionalcharacteristicef OSU-MAC.

8.1 Intr oduction

Wirelesscommunicatiorhasbecomeanimportanttechniquefor supportingemeging
PersonalCommunicationsService(PCS).In PCS,bothtraditionaltelephoneserviceand
other more advanceddataapplications,e.g., audio/video,and periodic updateof sensor
information,are expectedto be simultaneouslysupported.The latter applicationsjn par

ticular, requiredifferentlevels of temporalquality of service(QoS).An effective medium
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accesgontrol(MAC) protocolmustbecarefullydesignedor this purposeln this chapter
we documenthedesignof aMAC protocol,calledOSU-MAC, thatsupportdothreal-time
andnon-real-timeapplication©nanOSUnarrav-bandwirelessmodenmtestbedsubjecto

its physicallayercharacteristicandconstraintsThenarrav-bandwirelessmodemtestbed
is expectedto supportboth real-timeand non-real-time(regular) dataapplications,cur

rently with the real-timebus locationtrackingvia an on-boardglobal positioningsystem
(GPS)beingtherepresentatie, real-timeapplicationanddataapplicationssuchase-mail,

ftp, andtelnet,beingthe otherrepresentates.

Our first steptoward realizingthe above objective is to designandimplementan ef-
fective MAC protocol, OSU-MAC, thatcoordinateghe transmissioractuities on the for-
ward andreversechannelsso asto supportQoSrequirementsmposedby both typesof
applications. In particular we delegateto the basestationthe full responsibilityof re-
sourcearbitration,channelaccessandregistrationin eachcell. As will be elaboratedn
in Section8.3.1,this base-station-basedchedulingapproachenablegrovisioning of de-
terministic QoS for real-timeapplicationswhile maximizingthe systemutilization. To
take the error characteristicef the physicallayerinto considerationywe encodebothdata
pacletsandcontrolfieldsin Reed-Solomomrode[10, 58]. We alsotake into accountthe
half-duplex transmissiorconstraint(i.e., a mobile subscribeicannottransmitandreceve
atthe sametime) imposedby the physicallayer, andproposea two-control-fieldstructure
to fully utilize thelimited bandwidthavailableon the reversechannel.To make useof the
unusedbandwidthoriginally reseredfor real-timetraffic, we alsoproposea dynamicslot

adjustmenscheme.Finally, asareal-life MAC protocolcurrentlybeingimplementedn
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the OSU narrav-bandwirelessmodemtestbedwe insert,wherever advisedby the wire-
lessmodemresearchempreamblespostamblesand guardtimes betweenpaclet slots or
notificationcyclesfor synchronization.

SeveralMAC protocolshave beenproposedn wirelessnetworks,amongwhich Packet
Reseration Multiple Access(PRMA) [59], DynamicTDMA (D-TDMA) [74], Dynamic
Reseration Multiple Access(DRMA) [64], ResourceAuction Multiple Access(RAMA)
[3], Floor Acquisition Multiple Access(FAMA) [19], Remote-Queuind/ultiple Access
(RQMA) [25], and Multimedia CableNetwork System(MCNS) [15] may have receved
the most attention. They have beendesignedeither for voice/datatraffic (PRMA, D-
TDMA, DRMA, RAMA, andFAMA), for real-time/best-dbrt traffic onanabstractmodel
(RQMA), or for cablemodemusers(MCNS). In comparisorwith the above researctlef-
forts, OSU-MAC is thefirst implementatiorwork that (i) takesinto accountthe physical
layer characteristicand constrainton a specificervironmentin the designphase(rather
thanan abstractdesign),(ii) providesmechanismdor providing deterministic,temporal
QoSfor real-timeapplicationsand (iii) is fault tolerantwith both dataslotsand control
fieldsprotectedoy the (64,48)Reed-Solomoode.

Therestof the chapteris organizedasfollows. In Section8.2,we introducethe design
objectivesof, thetypesof applicationgo be supportedn, andthe systemmodelusedfor,
the OSU narrav-bandwirelesstestbed.We alsooutline the physicallayer characteristics
andconstraintof thewirelesstestbed.Thesecharacteristicendconstraintsarethe major
factorsin directingthe designof the proposedvIAC protocol. In Section8.3, we present
OSU-MAC. In Section2.6, we give a surwey of existing MAC protocolsfor wirelesslocal

areanetworks. In Section8.4,we evaluateOSU-MAC in termsof throughputpacletdelay
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capability of providing temporalQoS, collision probability, andregistrationlateng. We

concludethechaptemwith Section8.5.

8.2 The OSU Narrow-Band Wir elessTestbed

8.2.1 Applications supported and designgoals

Applications supported: Two typesof applicationswill be supported:oneis real-time
buslocationtrackingvia anon-boardylobal positioningsystem(GPS).In the GPSsystem,
shortGPSpacletsof sizeno morethan72 bits are periodicallysentfrom eachbus being
tracked to reportthe locationof the unit. Timely delivery of thesepacletsis important
in correctlytrackingthe bus location. The otherapplicationsto be supportedare those

supportey TCP/IR e.g.,e-mailmessageetrieval, FTPandTelnet.

Designobjectives: Inthecurrentnarrov-bandwirelessmodemtestbedeachbasestation

coversanareaabout10km in radiusandis expectedo support

e Up to 8 active GPSuserswith 1 minutecheckingdelayand4 secondaccesgelay
requirementsywherethe checkingdelayis the delayincurredwhena non-actve ter-
minalbecomesctive, andtheaccesslelayis thetimeintenal betweerthearrival of

apacletatanactve GPSuserandits transmission.

The4 secondaccesslelayrequirements determinedasfollows: sincea mobileunit
movesat a speedno fasterthan 90 kilometersper hour andthe allowablelocation
erroris within 100metersa GPSpaclet mustbe sentandrecevedevery 100/(90 x

10%) hours,or 4 seconds. If a GPSpaclet is corruptedafter being decoded the

corruptedpacletwill notberetransmitted.
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e Up to 64 active non-real-timeusers. No accesslelayrequiremenis imposed,but

datapacletsneedto bereliably transported.

By active userswe meanmobile subscribersvhich have registeredwith the basesta-
tion andareactvely transmitting/receiing datapaclets. The maximumtime requiredto
registerwith the basestationis alsoa designparameterin the currentdesign,we require
that80% of theregistrationrequestsanbe approredin two notificationcycles,and99%

canbemadein 10cycles.

8.2.2 Systemmodel

Thegeographicaareacoveredby awirelessnetwork is dividedinto overlappingcells.
Eachcell is associateavith a basestationandcansupporta numberof mobilesubscribers.
The basestationsare connectedo one anotherto form a wired point-to-pointbackbone
network which handlesall the ongoingactwitiesin the cell, andhasthe overall control of
thesystenresourcesSignalsfrom the basestationarebroadcasto all mobile subscribers.
Signalssentfrom mobile subscribersre,however, only receved by the basestationand
not heardby othermobilesubscribers.

Eachbasestationis allocateda numberof frequencieqgtermedas channelsor links)
on which transmissioriakes places. At ary time instant,only one station/subscribecan
transmitonachannelptherwisegcollisionoccursandall theongoingtransmissionsnthat
channeffail. Thechannelusedby the basestationto transportdatato mobile subscribers
is calledthe forward channel,while that usedby mobile subscriberdo transportdatato
thebasestationis calledthereversechannel Signalson differentforward/revzersechannels
areindependendf oneanother In the currentOSU narrav-bandwirelessmodemtestbed,

thereareoneforwardchannebndonereversechannein eachcell.

140



8.2.3 Physical characteristicsof forward/r eversechannels

The actualsymbolrateon the forward channelis currently3200channelsymbolsper
second With aquaternaryPSK modulation(QPSK)transmittingtwo codedbits perchan-
nel symbol,theforward channelcanoperateup to 6.4 kbps. Thereversechannekupports
approximatehhalf thetransmissiomateof theforwardchannein orderto maintainamar
gin of pathbalanceandallow time division multiple accessTheactualsymbolrateonthe
reversechannels currently2400symbolspersecond.With the useof a PSKmodulation
transmittingtwo informationbits perchannekymbol,thereverselink canoperateatarate

of 4.8kbps.

Structur e of pilot symbolframe: Transmissioron boththeforward/backvardchannels
is brokeninto cyclesof approximately4 secondsn length. (The reasorfor choosingthis
cycle lengthwill be givenlater) Eachnotificationcycle is further broken up into pilot
symbol (PS)frameswhich have a size of 150 channelsymbols. The structureof the PS
framesis shovn in Fig. 8.1 anddescribedelowv: Fifteenpilot symbolsareinsertedevery
10 symbolsstartingat thefirst symbolof the PSframe. In addition,7 additionalpilots are
insertedatthebeginningof eachPSframefor atotal of 22 pilot symbolsperPSframe.The
pilot symbolsareusedby themobileunit to estimatehefadingdistortionandtheresulting
frequeng offset. EachPSframecontains128 channekymbolsfor the codedinformation

bits, andhencethetransmissiorefficiency of eachPSframeis 128/150 = 85.3%.

Figure8.1: Pilot symbolframe,P=pilot symbol,D=datasymbol
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Eachregular(non-real-timefatapacletis 64 bytes(512bits) long, 48 bytes(384 bits)
of which areinformationbits. Sincea PSframecontains128 non-PSsymbols(256 bits),

eachdatapacletis transmittedn two PSframes.

Error correctionwith Reed-Solomortode: Forthepurposeof errorcorrection paclets
transportedn forward/rezersechannelsare encodedn Reed-Solomorcode,RS(48,64),
over GF(256).0Our experiencewith wirelesserrorsfrom field testsfor this RS codedesign
indicateghattwo eventsoccurwith extremelyhighprobability: (i) asmallnumberof errors
occurandarecorrected;and(ii) alarge numberof errorsoccurandthe RS decodeffails
to provide anoutput. Consequentiyt is extremelyrarethata paclet is deliveredwith an
error. It is eitherdeliverederrorfree or thedelivery fails (the latteris considered paclet

lossby the basestationandmobile subscriberbecaus®f lack of acknavledgments).

Insertion of preamblesand guard times for synchronization: On the forward chan-
nel, a preambleis insertedat the beginning of eachnaotificationcycle to allow a mobile
subscribeto synchronizeo the mastertiming of the basestation. The preamblewill con-
tainauniqguewordto synchronizeheforwardandreversechannel®onceevery notification
cycle. On the reversechannel,eachnon-real-timedatapaclet is proceededy a paclet
preambleof 600symbols followedby the paclet bodyanda paclet postambleof 51 sym-
bols. Non-real-timepacletsarealsoseparatedrom eachotherby a guardtime of 0.0075
second18 symbols).On the otherhand,eachGPSdatapaclet is proceededy a paclet
preambleof 64 symbolsandseparatedrom eachotherby a guardtime of 0.0075second

(18 symbols).Table8.1 summarizeshesetiime parameters.
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Packet size: Ontheforwardchannelsinceeachregulardatapacletis transmittedn two

PSframes,it takes300/3200 = 0.094 secondto transmita datapaclet. On the reverse
channeljt takes300/2400 = 0.125 secondo transmita non-GPSdatapaclet. Together
with thetime to transmitthe preambleandpostamblg651/2400 = 0.27125 second)and
the guardtime (18/2400 = 0.0075 second)eachdataslot for transmissiorof non-GPS
pacletsis setto 0.40375second.On the otherhand, it takes128/2400 = 0.05333 second
to transmita GPSpaclet. Togetherwith the time to transmitthe preamble(64/2400 =

0.02667 secondandthe guardtime (18/2400 = 0.0075 second)eachdataslot for trans-
missionof GPSpacletsis setto 0.0875second.Table8.1lists the parametershatcharac-

terizethe physicallayercharacteristi@andpertainto the MAC protocoldesign.
8.2.4 Constraintsimposedby physical layer characteristics:

Half duplex transmission constraint: In the currentnarrav-bandwirelesstestbedthe
basestationhasa transmitteranda recever, andcanlisten andtransmitat the sametime.
However, becausef thepowerandtransmitter/receerconstraintsmobilesubscribersan
only transmitor receve but cannotdo bothatthesametime. Moreover, a20 msguardtime
hasto be insertedbetweenswitch-over from the transmitfunctionto the receve function
andvice versa. Thisimpliesthat (i) a mobile subscribeicannottransmit20 ms beforeor
afterits receving period,and(ii) slotsthatcarrypacletsdestinedo amobilesubscribed\/
ontheforwardchannelmustbeapartfrom thosescheduledo transportd’s pacletsonthe
reversechanneby atleast20 ms. Thisis termedasthehalf duplex transmissiorconstraint.
Severalimportantdesigndecisionsof theproposedMA C protocolhave beendrivenby this

physicallayerconstraint.
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Asymmetry betweenthe forward/r eversechannels: Anotherphysicallayercharacter
istic that drives the designdecisionis the asymmetrybetweenthe forward and reverse
channelsFirst, the basestationcantransmitwith strongempower thanmobile subscribers,
andhenceheforwardchannels usuallymorereliablethanthereversechannel As aresult,
datapacletstransmittedon thereversechannehave to be proceededby paclet preambles
andseparateavith guardtime. Secondpecausef the physicallayercharacteristicge.g.,
differencein the symboltransmissiommateandthe modulationschemesandthe necessity
of paclet preamble/postamble/guatiche on thereversechannel) the reversechannehas
comparatrely muchlessbandwidththanthe forward channel.Third, asaresultof the half
duplex transmissiorconstraintmobile subscribergannotbe scheduledo transmitandre-
ceive atthesameime, andproperguardtimeshave to beinsertedbetweerthe switch-over
of transmitandreceve functions.Finally, withoutacentralizectontrolfacility, mobilesub-
scriberamaycompetdor channebcces®nthereversechannelsometime®nacontention

basis,andhencetheaccesslelayonthereversechannels longerandmorevariable.

8.3 ProposedMAC Protocol- OSU-MAC

8.3.1 Basestation-centric resouicearbitration

A majorfeatureof our proposedMAC protocolis thatwe delegateto the basestation
thefull responsibilityof resourcearbitration,channelccessandregistrationin eachcell.
Thereasongor this designaretwo-fold: first, becaus¢he basestationin acell usuallyhas
theoverallcontroloverall thesystenresourcest is reasonabléo delggatethe basestation
to arbitratetheassignmenof dataslotson boththe forwardandreversechannelsSecond,
becausef the asymmetrybetweenthe forward andresere channelsthe MAC protocol

shouldbe so designedasto include as little control overheadon the reversechannelas
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possible.Thatis, the controlinformationsentfrom mobile subscriberso the basestation
shouldbekeptminimal. This leadsto a basestation-centrienechanismThe only control
informationsentuplink is theregistrationandslot reserationrequests.

Specifically thebasestationtransportslatapacletsaswell aschannebccessnforma-
tion on the forward channelto mobile subscribers Channelaccessnformationincludes,

amongotherthings,

e the slot accesscheduleon the forward channeland on the reversechanneffor the
currentnotificationcycle. In particular the slotaccesschedulen thereversechan-
nelis determinedy the reseration requestseceved on the reversechannelin the

previousnotificationcycle.
e acknavledgmenfor pacletsrecevedby the basestationonthereversechannel.

e informationusedto pageinactive mobilesubscribers.

Control fields: Eachmobile subscribehasa permanentuniversallyuniqueequipment
identificationnumber(EIN) of 16 bits. In addition,a mobile subscribeis assigned user
ID of 6 bitswhenit registerswith the basestation.This 6-bit userlD is uniqueonly within
thecell, andwill beusedsolelyby the basestationto specify/identifya mobile subscriber
A setof explicit controlfieldson theforwardchanneis usedfor thebasestationto corvey
the above channelaccessnformationto mobile subscribers.Thereis no explicit control
field on the reversechannel. All the control informationsentuplink is either carriedin
the headerof datapacletsor includedin regular datapaclets(i.e., the in-bandsignaling

approachs used).The controlfields consistof thefollowing information(Fig. 8.2):

e GPS schedule: givestheuserIDs of (up to) 8 GPSuserswhich arescheduledo
usethe 8 GPSslotsonthereversechannel.Thisfieldis 8 x 6 = 48 bits.
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scclil;?ule SRCer:/:;?e Forward schedule Reverse ACKs Paging
48 hits 54 bits 222 bits (for 37 forward data slots) 198 bits (for 9 reverse data slots) 108 bits
| | Forwardchannel
GPS schedule (bits) 48
Reverse schedule (bits) 54
Forward schedule (bits) 222
Reverse ACKs (bits) 198
Paging (bits) 108
Total sizeof controlfields (bits) 630
RequiredRS codeavords for one set of control 2
fields
RequiredP Sframesfor onesetof controlfields 4
Requiredtime for one setof control fields (sec- 0.1875
onds)

Figure8.2: Thecontrolfieldsontheforwardchannel

e Reverse schedule: is usedby the basestationto announcehe slot schedulen
responséo theresenationrequestsecevedonthereversechannelgitherexplicitly
or implicitly®, in the previous notificationcycle. It givesthe userlDs of (up to) M
datausersscheduledo usethe dataslots on the reversechannel. In our current

desig® M =9, andhencethisfieldis 9 x 6 = 54 bits.

e Forward schedule: is usedto inform mobile subscriberso which subscribedata
slots on the forward channelwill be transmitted. It givesthe userIDs of mobile
subscribersvhich shouldreceve dataonthe V dataslotson theforwardchannel.n
our currentdesign’ N = 37, andhencethisfield is 37 x 6 = 222 bits.

5To bediscussedbelow.
5Thereasorwhy M = 9 will begivenin Section8.3.3.

"Thereasorwhy N = 37 will begivenbelow.
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e Reverse ACKs: areusedto acknavledgereceiptof datapaclkets on the reverse
channelin the previous notification cycle or to notify a mobile subscriberfwhose
registrationrequests appraved)of its (EIN, userID) pair. Thisfieldis9 x (16+6) =

198 bits.

e Paging: is usedto pageandlocateinactive mobile subscribers.To supportpaging

of upto 18 usersthisfield containsl8 x 6 = 108 bits.

Thetotal lengthof thesecontrolfieldsis 630bits, whichrequire2 RScodevordsto carry
Note that out of the 768 informationalbits availablein the 2 RS codevords, 138 bits are
resened for future use. All mobile subscriberdave to listen to the controlfields on the

forward channelin orderto find outtheir scheduledccesdime to thechannels.

Slotresewation and scheduling: For real-time,GPSapplicationdransportedn uplink,
we useresenation-basedchedulingo ensurgéhe QoSrequired.Whenamobilesubscriber
usingGPSapplicationgegisterswith thebasestation,it will beassignedsPSslotsproperly
spacedn thereversechanneluntil the mobile subscribesignsoff. The GPSslotswill be
soassignedhatat leastone GPSslot in ary time interval of 4 secondss assignedo the
GPSsubscriber

To allow mobile subscribersvith regular, non-real-timedatato gainaccesgo there-
versechannel,oneor moredataslotson the reversechannelare designateéscontention
slotsin eachnotificationcycle, wherea contentiorslotis simply adataslotnotassignedo
ary mobile subscriber®n the reversechannel. Therearethreepossiblemeando resere

dataslotson thereversechannel:

1. A mobilesubscribemayexplicitly sendaresenationrequespaclet, specifyingthe
numberof dataslotsdesiredpn oneof the contentiorslots.
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2. Whenamobilesubscribetransmitdts datapacletsin thedataslotsassignedo it in
anotificationcycle, it may setaresenrationfield in the headerof the datapacletto
implicitly indicatethatit wouldlik eto requestnoredataslotsin the next notification

cycle.

3. A mobile subscribemay sendits datapaclet in one of the contentionslots and
competewith theothermobilesubscribersvith dataor reserationpacletsonacon-
tentionbasis.If multiple mobilesubscriberattempto transmittheir data/reseration
pacletsin thesameslot, collisionoccurs.(Thebasestationhasto explicitly acknavl-
edgeontheforwardchannereceiptof datapacletsonthereversechannebsaresult

of thesepotentialcollisionsin contentionslots.)

Whencollisionoccursmobilesubscribervackoff with arandomperiodof time before
their subsequenattempts. (To increasethe probability of successfutesenation, mobile
subscriberghat transmitdatapaclets without resenation are requiredto back off with
a longertime period.) Also, if collisionsoccur multiple timesin a notificationcycle or
acrossmultiple notification cycles, the basestation may designateadditional dataslots
ascontentionslots(i.e., leave themunassignedin the next cycle. On the otherhand,if
multiple contentionslotshave beenleft unusedn the currentcycle, the basestationmay
decreas¢henumberof contentiorslotsin thenext cycle.

Thebasestationnotifiesa mobile subscribethatmakesa reserationrequesor trans-
mits its datain a contentionslot of whetheror not the request/dathasbeenreceved by
indicatingin the ith reverseACKs field the userID of the subscribemwhoserequest/data
hasbeenreceved. Note thatthe factthata reserationrequesis receved doesnotimply
therequestvill behonored A mobilesubscribehasto look into theresere scheduldield

to find outwhetheror notit is assignediataslots.
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After thebasestation“collects” all therequestsn the currentnotificationcycle, it uses
a specificschedulingalgorithm (in our currentdesign,the roundrobin algorithm)to de-
terminethe slot scheduleon the reversechannel,subjectto the half-duple transmission
constraints.Theresultingslot schedulds thenannouncedn the reverseschedulecontrol

field in the next notificationcycle. Mobile subscribersvill thentransmittheir dataaccord-

ingly.
8.3.2 Registration of mobile subscribers

A mobile subscriberegistersitself with the basestationthroughthe useof contention
slots. A mobile subscribethatnewly entersthe cell first listensto the forward channeko
synchronizétself on the reversechannelandto find out the positionsof contentionslots.
Thenit transmitsits registrationrequestin one of the contentionslots. The registration
requespaclket may competewith otherregistration/reseration/datgpaclets. If a collision
results,the mobile subscribemwith the registrationrequespersistsin the next notification
cycle until it succeedsn onenotificationcycle or fails after a pre-determinechumberof
attempts. Note that we give the priority of usingcontentionslotsto mobile subscribers
attemptingto registerthemseleswith the basestationas other mobile subscriberawvith
resenation/datgpacletswill backoff in the caseof collision.

If aregistrationrequesimadein theith contentionslotis successfullyeceved by the
basestation, it will be passedo the registrationhandlingmodulefor approval. If the
registrationrequests approved, the basestationwill notify the requestingsubscribeiby

returningthe (EIN, userID) pairin theith reverseACKsfield.
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8 GPS slots 8 data slots

Data Data Data Data Data Data Data Data
1/213|4|5/6| 78| glot1 | Slot2 | Slot3 | Slot4 | Slot5 | Slot6 | Slot7 | Slot8

3 GPS slots 9 data slots guard time

Data Data Data Data Data Data Data Data Data
1/213| slot1 | Slot2 | Slot3 | Slot4 | Slot5 | Slot6 | Slot7 | Slot8 | Slot9

Figure8.3: Two formatsof the notificationcycle onthereversechannel

8.3.3 Structur e of notification cycleon the reversechannel

The structureof the notificationcycle on thereversechanneis shovn in Fig. 8.3. De-
pendingon the numberof actve GPSsubscribersthe systemcanchooseoneof the two
possibleformats. If therearemorethanthreeactve GPSsubscribersthe systemusesthe
first format. In this format, 8 GPSslotsarescheduledirst, followed by 8 dataslots. The
secondormatis usedwhenthe numberof actve GPSsubscriberss lessthanor equalto
3. In this casefive unusedGPSslotsarecombinedio form a dataslot (to be usedby data
users).Thenotificationcycle beginswith 3 GPSslots,followedby 9 dataslotsandaguard
time of 0.03375second.

Sincethe basestationknows how mary active GPSsubscribersarein the system,it
is the basestation’s responsibilityto chooseandannouncevhich formatto use. The an-
nouncemenis madeimplicitly throughthenumberof GPSsubscribere thecontrolfields.
If thenumbeiis greatethan3, thenthe basestationandall mobilesubscribersvill usefor-
mat 1, otherwise they useformat2. By usinga format, we meanthe mobile subscribers
will synchronizeéhemselesto the beginning of eachnotificationcycle andaccesshere-

versechannebccordingo thetime givenin Table8.2.
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Dynamic GPSslot adjustmenton the reversechannel: As mentionedn Section8.2.1,
GPSunits reportthe bus locationonceevery 4 seconds.A naive approachto fulfill this
real-timerequirements to staticallyallocatethe sameGPSslotin eachnotificationcycle
to aregisteredGPSuser This approachalthoughsimple,mayresultin bandwidthwaste.
This is becauseas GPSusersregister and later sign-of, someof the GPSslots may be
allocatedandthenreleasedg¢reatingholesbetweenrallocatedGPSslots. For example,if
GPSusersl to 8 registeredandassignedsPSslotsin order Later, users2, 3,5, 6 and7
left the system creatingtwo holesslots2—3andslots57. Theseholescannotbe usedby
datausersgvenif thenumberof GPSuserss lessthan3.

A more sophisticatecapproachs to dynamicallyadjustGPSslotsto consolidateal-
locatedGPSslotsandthencombineunusedGPSslotsinto dataslots. If therearemore
thanthree GPSusers,the systemusesformat 1. When GPSusersleave, GPSslotsare
re-assignedo existing GPSusersandunusedsPSslotsconvertedinto a dataslot, subject
to thereal-timerequirrmentsf existing GPSuses. If more GPSusersregisterlater, this
dataslot canbesplit into five GPSslotsagain.Thereal-timerequirementsf existing GPS

usersareensuredhroughthefollowing rulesof slotre-assignment:

(R1) TheGPSslotsin acycle areallocatedn order

(R2) WhenaGPSuseris admittedinto thesystemit is allocatedhefirst unusedsPSslot.
(R3) Whena GPSuserassigned>PSsloti leavesthe systemthe GPSuserthatusesGPS

slotj > i (if ary) is re-assignedlot:.

Notethatwith (R3), whena GPSuseris re-assigneaslot, it is ensuredo have anslot
accessterval thatis lessthan4 secondsn thecurrentnotificationcycleandhencehereal-

time requirements fulfilled. Also, with theserules,allocatedGPSslotsareconsolidated
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at the beginning of eachnotificationcycle, andunusedGPSslotscanbe convertedinto a

dataslot.

The number of regular data slotson the reversechannel: Giventhat(1) eachnotifica-
tion cycleis approximatelyl second$ong, (2) thereareatmost8 GPSslots,eachof length
0.0875secondand(3) eachnon-real-timedataslotis 0.40375secondn length(Table8.1),

thetotal numberof regulardataslotsis

(4 —0.0875 x 8)/0.40375 ~ 8 (8.1)

Guard time: Theexactcyclelengthonthereversechanneundertheabove configuration
is 3.93secondsAs will bediscussedn Section8.3.4,the notificationcycle lengthon the
forward channelis 3.9844seconds.To make the notificationcycleson both channeldghe

samewe adda guardtime of 0.0544secondn thereversechannel.

8.3.4 Structur e of notification cycleon the forward channel

Thenaotificationcycle on theforward channebeginswith a preambleof 300 symbols.

Thepreamblds thenfollowedby controlfieldsanddataslots.

Two control fieldsto dealwith the half-duplex transmissionconstraint: Asmentioned
above, the basestationusesthe controlfields on the forward channeko announcehannel
accesschedule®n bothchannelsto acknavledgepacletsreceved on the reversechan-
nel, andto pageinactive mobile subscribers.All mobile subscribersnustlisten to the
controlfieldsto obtainthe above information. However, dueto the half-duplex transmis-
sionconstrainimposedoy the physicallayer, mobile subscriberscheduledo transmiton

thereversechanneht the sametime of the controlfieldsbeingtransmittedon the forward
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channelill notbeableto listento thecontrolfields. Onestraightforvardsolutionis notto
scheduleany mobile subscribefor transmissioron the reversechannelduring the period
whenthe controlfieldsarebeingtransmittecon theforward channel We did notadoptthis
solution,becausdt resultsin awasteof bandwidthon thereversechannel.

As an alternatve to dealwith the half-duplex transmissiorconstraint,we inserttwo
setsof controlfields, with the secondone exclusively usedby mobile subscribersched-
uled to transmitduring the time intenval whenthe first control fields are transmitted. In
otherwords,the bandwidthutilization onthereversechanneis improvedatthe expenseof
introducinga secondsetof controlfieldson theforwardchanne(which hascomparatrely

morealundantbandwidth).

Preamble Data Slot 1 DataSlot 2 Data Slot 37

Contro Control
Eields/ Preamblg Fields

/ . Forward Link /
2nd Control Fields Next Cycle
Data Data Data

[ee]

‘<—T‘>1234567

Slot 1 Slot 2 ce Slot 8

8 GPS slots

Reverse Link

Figure8.4: Thestructureof notificationcycleson theforwardandreversechannels

Therearethreeissueghatmustberesolhedbeforewe canfully realizethetwo control

field design:
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The location of the secondsetof control fields: Oneintuitive approachs to evenly di-
vide dataslotsinto two groupsand arrangethe preamble control fields, and data

slotsin eachnotificationcycle asfollows:

Preambldzontrol| Haif of the data slots PreambleSONtrol| Haif of the data slots
fields fields

The problemwith the abore arrangemenis thatthe basestationcannotusethefirst
half of dataslotson the forward channelto senddatato the mobile subscribersghat
listento the secondsetof controlfields. This is becauseéhesesubscribersvill not
know their scheduleauntil they listento thesecondsetof controlfields. Similarly, the
reversedataslotsthatareaheadin time) of thesecondsetof controlfieldscannotbe
assignedo thesemobile subscribergither To dealwith this problem,we propose
to placethe secondsetof control fields ascloseto the beginning of eachnotifica-
tion cycle aspossible. As showvn in Fig. 8.4, the notificationcycle is structuredas
the preambleg(of size 300 symbols)followed by the first setof controlfields (2 RS
codevords),onedataslot (1 RS codevord), anothempreamblgof size150symbols),
thesecondsetof controlfields(2 RS codevords),andtherestof dataslots. With this
configurationjn theworstcasegwhichoccurswhenthebasestationonly haspaclets
destinedor the datauserwhich is scheduledo transmitin the dataslot), only one

dataslot on theforwardchannekannotbeused.

The reasonfor not concatenatinghe two setsof control fields backto backis to
ensureghatthe datauserscheduledo transmitin thelastreversedataslotcompletes
its uplink transmissiorand hassufficient time to switch from the transmitfunction

to thereceve function.
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The setof control fields a mobile subscribershouldlisten to: All mobile hostsneedto
listento thecontrolfieldsin orderto synchronizevith the basestationandto receve
the channelaccessschedule. With the two control field design,someuserswill
transmitatthe sametime asthe controlfields. How dothey know which controlfield
they shouldlistento? In orderto solve this problem we shift thecycle onthereverse

channelr secondsaterthanthatontheforwardchannelFig. 8.4),where
7 = 0.09375(preamblé + 0.1875(controlfields) + 0.02 = 0.30125 seconds (8.2)

The extra 0.02 secondsnakesit possiblefor the GPSusersto transmitright after

they learntheir schedule®nthe forwardchannel.

After the shift, the only slot on the reversechannelthat overlapsthe first control
fieldsin the next notificationcycle is thelastdataslot. Theuserwhichis scheduled
to transmitin this slot shouldlistento the secondsetof controlfields. All the other
usersshouldlistento thefirst setof controlfields. In summary mobile subscribers
usethefollowing rulesto decidewhich setof controlfieldsthey shouldlistento: (i)
Whena mobile subscribefirst entersthe systemijt listensto thefirst controlfields;
and(ii) If amobile subscribeis assignedo transmitin the lastreversedataslot, it
listensto thesecondsetof controlfields;otherwisejt listensto thefirst setof control

fields.

Notethatthe basestationmustnot assignthefirst slot on theforward channeko the

userwhich listensto the secondsetof controlfields.

Differencebetweenthe first and secondsetsof control fields? The only differencebe-

tweenthe two setsof control fields is that the secondset of control fields hasto
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acknavledgetheactvity thatoccursonthereversechannelwhenthefirst setof con-

trol fieldsis transmitted Specifically

¢ If thelastdataslot on the reversechannelwasusedto senda datapaclet, the
secondsetof control fields acknavledgesits reception(in the reverseACKs
field).

¢ If thelastdataslotonthereversechannelwasusedby anev mobilesubscriber
for registration,the secondsetof control fields announcesvhetheror not the

resenationsucceeds.

Also, thebasestationcanscheduldorwarddataslotsthatwereannounceddle in the
first setof controlfieldsto theuserassignedhelastdataslot on thereversechannel,
basedon whetheror not the userrequestanore dataslotsin the paclet headerof
its paclet (transmittedn the lastslot). However, the basestationcannotmake ary

changean thereverseschedule.

The number of data slotsper cycleon the forward channel: Thenumberof dataslots
that canbe transmittedper notificationcycle is contingentamongotherthings,uponthe
sizesof dataslotsandnotificationcycle. Sinceeachdatapacletis 2 RScodeavordslong,we
decidethateachdataslotis of size2 RS codevords(300symbolswith both pilot symbols
andReed-Solomoerrorcheckbits consideredaswell. Giventhat(1) theforwardchannel
cantransmit12800symbolsin a4-secongeriod,(2) thetwo preamblesotal 450symbols,
(3) the two setsof control fields are 600 symbols(2 RS codevords)each,and (4) each
dataslotis of size300symbols(Table8.1andFig. 8.2),the numberof dataslotsavailable
is thus (3200 x 4 — 450 — 600 x 2)/300 =~ 37. This impliesthatthe exactlengthof a
notificationcycleis 3.9844seconds.
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8.3.5 Schedulingconstraints and algorithm

As mentionedn Section8.3.1,we delgyateto the basestationthe full responsibility
of (i) generatingslot schedule®n boththe forwardandreversechannelsand(ii) handling
registrationrequestsn eachcell. After introducingthe notificationcycle structureon both
the forward and reversechannelswe are now in a positionto delve into the details of
how dataslots are scheduledon both channels. Sincethe reversechannelhasa more
limited bandwidththantheforward channelthebasestationscheduleslotsonthereverse
channebndthenassignslotson theforward channelthelattersubjectto the half-duplex-

transmissiorandtwo-control-fieldsconstraints.

Generation of slot schedulesfor data/GPS applications: Mobile subscriberamake
their resenation requestdor the reversechannelthroughexplicit/implicit resenation or
contention. The slot schedulefor regular dataslots on the reversechannelis then gen-
eratedusingthe roundrobin schedulingalgorithm. After the schedules determinedoy
the schedulingalgorithm,the schedulas thenre-adjustedo lump slotsallocatedto a mo-
bile subscribetogethersothatthe subscribedoesnot have to repeatedlyswitch between
transmittingandsendingn acycle.

After thereverseslotsarescheduledthedataslotsontheforwardchannehbreallocated
in asimilarway, but subjectto thefollowing constraints{i) a mobile subscribecannotbe
scheduledo transmiton the reversechannelandto receve on the forward channelat the
sametime; (ii) amobile subscribecannotbe scheduledo transmiton the reversechannel
20 msbeforeor afterit is scheduledo receve on the forward channel;and(iii) a mobile
subscribeccannotbe scheduledo receve on the forward channel20 ms beforeor afterit

is scheduledo transmiton thereversechannel.
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Registration and resewation: In orderto allow newv usersto register and registered
usersto sendresenationrequeststhefirst few dataslotsin a notificationcycle arealways
left unassignednd usedas contentionslots. Userscan usecontentionslotsto register
themseleswith the basestationor make slotresenration.

In orderto reducetheregistrationlateny (definedasthetime interval betweerthetime
whenaregistrationis first madeandthetime it is finally receved by the basestation),the
basestationmonitorsthecollisionratein thecontentiorslots. If therateexceedssomepre-
determinedhresholdthebasestationdynamicallyallocatesafew morecontentiorslotsin

the subsequentotificationcycles,andvice versa.

8.4 PerformanceEvaluation

We have implementeddSU-MAC in a Java-basedimulationenvironment,called
JavaSim[72], and conducteda simulationstudyto validatethe proposediesign. We do
notinclude a simulationcomparisorto the otherexisting protocols(summarizedn Sec-
tion 2.6) becausall the protocolshave beendesignedwith differentobjectvesunderdif-
ferentervironments:OSU-MAC hasbeendesignedor bothbustrackingapplicationsand
regular dataapplicationson a specifictestbedwhile otherprotocolsweredesigneceither
for voice/datauserdPRMA, D-TDMA, RAMA, DRMA, FAMA), for real-time/best-ébrt
traffic on anabstracimodel(RQMA), or for cablemodemusers(MCNS). A comparison
amongthemwould not befair.

The simulationscenarias asfollows: thereareup to 8 buseswithin the cell covered
by a basestation. Eachbus carriesa GPSunit that transmitsGPS paclets periodically
to reportits location. Also, mobile subscribersn the cell may send/recefe shorte-mails

on thereverse/forvard channel.For the purposeof evaluatingthe MAC performancewe
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assumehe e-mail messageare generatedt a mobile subscribeaccordingto a Poisson
processwith meaninter-arrival time 7. Two typesof pacletsareusedin the simulation:
pacletsof fixedlength L = 120 bytesandvariable-lengtipacletswhoselengthis dravn
from a uniform distribution betweer40 and 500 bytes. Whenthe numberof GPSusers
is lessthanor equalto (greaterthan)3, eachnotificationcycle on the reversechannehas
d = 9 (d = 8) dataslots,amongwhich thefirst is a contentionslot for registrationand
reseration.

Giventhattherearem mobiledatasubscribere thecell, theloadindex ¢ of thereverse
channels definedas

mx3.9844 x L

— _ T
= 10 % d (8.3)

where% is the averagetotal numberof messagegeneratedn a notificationcycle,
mx3.9844 % L is thetotal numberof bytesgeneratedand40 x d is thetotal numberof data
bytesthatcanbetransportedn the d dataslotson thereversechannel.

The simulationsaredesignedo evaluatethe systemperformancainderlight, medium
andheay loads,with thevalueof ¢ varyingfrom 0.3,0.5,0.8,0.9,1.0to 1.1,the number
of GPSusersvaryingfrom 1 to 8, andthenumberof datausersvaryingfrom 5 to 14. Given
differentcombination®f traffic conditions theinter-arrival time T is calculatedas

_ m X L x 3.9844

T= 40 x d x ¢ (8.4)

In spiteof sereral systemparametermvolved, the resultsarefoundto be quite robustin
the sensehatthe conclusiondravn from the performancesurves(reportedobelow for the

variable-lengttpaclet case)s valid over awide rangeof parametewalues.

Utilization onthereversechannel: Thelink utilization, definedasthepercentagef the
available bandwidthusedto carry dataon the reversechannelversusthe load index 7 is
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Figure8.5: Link utilizationandpacletdelay

shavnin Fig. 8.5(a). Whentheloadindex ¢ < 0.8, mostpacletsgetthrough,andthelink
utilization is closeto thetraffic load. Whentheloadindex is closeto 1, somepacletsare

droppedbecaus®f buffer overflow, andthelink utilizationis smallerthanthetraffic load.

Packet delay: Packet delay versusthe load index is depictedin Fig. 8.5 (b). When
¢ < 0.5, paclets canbe deliveredin threeto five cycles, evenin the caseof variable-
length paclets (with an averagepaclet size of 280 bytes). This, coupledwith the fact
that the bandwidthavailable on the reversechannelis limited due to the physicallayer
characteristicsjemonstratethe ability of OSU-MAC to accommodata large numberof
mobile subscriberswhile maintaininghigh utilization andsmallpaclet delayundersmall
to mediumloads.Whentheloadincrease®eyond0.9, the paclet delayincreaseslramat-
ically, dueto the factthatthe traffic load grows beyond the systemcapacityand paclets

startto queueup.
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Control overhead: We usethe ratio of the numberof reseration paclets (transmitted
in contentionslots) to the total numberof datapaclets (transmittedin dataslots)asan
index of controloverhead As depictedn Fig. 8.7, counterintuitively the controloverhead
decreaseastheloadincreasesThisis becausastheloadincreasesieserationrequests
are usually piggybacled in the resenation bit of the paclets sentuplink, leadingto the
smallernumberof resenation paclets. Dueto the samereasonastheloadincreasesthe
probabilitythatcollision occursin contentiorslotsdecreasef-ig. 8.6 (a)),andtheaverage

resenationlateny alsodecreasef~ig. 8.6 (b)).
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Figure8.6: Controloverheadhsa functionof load

Fairness: Asdescribedn Section8.3.5,we usetheroundrobinalgorithmto assigndata
slotson thereversechanneko mobile subscribersvith datapaclets. As shavnin Fig. 8.8,
OSU-MAC ensuredairnessamongmobile subscribergi.e., the fairnessindex underall

traffic loadsareover0.99),wherethefairnessndex is definedas[43]

2
n- i U

(2?21 Ui)2
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Figure8.7: Probabilityof collisionin contentiorslotsandtheresenrationlateng

andu; is thebandwidththe: mobilesubscribeacquires.
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Figure8.8: Fairness

Performanceimprovementdue to the two-control-fields designand dynamic slot ad-
justment: Fig. 8.9(a) givesthe percentagef bandwidthgainby usingthe secondsetof

controlfields. This is obtainedby calculatingthe ratio of the numberof datapacletssent
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Figure8.9: Performancémprovementby two controlfieldsanddynamicslot adjustment

in the lastdataslot on thereversechannelto the total numberof datapacletssent(asthe
last dataslot on the reversechanneloverlapswith the first setof controlfields). As little
as5% andasmuchas14% of the bandwidthis saved by useof the secondsetof control
fields.

Fig. 8.9 (b) depictsthe averagenumberof dataslotsthat have beenusedin the case
thatthe numberof GPSusersis 1 and4, respectirely. Recallthatwhenthereare3 or less
GPSusers,5 GPSslotswill be convertedto an additionaldataslot. Hence,Fig. 8.9 (b)
shawvs how effective the dynamicslot re-adjustmenapproachelpsin utilizing bandwidth
originally allocatedto unusedGPSslots. The effect of dynamicslot re-adjustmenis not
significantwhentheloadis light, but asmuchas15% morebandwidthcanbe utilized with

slotre-adjustment.

8.5 Chapter Summary

In this chapterwe have designecandimplementeda MAC protocol, OSU-MAC, that

coordinateshetransmissioractiities ontheforwardandreversechannelsoasto support
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both the real-timebus locationtracking applicationandthe regular dataapplicationson
an OSU narrav-bandwirelessmodemtestbed.Thereare severaluniquefeaturesof OSU-
MAC: first, we delegateto the basestationthe full responsibilityof resourcearbitration,
channelccessandregistrationin eachcell. This base-station-basesthedulingapproach
enablegrovisioning of deterministicQoSfor real-timeapplicationsgeffective supportsof
slot resenationandmobile registration,while maximizingsystemutilization. Secondwe
take into accountthe error characteristicef the physicallayer In particular we consider
the half-duple transmissiorconstraintand proposea two-control-fieldstructureto fully
utilize the limited bandwidthavailable on the reversechannel. Third, to make useof the
unusedbandwidthoriginally reseredfor real-timetraffic, we alsoproposea dynamicslot
adjustmenscheme.Finally, asa real MAC protocolcurrentlybeingimplementecdbn the
OSUnarrav- bandwirelessmodemtestbedwe insert,wherever neededasadvisedoy the
wirelessmodemresearchempreamblespostamblesandguardtimesbetweernpaclet slots
or notificationcyclesfor synchronization We are currentlyimplementingOSU-MAC on
the MS-Windows operatingsystemandwill develop a real-timebus trackingapplication
andanemaildelivery systemto demonstratéhe useof OSU-MAC for distributedapplica-

tions.
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| Fwd channel| Rev channel

General physical layer characteristics

Chan.symbolrate(symbolspersecond) 3200 2400
Codingrate(codedbits/symbol) 2 2
Informationsymbolsin apilot frame 128 128
Chan.symbolsin a pilot frame 150 150
Informationbits perRS (64,48)codevord 384 384
Bits perRS(64,48)codevord 512 512
Packet size
RS codevordsperpaclet 1 1
Pilot framesperregulardatapaclet 2 2
Chan.symbolsperregularpaclet 300 300
Time perregularpaclet (second) 0.09375 0.125
Cycle preamble
Cyclepreambldength(chan.symbols) 450 n/a
Time percycle preamblgseconds) 0.140625 n/a
Packet parameterson reversechannel

GPS Regular
Packet size(informationbits) 72 384
Packet size(chan.symbols) 128 300
Paclket preamblgchan.symbols) 64 600
Paclet preamblgseconds) 0.02667 0.25
Paclket postamblgchan.symbols) 0 51
Packet postamblgseconds) 0 0.02125
Packet guardtime (chan.symbols) 18 18
Paclket guardtime (seconds) 0.0075 0.0075
Total length(chan.symbols) 210 969
Total length(seconds) 0.0875 0.40375
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Format 1 Format 2
GPSslot1 0.30125 0.30125
GPSslot2 0.38875 0.38875
GPSslot 3 0.47625 0.47625
GPSslot4 0.56375 —
GPSslot5 0.65125 —
GPSslot6 0.73875 —
GPSslot7 0.82625 —
GPSslot8 0.91375 —
Dataslot 1 1.00125 0.56375
Dataslot 2 1.40500 0.96750
Dataslot 3 1.80875 1.37125
Dataslot4 2.21250 1.77500
Dataslot5 2.61625 2.17875
Dataslot6 3.02000 2.58250
Dataslot 7 3.42375 2.98625
Dataslot8 3.8275 2.98625
Dataslot9 — 3.39000
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CHAPTER 9

PACKING DENSITY OF VOICE TRUNKING USING AAL2

ATM AdaptationLayer Type 2 hasbeenadoptedn ITU-T andATM Forumto reduce
the packingdelayfor voicetrunking. A parametecalled“Timer_.CU” is usedin AAL2 to
avoid prolongeddelaysfor voice paclets. However, the AAL2 documentslo not discuss
how to setthe Timer_CU value.In this chapterwe analyzethetradeof betweerdelayand

bandwidthefficiengy, andestablisha guidelinefor settingthe Timer_CU value.

9.1 Intr oduction

Sincethe emegenceof computemetworks, efforts have beenmadeto transfervoice
over networks[2], 20, 56]. Startingasa technicalnovelty, Internettelephoty is now be-
cominga big business. However, the quality of Internetphonestill remainsa problem.
Becausdelephory is a real-timeapplication,delay amongother quality measurements,
is the mostimportantfactorthat affects the quality of voice. If a paclet arriveslate, its
contentdecomeobsoleteandhave to bediscardedAccordingto ITU-T Recommendation
G.114[37, anend-to-endielayof 0 to 150msis acceptabléor mostuserapplications A
delayof 150to 400 msis acceptablgrovided thatadministratorsare aware of the trans-
missiontime impacton the transmissiorguality of userapplicationsput ary delayabove
400msis unacceptabléor generahetwork planningpurposes.
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Theproblemof delaybecomesnoreseverewhenefficientcompression/decompression
methodsareused.For example,in orderto fill anATM cell whichhas48-bytepayloadthe
ITU-T G.711(64 kbps)codecneeds ms,but themoreefficientITU-T G.723.1(5.3kbps)
codecneeds’2 ms. Notice this 72 ms doesnot includethe propagatiordelay queueing
delay etc,thatthe cell mustundego whenit travelsthroughthe networks.

ATM AdaptationLayer 2 (AAL2) hasbeendesignedo reducethe packingdelay It
is describedn ITU-T Recommendatioh366.2[3§ andATM Forum specificatior'ATM
TrunkingusingAAL2 for NarraovbandServices’[4 . Theideais to multiplex voice pack-
etsfrom several sourcesnto one ATM cell sothatthe time to fill a cell canbe reduced
significantly Figure 9.1 illustratesa scenarioof voice pacletsfrom threesourcesbeing

pacledinto cells.

source 1 | #1 #2
source 2 @ #4
source 3 \ #5

AAL2 cell 1 AAL2 cell 2

Figure9.1: AAL2 cell packing

Also shavn in Figure 9.1 is the formatof AAL2 cells. Every cell hasa standardbs-
byte ATM headerFollowing theheadels the StartField (STF)thatindicatesvherein the

payloadthe next completepaclet starts. For every paclet, thereis a 3-byte mini-header

168



(H) whichincludesthe ChannellD (CID), LengthIndicator(LI), Userto-UserIndication
(UUI) andHeadetError Control (HEC) of the paclet.

However, the above packingmechanisnmhasoneproblem. Supposehefirst paclet is
putinto a cell andis waiting for the arrival of otherpacletsto completethe cell. But after
anextendedperiod,no otherpacletsarrive. This pacletwill suffer aprolongeddelay

To avoid suchprolongeddelay a parametercalled“Timer.CU” is proposedn [38].
Whenthepackingbegins,atimeris setto this parametevalue.If thecellis notcompletely
pacled within the time perioddeterminedoy this Timer_.CU value,the timer expiresand
the partially paclkedcell will besent.

Zhang[77]analyzedthe impactof Timer CU valueon paclet delayvariation (PDV),
andfoundthatthe Timer.CU valueis notrelevantin thetotal PDV calculation.While the
statemenaboutPDV is correct,we foundthatthe Timer CU valuehasto be setappropri-
ately sinceit significantlyaffectsthelink efficiengy. If the Timer_.CU valueis too small,
morepartialcellsarelikely to be sentandthelink efficiengy will below. If it is too large,
somepacletswill suffer aprolongeddelayandthevoicequality will degrade.

In this chapteywe establisha Markov chainmodelto analyzethe AAL2 packingpro-
cessusingITU-T G.723.1voice encoding. The Markov analysisrevealsthe correlation
betweersuccessie cellsandgivesaformulafor calculatingthe packingdensitybasedon
the Timer_CU valueandthe numberof voice sourcesn the system.To validateour ana-
lytic result,a simulationwaslaunchedo actuallyimplementthe AAL2 packingprocess.
Theresultsof the simulationperfectlymatchour analysis.The comparisons presentedn

sectionb.
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Figure9.2: AAL2 simulationmodel

9.2 Simulation Model

Figure9.2 showns our simulationmodelandthe packingprocessOntheleft, anumber
of variablebit rate (VBR) voice sourcesare connectedo the sourceAAL2. The corre-
spondingVBR destinationgreshavn on theright. Voice sourcesendvoicesignalin the
form of pacletsto the sourceAAL2. The sourceAAL2 keepsa working cell. Arriving
pacletsarepacledinto theworking cell. Oncetheworkingcell is pacled,it is sentto the
switch.

Whenthefirst pacletis putin thecell, atimeris setto Timer_.CU parameteralue. If
thecellis notfully pacledwithin Timer CU time,thecell“expires’ andis senteventhough
it is partially pacled.

If anarriving pacletcannoffit in theremainingspacean theworking cell, the bytesthat
canbefit in areputinto the availablespace andthe cell is dispatched.The remainderof
thepacletis putin thenext cell andthetimeris initializedto Timer_.CU.

The cells go throughlinks and switchesin the networks andarrive at the destination
AAL2. ThedestinatioPAAL2 unpackghe cellsanddispatchegachpaclet to its destina-

tion accordingo the channeldentifier (CID) containedn the mini-headerof the paclet.
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9.3 VoiceModel and Packet Arri val Pattern

Humanvoice consistf alternatingtalkspurtsandsilenceintenals. It hasbeenfound
thattalkspuriengthsandsilencentervalsareexponentiallydistributed[13. In acommonly
acceptednodel,the talkspurtshave a meanlengthof 352 msandsilenceintervals have a
meanlengthof 650ms|[22].

Therearea numberof standards$or codingvoice. ITU-T G.723.1is currentlythe most
widely usedencodingstandard. During talkspurts,G.723.1sendsout a 20-byte paclet
every 30 ms. During silenceperiods,no pacletsaresent. In this chapter we assumaall
voicesourcesiseG.723.1lastheencodingmethod.

Comparedvith thetalkspurtiengthandsilenceperiod,the 30 mspacletlengthis short.
Thismeansduringatalkspurtthevoicesourceemitsa serieof pacletsat 30 msintervals.

Thereforethearrivalsarehighly predictable.

Supposehatthe numberof voice sourcesn the systemis N andthata paclet hasjust
beernrecevedfrom avoicesource We wantto calculatehe probabilityof no pacletarrival
from all sourcesn thenext - ms,wherer is the Timer_CU value.

Considemonevoicesourcefirst. Duringanaverage352mstalkspurtand650mssilence

cycle, 12 pacletsneedto be sentasshowvn in Figure9.3.

packet arrivals

L

- Talkspurt == Silence Interval ------------------- -

Figure9.3: Packet arrival patternfrom onesource

171



Let s denotethe numberof pacletsgeneratediuring a talkspurtinterval. In orderto
have nopacletarrival in  ms,thestartingpointof this+ mscannotfall in ther msintenal

beforeary of theses arrivals. The probability of no pacletarrival from this sources

1002 — st

1002 (©-1)

Herewe assumer < 30. Sincethe averagenumberof pacletsin a talkspurtis 12, the

probabilityof no pacletarrival from onesources

1002 — E[s|r _ 1002 — 127
P="9002 T 1002

(9.2)

Voicesourceareassumedo beindependentAfter thereceiptof thefirst pacletin the

cell, theprobabilityof no arrivalsfrom all othersourceswithin 7 msis
Ry =p"~! (9.3)
andthe probabilityof onepacletarrival from all othersourcess
Ry =(N—-1)p"*(1-p) (9.4)
9.4 Calculation of Packing Density

Usingthe probabilitiesR,, R;, we cancalculatethe averagepackingdensity

Theaveragenumberof bytesin anAAL2 cell depend®nwhetherthereis aremainder
from thelastcell andhow mary pacletsarereceved sincethefirst paclet wasputin the
cell. Let r,, betheremaindetengthleft from the (n — 1)-th cell. Thisr,, then,is exactly
the STFfield in then-th AAL2 cell. Sinceeachpaclet hasa 3-byteheaderanda 20-byte

payloadtheremaindeis alwaysshorterthan23bytes,i.e.,0 < r, < 22.
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Eventr, = 0 happen®nly whencell n — 1 expiresor whenr,_; = 1 andcelln — 1
doesnotexpire;

Eventr,, = 1 happen®nly whenr,, ; = 2 andcelln — 1 doesnotexpire;

Eventr, = 2 happen®nly whenr,, ; = 3 andcelln — 1 doesnotexpire;

Eventr, = 22 happen®nly whenr,_; = 0 andcelln — 1 doesnotexpire.

Therefore {r,} formsa Markov chain. Considerthe stationarystatewhereall {r,}
have the sameprobability distribution. Let » denotethe randomvariablefor theremainder
length,anddenote

m = P{r =i}, 1=0,...,22 (9.5)

and

Q; = P{timerCUexpires | r =i}, i=0,...,22 (9.6)

Sincean AAL2 cell has47 byte payload,andfor G.723.1a CPSpaclet requires23

bytes,it happenghatfor alli =0,...,22

Q; = P{lessthan2 padetsarereceivedn r ms} (9.7)
= Ry+R; (9.8)

Denote
Q=Ry+ Ry (9.9)
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thenthetransitionmatrix P is

Q 0 0 0 0 1-Q
1 0 0 0 0 0
QRQ 1-QQ 0 0 0 0
& 0 1-Q 0 0 0 (9.10)
Q 0 0 0 . 0 0
Q 0 0 0 1-Q 0
In the stationarystate we have m = 7P, SO
T = Q+m(l-Q) (9.11)
T, = 7TZ'_|_1(1—Q), 221,2,,21 (912)
Toe = mo(l—Q) (9.13)
Therefore,
T = 7T0(]. — Q)22, g = ’/T()(]. — Q)23 + Q (914)
and
Q
m o= m(l—Q)» i=1,2,...,22 (9.16)
Usingtheseprobabilities the averagenumberof bytesin anAAL2 cellis:
22
+ Y mi(iRo + (1 + 23)Ry + 47(1 — Q)) (9.18)

=1
Becauseeach20-bytevoice paclet hasa 3 byte mini-headeandeachAAL2 cell hasa

6-byteoverheadthe packingdensityis:

C 20
D = ) X %3 x 100% (9.19)
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Noticethat

47 20
— x —x1 =77.11 .
=3 X 53 x 100% = 77.11% (9.20)

is the maximumpossibledensity

9.5 Simulation and Comparison

To validateouranalysiswe usedasimulationprogramto actuallyimplementhe AAL2
packingprocess.The simulationmodelis describedn Section2. Theresultsof 11 simu-
lationsaresummarizedn Table9.1. Thefirst columnis the Timer CU valueusedin the
simulation. The secondcolumnis the total numberof cells beingsent. Column3, 4 and
5 respectrely arethe numberof cellsthathave 0, 1, 2 or more paclet arrivals sincethe

packingof thefirst paclet. Theactualdensityis listedin thelastcolumn.

T | total | rcvd | revd | revd | density
cells | Opkt | 1pkt| 2+pckt| (%)
0.5| 5621 | 4079| 1246| 296 46.93
1 |5028| 2339| 1787| 902 56.00
2 | 4286| 949 | 1462| 1875 | 64.78
3 | 4077 479 | 960 | 2638 | 69.00
4 | 3705| 154 | 626 | 2925 | 72.43
5 (3645 69 | 315 | 3261 | 74.35
6 | 3587 26 | 206 | 3355 | 75.42
8 | 3470, 8 66 3396 | 76.54
10 | 3716| O 10 3706 | 77.05
12 | 3779| O 0 3779 | 77.11
14 | 3632| O 0 3632 | 77.11

Table9.1: Simulationresults:numberof pacletsrecevedwithin — ms
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We calculatethe corresponding?y, Ry, Ry+ = 1 — Ry — Ry, andcomparghemwith
ouranalysigesults.In Figure9.4,theanalyticprobabilitiesareshovn with solid linesand
simulationdataareshovn with “+”s. Theresultingpackingdensityfor differentTimer.CU

RO, R1, R2+ vs timer_cu (60 sources)
1 x ‘ + +

0.9

0.7r

probability R
o
[6)]

o
w
T

15

timer—cu (ms)

Figure9.4: Ry, R, and R+ for differentTimer_.CU values60 sources

valuesis shavn in Figure9.5. Again the analyticcalculationis shavn with solid line and
thesimulationdataareshovn with “+”s. Thesimulationdatamatchtheanalyticcalculation
perfectly

Oneapplicationof theanalyticformulafor densityis to find theappropriatelimer_.CU

valueto reachthe desiredpackingdensity Figure9.6 shavs the neededlimer_CU values
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9.6 Chapter Summary

177

in orderto reach90%and95% of themaximumpackingdensity Timer.CU valuealsohas
animpacton the end-to-enddelay Increasinglimer_.CU valuemay causdongerdelays.
However, this impactis relatively smallcomparedo othercomponent®f the total delay
In practice,we shouldtake into accountboth the desiredlink efficiency and maximum

acceptablelelay Thevaluecalculatedby theabore methodcanbeusedasareference.

In conclusionwe find that Timer_CU value hassignificantimpacton link efficiengy.

An appropriatechoiceof Timer.CU value dependson the numberof voice sourcesand



timer_cu for different number of sources
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Figure9.6: Timer_.CU valuesto reach90% and95% of the maximumpackingdensity

delayrequirementsTheanalysisof this chaptergivesanalgorithmto calculateareference

Timer_CU valueto achieve thedesiredink efficiengy.
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CHAPTER 10

SUMMARY AND OPEN ISSUES

Wirelessnetworkshave seeratremendougrowth in the pastdecadeandstill keepex-
pandingatafastpace.While wirelessnetworks provide corvenienceandmobility in mary
situationsthe performancef wirelessnetworkshasbeenfar from satisactory Thisis be-
causethe majority of currentnetworking protocolsweredesignedor wired networks. Var-
ious assumptionsvere madebasedon the characteristicef wired media. Whenwireless
links are addedto the networks, the low-bandwidth,sharederrorproneand asymmetric
wirelessmediacontradictdheseassumptionandcausepoorperformance.

The goal of wirelessenhancements to identify assumptionsinddeficienciesn cur
rent networking protocolsthat causethe performancedegradation,and to modify these
protocolssuchthatwirelessnetworkscanachieve high performancendbring high-quality

network servicego mobileusers.

10.1 KeyResults
In this study we obtainedhe following four majorresults:

1. The CongestionCoherenceschemethat enhancesT CP over wir elesdinks
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The CongestiorCoherenceschemewe proposedn Chapter6 is a uniqgueenhance-
mentbasedon our analysison the contritutorsof wirelessTCP performancealegra-
dation. Using ECN asthe congestiorfeedbackmechanisnmandthe “congestionco-
herence’in consecutie paclets, this schemeavoids the majority of end-to-ende-
transmissions,innecessarglowvdowvns andtimeoutscausedy wirelesserrors,and
thereforeimprovesthe performanceof TCP over wirelesslinks. From the modifi-
cationperspectie, this schemeonly requiresminor modificationin the TCP codeat
the mobile stations side. No modificationis neededn the basestationandin the
fixedhost,assuminghat ECN hasbeenimplementedn all network routers.In this
way, TCP’s end-to-endsemantids maintainedall modificationsarein the scopeof
wirelessserviceproviders;theschemecanwork with encryptedraffic andappliesto
two-way traffic. In addition,this schemeappliesto intermediataevirelesslinks, such

assatellitelinks andmobile networks.

Thesekey differentiatorsestablishthe CongestionCoherenceschemeas a unique
wirelessTCP enhancemenilhis schemeclearly shavs theadvantage®f ECN over
traditionalcongestiorcontrolmechanismsSinceCongestiorCoherencénighly de-
pendson ECN, we recommendt to be usedwhenECN is widely deployed. This
schemas a new wirelessTCP enhancemerdswell asa demonstratiomf the bene-
fits of the ECN protocol. A conclusionthatcanbedravn from this studyis thatthe

ECN standardgshouldbedeployedwidely to improve network performance.

. The mark-fr ont strategy that delivers faster congestionfeedback

The “mark-front stratgy” proposedn Chapter7 is a congestiorfeedbackmecha-

nism that delivers fastercongestionfeedbackthan timeout, triple duplicateACKs
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andexplicit congestiomotification. Fastercongestiorfeedbackeduceghe number
of paclet lossesduring a congestiorepisodeandthe delay experiencedoy paclets
passinghecongestedouter It alsoreducesardwarecostof theroutersby requiring
smallerbuffer sizes.It hasbeenobseredthatthesemechanismbéase somebadside

effectssuchasthelock-outphenomenoif24] andunfairness.

. A MAC protocolfor asymmetricwir eless_AN

The OSU-MAC, presentedn Chapter8, is a MAC designedior asymmetricfor-
ward/reversechannelsandhalf duplex transmission.The key differentiatorsof this
MAC protocolareits ability to sportbothreal-timeandnon-real-timeapplications,
andits featurego maximizethe utilization of the asymmetridoandwidth.The prin-
ciplesandtechniquesisedin this designcanapplyto high-speedvirelessnetworks

andsupportarge-scaleeal-timeapplications.

. A stochasticanalysisto balancevoicequality and bandwidth efficiencyin AAL2

voicetrunking

Thelastmajorresultof this dissertations the stochasti@analysisof AAL2 packing
procesgpresentedn Chapter9. The Markovian chainmodelusedto describethe
packingprocesss provedto beacloseapproximatiorto the simulation. This model
is usedto analyzethe relationshipbetweenvoice delay and bandwidthefficiengy.

Timer_CU valuerepresentshe tradeof betweerdelayandbandwidthefficiengy. A

guidelinefor settingthe AAL2 Timer_.CU valueis establishedcand adoptedin the
3GPPRAN TechnicalSpecificatiorGroupstandardDelayBudgetwithin theAccess

Stratum[1].
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In summarywe identifiedproblemsn the protocolsusedin currentwirelessnetworks
andproposecenhancementso that theseprotocolscanbring high performanceandhigh

guality serviceto mobileusers.

10.2 Openlssuesand Future Work

Thefollowing areanumberof openissueghatwe will leave for future study

10.2.1 Implementation in ECN-not-capableregions

Theproposednethodrequireghecongestedoutersn thedatapathto implementECN.
In reality, thisis equialentto requireall routersto implementeECN. Sinceimplementation
of ECNin thelnternetis gradualn this project,we needto find alternatve waysto imple-

mentthis schemeavhenonly partof the network is ECN-Capable.

10.2.2 Real Time CongestionStatus

ThecurrentECN regardsa marked pacletasaninstanceof pacletloss. It requireghat
the sendertreatan ECN-Echoessentiallythe sameas a paclet loss. The ECN standard
reseresabit in the TCP headetto provide robustnessgainsthe possibility of a dropped
ACK paclet carryingan ECN-Echoflag. Whena CE pacletis receved, therecever sets
theECN-Echdflagin all subsequemCK pacletsuntil aCWR noticeis recevedasshavn

in Figure10.1.

We arguethatusingthe CWR bit is neithereconomicahorjustifiable.First, whenECN
is deployed, mostcongestiorsignalsarecarriedby ECN. Packet dropswill berare.Using
the CWR bit to provide robustnessagainsidroppede CN-Echois noteconomical This bit
canbe putto betteruse(seenext subsection) Secondwe think congestioris a realtime

state.TheTCPsendeshouldrespondo themostrecentfeedbackrom thenetwork instead
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Figure10.1: Wrong,outdatedcongestiorsignalscausedy CWR

of the outdatedone. If an ECN-Echois droppedandnext ECN signalcomes the sender

shouldrespondo the new signal.For example,if apacletis markedasCE but subsequent
pacletsarenotmarked,thesendeshouldregardthis asa passeaongestiorandnotreduce

its congestiorwindow.

We proposethatthe recever shouldfaithfully reflectthe congestiorsignalssetby the
intermediaterouters. The sendershouldrespondo the latestcongestiorsignal. We will
simulatedifferenttraffic conditionsto seethe performanceof differentpolicies. We ex-
pectthatrespondingo the latestcongestiorsignalcanmake the bestuseof link capacity

maintainlow transmissiordelay andavoid mostpacletlosses.

10.2.3 Three-Level ECN

CurrentECN usestwo bits in the IP headel{66]. The first bit is calledECT (ECN-

CapableTransport)oit. It is setif both senderandrecever areECN capableandwish to
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useECN. The secondbit is calledthe CE (CongestiorExperiencedhit. If the ECT bit

is setin a paclet, theroutercansetthe CE bit to indicatecongestion.This schemas not

efficient, becauseét usestwo bits indicatethreestates:not ECT, ECT andcongestedand
ECT andnot congestedSincetwo bits canrepresenfour statesa moreefficient scheme
is possible.

Basedontheabove obsenationandthe proposaln previoussubsectionwe proposeo
changethe ECN field in the IP headerand ECN-Echofield in the TCP header The ECN
field consistof two bits andthe ECN-Echdfield consistf two bits. The ECNfield is set
by the sourceand changedy the intermediaterouters,the ECN-Echofield is setby the
recever. Theproposedit patternaresummarizedn Table10.2.3.With thesebit patterns,
network routerscanindicatethreelevels of congestiorwith ECN signals:no congestion,
mild congestiorand severe congestion.The recever canthenfaithfully reflectthe ECN

signalsin the ECN-Echdfield. Useof this feedbacks left to thesendeTCP.

ECN ECN field meaning |
00 | notECNcapable
01 | ECN capableandnocongestion
10 | ECNcapableandmild congestion
11 | ECNcapableandsererecongestion

ECN-Echo | ECN-Echofield meaning
00 reseredfor otheruse
01 echoof no congestion
10 echoof mild congestion
11 echoof severecongestion

Table10.1: ProposedCN andECN-Echdfields
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Therouterssetcongestiorsignalshasedntwo thresholdspnefor mild congestiorand
anotherfor severecongestionA routermarksthepacletaccordingo its currentcongestion
statushut if thepacletalreadycarriesa higherlevel mark,it will notchangehemark.

Sincemoreinformationalcongestiorsignalsare provided, the senderespondgo the

ECN signalsaccordingo thefollowing rules:

e If thesignalis “no congestion”the senderfollows existing slow startor congestion

avoidancealgorithmsto increasghewindow size.

e If thesignalis “mild congestion'andtherewasnowindow reductionin thepastRTT,
thesendedecreasetis congestiorwindow to «CWND, whereCWND is thecurrent

congestiorwindow.

e If the signalis “severecongestion’andtherewasno window reductionin the past

RTT, thesendedecreasets congestiorwindow to GCWND.

e If the signalis “severe congestion”and therewas a window reductioncausedby
“mild congestionbut no window reductiondueto “severe congestion’in the past

RTT, thenthe sendeffurtherreduceghe congestiorwindow to 5 /o CWND.

Here,0 < 8 < a < 1 aretwo constantstheir valuesaresubjectto furtherstudy

The principlein the window reductionis thatthe sendershouldreduceits congestion
window at mostoncein anRTT, but a “severecongestion’signalcanoverridea previous
“mild congestion’signal.

Theabove algorithmneeddurthervalidationandverification. Sincemoreinformation
is corveyedfrom the network, we expectthe new schemewill have higherthroughputand

lower buffer occupany.
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WirelessNetwork Enhancementidsing Congestion
CoherencefrasterCongestiorFeedbackiMediaAccess
ControlandAAL2 Voice Trunking
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Rapid developmentof wirelesscommunicationsn recentyearshasimposedgreatchal-
lengesfor network support. As mostcurrentnetworking protocolsweredesignednainly
for wired networks, mary assumptionshat make theseprotocolsefficient in wired net-
works areno longertrue and causesevere performancedegradationin wirelesserviron-
ment. An urgenttaskfor today’s networking researchs to identify suchdeficienciesand
to enhanceheseprotocols.

This dissertatiorcontaingfour majorenhancemenesults.Thefirst resultis awireless
TCP enhancemendchemecalled CongestionCoheence Througha statisticalanalysis,
we find the leadingcontributor of wirelessTCP performancelegradationis the timeout
resultingfrom frequentpaclet losses.This schemeausesECN to reducenumberof time-

outs,andbasedntheobsenationthatcongestiomeitherhappensordisappearsuddenly



useshesequentiatoherencef paclket markingto determinecauseof pacletlosses.Sim-
ulationsshaw this schemeworks betterthan existing enhancementand producesgood
performance.

The secondresultis a Mark-Front Strategy to deliver fastercongestionfeedbackin
networksthat usethe newly standardize@®&CN protocol. By choosingto markthe paclet
in the front of the queue,Mark-Front Stratgy delivers fasterfeedbackthan traditional
congestiorfeedbackmechanismsOuranalysisshov Mark-FrontStratey requiressmaller
buffers,andyieldshigherthroughpuandbetterfairness.

A MAC protocolto supportsreal-timeapplicationan anasymmetricandhalf-duple
environmentis our third result. Several innovative featuresare usedto ensureoptimal
utilization of theasymmetriddandwidth.

In thelastresult,we usea Markovian chainto modelthe AAL2 voicetrunkingprocess
and analyzethe tradeof betweendelay and bandwidthefficiengy. This analysisgivesa
guidelinefor settingthepackingtimer. Theresultis adoptedy a 3GPPindustrialstandard.

This study providesinsightinto congestiorcontrol and quality of servicein wireless
networks. The proposedenhancementwill help to bring high-performancend high-

guality servicedo mobilesubscribers.
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